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In this paper we enhance the EasyCrypt proof assistant to reason about computational complexity of ad-
versaries. The key technical tool is a Hoare logic for reasoning about computational complexity (execution
time and oracle calls) of adversarial computations. Our Hoare logic is built on top of the module system used
by EasyCrypt for modeling adversaries. We prove that our logic is sound w.r.t. the semantics of EasyCrypt
programs — we also provide full semantics for the EasyCrypt module system, which was previously lacking.

We showecase (for the first time in EasyCrypt and in other computer-aided cryptographic tools) how our
approach can express precise relationships between the probability of adversarial success and their execution
time. In particular, we can quantify existentially over adversaries in a complexity class, and express general
composition statements in simulation-based frameworks. Moreover, such statements can be composed to
derive standard concrete security bounds for cryptographic constructions whose security is proved in a
modular way. As a main benefit of our approach, we revisit security proofs of some well-known cryptographic
constructions and we present a new formalization of Universal Composability (UC).
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1 INTRODUCTION

Cryptographic designs are typically supported by mathematical proofs of security. Unfortunately,
these proofs are error-prone and subtle flaws can go unnoticed for many years, in spite of careful
and extensive scrutiny from experts. Therefore, it is desirable that cryptographic proofs are formally
verified using computer-aided tools [27]. Over the last decades, many formalisms and tools have
been developed for mechanizing cryptographic proofs [5]. In this paper we focus on the EasyCrypt
proof assistant [8, 11], which has been used to prove security of a diverse set of cryptographic
constructions in the computational model of cryptography [2, 3]. In this setting, cryptographic
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designs and their corresponding security notions are modeled as probabilistic programs. Moreover,
security proofs provide an upper bound on the probability that an adversary breaks a cryptographic
design, often assuming that the attacker has limited resources that are insufficient to solve a
mathematical problem. While EasyCrypt excels at quantifying the probability of adversarial success,
it lacks support for keeping track of the complexity of adversarial computations. This is a limitation
that is common to other tools in computer-aided cryptography, and it means that manual inspection
is required to check that the formalized claims refer to probabilistic programs that fall in the
correct complexity classes. While this may be acceptable for very simple constructions, for more
intricate proofs it may be difficult to interpret what a proved claim means in the cryptographic
sense; in particular, existing computer-aided tools cannot fully express the subtleties that arise in
compositional approaches such as Universal Composability [18]. This is an important limitation,
as compositional approaches are ideally suited for proving security of complex cryptographic
designs involving many layers of simpler building blocks. This work overcomes this limitation and
showcases the benefits of reasoning about computational complexity in EasyCrypt, through three
broad contributions.

Formal verification of complexity statements. We define a formal system for specifying and proving
complexity claims. Our formal system is based on an expressive module system, which enriches
the existing EasyCrypt module system with declarations of memory footprints (specifying what
is read and written) and cost (specifying which oracles can be called and how often). This richer
module system is the basis for modeling the cost of a program as a tuple. The first component
of the tuple represents the intrinsic cost of the program, i.e. its cost in a model where oracle and
adversary calls are free. The remaining components of the tuple represent the number of calls
to oracles and adversaries. This style of modeling is compatible with cryptographic practice and
supports reasoning compositionally about (open) programs.

Our formal system is built on top of the module system and takes the form of a Hoare logic for
proving complexity claims that upper bound the cost of expressions and commands. Furthermore,
an embedding of the formal system into a higher-order logic provides support for reductionist
statements relating adversarial advantage and execution cost, for instance:

VA.AB. advs(A) < advy(B) + € A cost(B) < cost(A) + 6

where typically € and § are polynomial expressions in the number of oracle calls. The above
statement says that every adversary A can be turned into an adversary B, with sensibly equivalent
resources, such that the advantage of A against a cryptographic scheme S is upper bounded by
the advantage of 8B against a hardness assumption . Note that the statement is only meaningful
because the cost of B is conditioned on the cost of A, as the advantage of an unbounded adversary
is typically large (e.g., it succeeds with probability 1). The ability to prove and instantiate such
V3-statements is essential for capturing compositional reasoning principles.

We show correctness of our formal system w.r.t. an interpretation of programs. Our interpretation
provides the first complete semantics for the EasyCrypt module system, which was previously
lacking. This semantics is of independent interest and could be used to prove soundness of the
two program logics supported by EasyCrypt: a Relational Hoare Logic [10] and a Union Bound

logic [9].

Implementation in the EasyCrypt proof assistant. We have implemented our formal system as an
extension to the EasyCrypt proof assistant, which provides mechanisms for declaring the cost of
operators and for helping users derive the cost of expressions and programs. Our implementation
brings several contributions of independent interest, including an improvement of the memory
restriction system of EasyCrypt, and a library and automation support to reason about extended
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integers that are used for reasoning about cost. For the latter we follow [40] and reduce formulae
about extended integers to integer formulae that can be sent to SMT solvers. Another key step is
to embed our Hoare logic for cost into the ambient higher-order logic—similar to what is done
for the other program logics of EasyCrypt. This allows us to combine judgments from different
program logics, and it enhances the expressiveness of the approach. Implementation-wise, this
extension required to add or rewrite around 8 kLoC of EasyCrypt. The implementation and examples
(including those of the paper as well as classic examples from the EasyCrypt distribution, including
Bellare and Rogaway BR93 Encryption, Hashed ElGamal encryption, Cramer-Shoup encryption,
and hybrid arguments) are open source [23].

Case study: Universal Composability. Universal Composability [17, 19] (UC) is a popular framework
for reasoning about cryptographic systems. Its central notion, called UC-emulation, formalizes when
a protocol m; can safely replace a protocol ;. Informally, UC-emulation imposes that there exists a
simulator § capable of fooling any environment Z by presenting to it a view that is fully consistent
with an interaction with 71, while it is in fact interacting with S(s;). This intuition, however, must
be formalized with tight control over the capabilities of the environment and the simulator. If this
were not the case, the definition would make no sense: existential quantification over unrestricted
simulators is too weak (it is crucial for the compositional security semantics that simulators use
comparable resources to real-world attackers), whereas universal quantification over unrestricted
environments results in a definition that is too strong to be satisfied [17, 18]. Moreover, when
writing proofs in the UC setting, it is often necessary to consider the joint resources of a sub-part of a
complex system that involves a mixture of concrete probabilistic algorithms and abstract adversarial
entities, when they are grouped together to build an attacker for a reductionistic proof. In these
cases, it is very hard to determine by inspection whether the constructed adversaries are within
the complexity classes for which the underlying computational assumptions are assumed to hold.
Therefore, tool support for complexity claims is of particular importance with UC — conversely,
UC is a particularly challenging example for complexity claims.

Using our enriched implementation of EasyCrypt, we develop a new fully mechanized formal-
ization of UC. In contrast to [21], which chooses to follow closely the classic execution model for
UC, our mechanization adopts a more EasyCrypt-friendly approach that is closer to the simplified
version of UC proposed by Canetti, Cohen and Lindell in [20]; this is further discussed in Section 6.
Our mechanization covers the core notions of UC, the classic composition lemmas, transitivity and
composability, which respectively state that UC-emulation (as a binary relation between crypto-
graphic systems) is closed under transitivity and arbitrary adversarial contexts. More importantly,
our development captures for the first time the complexity aspects of these general results. As an
illustrative application of our approach we revisit the example used in [21], where modular proofs
for Diffie-Hellman key exchange and encryption over ideal authenticated channels are composed
to construct a UC secure channel.

Discussion. The possibility to quantify over adversary using complexity claims introduces concep-
tual simplifications in layered proofs by i. supporting compositional reasoning and ii. avoiding the
use of explicit cost accounting modeling. The downside is that it also introduces some additional
burden on users, who now must prove complexity claims. However, we note that our extension does
not invalidate existing Easycrypt developments: complexity claims are optional, existing proofs
have been left unchanged, and their type-checking remains as fast as before. Furthermore, it is
possible to layer the complexity claims on top of standard EasyCrypt proofs that do not capture
the complexity aspects — in effect, this is what we did in our example. We have also provided
rudimentary support to automate proofs of complexity claims, and could enhance this support
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even further by adopting ideas from cost analysis. We think that the current tool is significantly
more usable and scalable than prior versions without support for complexity reasoning.

To make this claim more concrete, let us consider the implications of refactoring an existing
EasyCrypt development and extend it to take advantage of cost analysis for both dealing with query
counts and to include complexity claims. Removing the layer of modular wrapping that explicitly
keeps track of query counts leads to more readable code, and has essentially no impact on the
proofs. However, when it comes to complexity claims, new specifications and proof scripts must be
added to the development. The new specifications consist of the description of the cost model and
the declarations of the types of the various algorithms, which include explicit cost expressions. The
additional proof effort consists of applying our logic to prove complexity claims and discharging
the relevant side-conditions. As a coarse metric on the additional proof and specification efforts
required, we consider the ratio of the number of lines of codes related to the cost analysis over the
total number of lines. For the example presented in the next section, this ratio is 117/495. For the
Universal Composability example, the ratio is 270/2300 for the concrete protocol and 791/1775 for
the general composition theorems. We also note that there is a large body of work on automated
complexity analysis, as mentioned in the related work section, which might reduce this overhead.

This paper is an extended version of [6], which was presented at the ACM CCS’21 conference.
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2 WARM UP EXAMPLE: PKE FROM A ONE-WAY TRAPDOOR PERMUTATION

To illustrate our approach we use a public-key encryption (PKE) scheme proposed by [13] (BR93)
that uses a one-way trapdoor permutation f (used with public key pk) and a cryptographic hash
function H.o modeled as a random oracle (RO). The encryption of a message m by the BR93 scheme
is (f pk r || (H.o(r) @ m)) where || is bit-string concatenation and @ is bit-wise xor. We start by a quick
presentation of EasyCrypt modules, before delving into the proof of security of this scheme.

Modules are a key ingredient of an EasyCrypt formal-
ization. Roughly, a module is a structure packaging to- ~ ™Module BR93 (H:RO) = {
gether variable and procedures declarations. Modules can procenc(pk, m) ={

. var r: rand, h : plaintext;

be parameterized by one or more modules — such pa-
rameterized modules are called functors. Fig. 1 gives a
small example of a functor named BR93 implementing the
BR93 encryption function. This module is parameterized )
by a module H modeling the random oracle used by the .
encryption scheme, which it uses in its implementation
of the enc procedure. Modules types are used to structure  Fig. 1. Example of an EasyCrypt module.
module declarations, by declaring the signature of the
procedures that must be included in a module. Coming back to our example, RO is a module
type stating that H must declare a procedure named o from values of type rand to values of type

r i drand;
h « H.o(r);
return (f pkr || h & m);
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module (Inv: INV) (H : RO) (A:Adv) = {
var gs : rand list

module type RO = { module QH ={
proc o (r:rand) : plaintext compl[intr : #,] proc o(x:rand) = {
}. gs < x:qs;
r « H.o(x);

module type Scheme (H: RO) = {
proc kg() : pkey « skey }
proc enc(pk:pkey, m:plaintext) : ciphertext
proc dec(sk:skey, c:ciphertext) : plaintext option

return r; }

proc invert(pk:pkey,y:rand): rand = {

| qs <[
) (mg,my) < A(QH).choose(pk);
module type Adv (H: RO) ={ h & dplaintext;
proc choose(p:pkey) : b «— A(QH).guess(y || h);
(plaintext « plaintext) compl[intr : ., H.0 : k¢] while (gs # []) {
proc guess(c:ciphertext) : r < head gs;
bool compl[intr : ¢4, H.0 : kg] if (f pkr = y) returnr;
b gs « tail gs; }

}
L

Fig. 2. Inverter for trapdoor permutation in EasyCrypt.

plaintext (c.f. Fig. 2) — the type of values outputted by the encryption. Finally, a module can contains
sub-modules, allowing for a rich hierarchical presentation.

Intuitively, the RO is used to convert the message into a random input for the trapdoor permuta-
tion so as to allow a reduction to the one-wayness property. This proof strategy is used in BR93 and
many other schemes, including OAEP [13]. Fig. 2 shows the code of an inverter for the trapdoor
permutation that is constructed from an attacker against the encryption scheme.! This inverter
simulates the single random oracle used by the encryption scheme for the attacker and recovers the
pre-image to y with essentially the same probability as the attacker breaks the encryption scheme.

We first define module types for random oracles RO, schemes Scheme, and adversaries Adv. The
module type for random oracles declares a single procedure o with cost < t,. The module type
for schemes declares three procedures for key generation, encryption, and decryption, and is
parameterized by a random oracle H. No cost declaration is necessary. The module type for (chosen-
plaintext) adversaries declares two procedures: choose for choosing two plaintexts mq and m;, and
guess for guessing the (uniformly sampled) bit b given an encryption of m;. The cost of these
procedures is a pair: the second component is an upper bound on the number of times it can call
the random oracle, and the first is an upper bound on its intrinsic cost, i.e. its cost assuming that
oracle calls (modeled as functor parameters) have a cost of 0. This style of modeling is routinely
used in cryptography and is better suited to reason about open code. This cost model is also more
fine-grained than counting the total cost of the procedure including the cost of the oracles, as we
have a guarantee on the number of time oracles are called.

Next, we define the inverter Inv for the one-way trapdoor permutation. It runs the adversary
A, keeping track of all the calls that A makes to H in a list gs (using the sub-module QH), and
then searches in the list gs for a pre-image of y under f pk. Search is done through a while loop,
which we write in a slightly beautified syntax. This inverter can be used to state the following

1We use the following notation: & denotes a random sampling; [] is the empty list; a :: | appends a to the list I.
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reductionist security theorem relating the advantage and execution cost of an adversary against
chosen-plaintext security of the PKE with the advantage of the inverter against one-wayness.

THEOREM 2.1 (SECURITY OF BR93). Let t7 represent the cost of applying the one-way function f and
t, denote the cost of H.o, i.e. the implementation of a query to a lazily sampled random oracle. Fix the
type for adversaries T such that:

cost A.choose < compl[intr: t.,Ho:k.] and  cost A.guess < compl[intr: tg, Ho: kgl
and fix Ty such that:

cost I .invert < compl[intr: (5 +tr) - (ke + kg) + 4 +to - (ke + kg) +tc +t4].

Then, VA € 7,37 € 77, adviR®?, (A) < adv], (7).

Here, IND-CPA refers to the standard notion of ciphertext indistinguishability under chosen-
plaintext attacks for PKE, where the adversary is given the public key and asked to guess which
of two messages of its choice has been encrypted in a challenge ciphertext; OW refers to the
standard one-wayness definition for trapdoor permutations, where the attacker is given the public
parameters and the image of a random pre-image, which it must invert. In the former, advantage
is the absolute bias of the adversary’s boolean output w.r.t. 1/2; in the latter, advantage is the
probability of successful inversion.

We prove the statement by providing Inv(A) as a witness for the existential quantification, which
creates two sub-goals. The first sub-goal establishes the advantage bound, which we prove using
relational Hoare logic. The second sub-goal establishes that our inverter satisfies the required cost
restrictions, and is proved using our Hoare logic for complexity. We declare the type of Inv as:

cost Inv.invert < compl[intr: (5 +t¢) - (ke + kg) + 4,
H.o = k. + kg, A.choose = 1, A.guess = 1]

and so we first must establish that Inv belongs to this functor type. It is easy to show that A.choose
and A.guess are called exactly once, and that H.o is called at most k. + k4 times. So we turn to the
intrinsic complexity of Inv. The key step for this proof is to show that the loop does at most k. + kg
iterations. We use the length of qgs as a variant: the length of the list is initially 0, and incremented
by 1 by each call to the random oracle, therefore its length at the start of the loop is at most k. + k.
Moreover, the length decreases by 1 at each iteration, so we are done. The remaining reasoning is
standard,? using the cost of each operator—fixed by choice in this particular example to 1, except
for the operator f. Our modeling of cost enforces useful invariants that simplify reasoning. For
instance, proving upper bounds on the execution cost of Inv requires proving an upper bound on
the number of iterations of the loop, and therefore on the length of gs upon entering the loop. We
derive the complexity statement in the theorem, which shows only the intrinsic cost of Inv, by
instantiating the complexity type of Inv with the cost of its module parameter A. This illustrates
how our finer-grained notion of cost is useful for compositional reasoning.

Comparison with EasyCrypt. Our formalization follows the same pattern as the BR93 formalization
from the EasyCrypt library. However, the classic module system of EasyCrypt only tracks read-and-
write effects and lacks first-class support for bounding the number of oracle calls and for reasoning
about the complexity of programs. To compensate for this first point, classic EasyCrypt proofs use
wrappers to explicitly count the number of calls and to return dummy answers when the number
of adversarial calls to an oracle exceeds a threshold. The use of wrappers suffices for reasoning

ZNotice that the condition of the loop is executed at most k. + kg time.
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Expressions (distribution expressions are similar): Function paths:

ex=veV (variable) Fe=p.f (proc. lookup)
| fleq,...,en) (if f € Fe) Module paths:
Statements: p =X (mod. ident.)
s ::= abort (abort) | p.x (mod. comp.)
| skip (skip) | p(p) (func. app.)
| s1;s2 (sequence) Module expressions:
| x —e (assignment) m == p (mod. path)
| x i d (sampling) | struct st end (structure)
| x « call F(¢) (proc. call) | func(x: M) m (functor)
| if e then s; else s; (cond.) Module structures:
| while e do s (loop) st i=dyp;...;dp (neN)
Procedure body: Module declarations:
body ::= { var (¥:7); s; returne } d = module x = m

| proc f(¥:7) — 7 = body

Fig. 3. Program and module syntax

about adversarial advantage. However, no similar solution can be used for reasoning about the
computational cost of adversaries.

Therefore, the BR93 formalization from the EasyCrypt library makes use of the explicit definition
of 7, and users must analyze the complexity of 7 outside the tool. As a result, machine-checked
security statements are partial (complexity analysis is missing), cluttered (existential quantification
is replaced by explicit witnesses), and compositional reasoning is hard (existential quantification
over module types cannot be used meaningfully).

3 ENRICHED EASYCRYPT MODULE SYSTEM

We present a formalization of our extended module system for EasyCrypt. It is based on EasyCrypt
current imperative probabilistic programming language and module system, which we enrich to
track the read-and-write memory footprint and complexity cost of module components through
module restrictions. These module restrictions are checked through a type system: memory footprint
type-checking is fully automatic, while type-checking a complexity restriction generates a proof
obligation that is discharged to the user — using the cost Hoare logic we present later, in Section 4.

3.1 Syntax of Programs and Modules

The syntax of our language and module system is (quite) standard and summarized in Fig. 3. We
describe it in more detail below. We assume given a set of operators #¢ and a set of distribution
operators p. For any g € ¢ U ¥p, we assume given its type: type(g) = ©y X - - - X 7, — 7 where
T1,..., Ty, T € B with B the set of base types. We require that bool is a base type, and otherwise
leave B unspecified.

We consider well-typed arity-respecting expressions built from #¢ and variables in V. Similarly,
distribution expressions d are built upon 7 and V. For any expression e, we let vars(e) be the set
of variables appearing in e (idem for distribution expression).

ACM Trans. Priv. Sec., Vol. 1, No. 1, Article 1. Publication date: March 2023.
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Signature structures (for anyn € N):
S:=Dq;...;Dp

Module signature declarations:

D == proc f(9:7) — 77 | module x: M

Module signatures:
M ::= sig S restr 0 end | func(x : M) M’

Module restrictions:
0 ==¢e|0,(f: 1) A a=T | Am A Ac

Memory restrictions (for anyl € N):

Am == +all mem\{ovy,...,0;} | {v1,..., 01}

Complexity restrictions (for any Lk, ki, ...,k € N):
Ac == T | compllintr : k,x1.f1 : k1,...,x7.f7 : ki)

Fig. 4. Module signatures and restrictions

We assume a simple language for program statements. A statement s can be an abort, a skip, a
statement sequence s;; Sy, an assignment x «— e of an expression to a variable, a random sampling

$ C . . . . . -
x «d from a distribution expression, a conditional, a while loop, or a procedure call x < call F(¢).

The module system. In a procedure call, F is a function path of the form p.f where f is the
procedure name and p is a module path. Basically, when calling p. f, the module system will resolve
p to a module structure, which must declare the procedure f (this will be guaranteed by our type
system). Formally, a module structure st is a list of module declarations, and a module declaration
d is either a procedure (with typed arguments, and a body which comprises a list of local variables
with their types ¥ : 7, a statement s and a return expression e) or a sub-module declaration.

The component ¢ of a module x can be accessed through the module path expression x.c. Since a
module can contain sub-modules, we can have nested accesses, as in x. ... .z.c. Hence, a module
path is either a module identifier, a component access of another module path p, or a functor
application. Finally, a module expression m is either a module path, a module structure or a functor.

3.2 Module Signatures and Restrictions

The novel part of our system is the use of module restrictions in module signatures. Objects related
to module restriction are highlighted in red throughout this paper (this is only here to improve
readability, not to convey additional information). The syntax of module signatures and restrictions
is given in Fig. 4. A module structure signature S is a list of module signature declarations, which
are procedure signatures or sub-module signatures. Then, a module signature M is either a functor
signature, or a structure signature with a module restriction 6 attached.

Module restrictions. A module restriction restricts the effects of a module’s procedures. We are
interested in two types of effects. First, we characterize the memory footprint (i.e. global variables
which are read or written to) of a module’s procedures through memory restrictions. Second, we
upper bound the execution cost of a procedure, and the number of calls a functor’s procedure can
make to the functor’s parameters, through complexity restrictions.

ACM Trans. Priv. Sec., Vol. 1, No. 1, Article 1. Publication date: March 2023.
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Restrictions are useful for compositional reasoning, as they allow stating and verifying properties
of a module’s procedures at declaration time. In the case of an abstract module (i.e. a module
whose code is unknown), restrictions allow to constrain, through the type system, its possible
instantiations. This is a key idea of our approach, which we exploit to prove complexity properties
of cryptographic reductions.

For example, we give in Fig. 5 EasyCrypt code

corresponding to an adversary against a hard- 4 jc type HSM - {

ware security module. In this scenario the goal proc enc (x:msg) : cipher }.

of the adversary is to recover the secret key ., qule Hsm: HSM - {

stored in the module Hsm. The example uses two proc enc (x:msg) : cipher = { ... }}.

types of restrictions. The module-level restriction module type Adv (H : HSM) {+all mem, -Hsm} = {
{+all mem, -Hsm} states that such an adversary can proc guess () : skey compl[intr : ko, H.enc : k]}.

access all the memory, except for the memory used
by the module Hsm. The procedure-level restric-
tion [intr : ko, H.enc : k] attached to guess, states
that guess execution time is at most kg (excluding
calls to H.enc), and that guess can make at most k queries to the procedure H.enc.

Formally, a module restriction is a list of pairs comprising a procedure identifier f and a procedure
restriction A, and a procedure restriction A is either T (no restriction), or the conjunction of a
memory restriction A, and a complexity restriction A:

Fig. 5. Example of adversary with restrictions.

Memory. A memory restriction A, attached to a procedure f, restricts the variables that f can

access directly. We allow for positive memory restrictions {v1, . . ., v;}, which states that f can only
access the variables vy, . .., v;; and negative memory restrictions +all mem\{vy, ..., v;}, which
states that f can access any global variables except the variables vy, . .., v;.

Note that A,,, only restricts f’s direct memory accesses: this excludes the memory accessed by
the procedure oracles (which are modeled as functor’s parameters). This is crucial, as otherwise, an
adversary that is not allowed to access some oracle’s memory (a standard assumption in security
proofs) would not be allowed to call this oracle. E.g., the adversary of Fig. 5 can call the oracle
H.enc (which can be instantiated by Hsm), even though it cannot access directly Hsm’s memory.

Complexity. A complexity restriction A attached to a procedure f restricts its execution time
and the number of calls that f can make to its parameters: it is either T, i.e. no restriction; or the
restriction compl[intr : k,x1.f1 : k1,...,x;.f; : k1], which states that: i) its execution time (excluding
calls to the parameters) must be at most k; ii) f can call, for every i, the parameter’s procedure
x;.f; at most k; times. We require that all parameters’ procedures appear in the restriction. This
can be done w.l.o.g. by assuming that any missing entry is zero (which is exactly what is done in
our EasyCrypt implementation).

3.3 Typing Enriched Module Restrictions

We now present the core rules of our module type system,

which are summarized in Fig. 6 and Fig. 8. The rest of the m,:g::ﬁ:;j (o

rules are postponed to Appendix A. For clarity of presentation,

our module type system requires module paths to always be mn?g:lljcc;{ AB (- Valid full path -)
long modules paths, from the root of the program to the module F = B (+ Invalid path +)

sub-module called (we give a simple example in Fig. 7). This »
allows to have a simpler module resolution mechanism, by
removing any scoping issues. This is done without loss of

Fig. 7. Example: valid and invalid paths.
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Module path typing ' + p: M.

NAME CoMPNT FuncArp
I'(p)=_:M T+ p:sig S1; module x : M; Sy restr 0 end T'Fp:func(x:M)M Trp : M
Trp:M Trp.x:M T+ p(p’) : M[x — memr(p”)]

Module expression typing I' -, m: M.
We omit the rulesT + M to check that a module signature M is well-formed.

Func Sus
ALIAS STRUCT T'+Mg T(X) 4 undef Tk, m: Mg
T'kpa:M Thpest:S T, module x = absparam : Mg Fpoy M: M FMg<:M
Trppa:M T+ struct st end : sig S restr 0 end T kp func(x: Mg) m: func(x : Mg) M Trpm:M
Module structure typing I' -, g st :S.
ProcDEcCL
body = { var (3 : 7); s; returnr } 0, O fresh in T Tp=T,vard: 7, var g : 7

Trtks Trkrozy T + body > 0[f] T(p-f)4 undef T, proc p.f (9 : ) — 7, = body Fpo st:S

T kp,o (proc f(@:7) - 7, = body; st): (proc f(T:7) = 7, S)

MobDEcL
Trpxm:M T(p-X)4 undef T, module p.x =m: Mk, g st:S STRUCTEMP
' kp, o (module x = m; st) : (module x : M; S) Thppe:e
Environments typing + &
ENvEMP ENVSEQ ENVVAR EnvMoDb ENVABS
FE Ero E(V)4 undef Erxm:M E(X) 4 undef EFM E(X)4 undef
Fe F&E, 9 Ervarv:T & + (module x = m: M) & + (module x = absi : M)

Fig. 6. Core typing rules.

generality: in practice, one can always replace short module
paths with long module paths when parsing a program.

A typing environment I' is a list of typing declarations. A typing declaration, denoted §, is either
a variable, module, abstract module or procedure declaration, with a type.

§ z=varv:7 | module p=m:M | module x = absx : M | proc p.f (9 :7) — 7, = body
K ::= open | param F:=¢|Tl,6

Note that module and procedure declarations can be rooted at an arbitrary path p.

An abstract module declaration module x = absk : M states that x is a module with signature M
whose code is unknown. This is used either for open code, or to represent a functor parameter at
typing time. Open modules and parameters are treated differently by the type system: a memory
restriction ignores the memory footprint of a functor parameter; and a complexity restriction
restricts the number of calls that can be made by parameters’ procedures. Therefore, we annotate
an abstract module with its kind, which can be open or param. Finally, module and procedure
declarations come with the absolute path from the root of the program to the parent module where
the declaration is made (variable and abstract modules are always declared at top-level).

For example, the entry (module p.x = m : M) means that there is a sub-module m named x and
with type M declared at path p. As usual we require that typing environments do not contain two
declarations with the same path. This allows to see a typing environment I' as a partial function
from variable names v, module paths p or procedure paths p.f to (base, module, abstract modules
or procedure) values and their types, defined as follows:

Iv) =1 (if T = (Iy; varv:1; Iy))
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T'(p) = m:M (if T = (I''; module p = m: M; I))
T'(x) = absgx:M (if T = (I'1; module x = absy : M; Iy))
I(p.f) = proc f(9:7) — 7 = body (if T = (Ty; proc p.f(0:7) — 1 = body; I}))

and T'(z) = undef otherwise. Also, we write I'(z)4 yndef when I'(z”) = undef. for any prefix z’ of z.*

Abstract modules. Abstract modules representing open code (i.e. with kind open) are restricted
to low-order signatures:

M ::=sig S restr 0 end | func(x : sig S| restr 6 end) M,
S; == Dyy;...;D1p Dy == proc f(0:7) > 7,

Basically, we only allow module structures, or functors whose parameters are module structures.
This restriction is motivated by the fact that further generality is not necessary for cryptographic
proofs (adversaries and simulations usually return base values, not procedures); and, more impor-
tantly, this restriction allows the abstract call rule of our instrumented Hoare logic ABs presented
in Fig. 12 to remain tractable.

For any M|, we let procs(M|) = {fi, ..., fu} be the set of procedure names declared in M.

Environments. The semantics of programs, presented later in Section 5, is parametrized by an
environment &. Essentially, a environment is a typing environment that do not contain abstract
module declarations of kind, and which contains only top-level module declaration (i.e. with a
module path of the form x).

Eu=¢€|E,varv:7 | E module x =m: M | E module x = absgpen : M
For any &, we let abs(&E) = {xi, ..., X, } be the set of abstract module names declared in &.

Typing module paths. The typing judgment I' + p : M states that the module path p refers to a
module with type M. Its typing rules, which are given in Fig. 6, are standard [32], except for the
functor application typing rule FUNcApp:

FuncArp
T+ p:func(x: M) M Trp' M

Tk p(p’) : M[x = memr(p”)]

A key point here is that we need to substitute x in the module signature. The substitution function
is standard (see Fig. 24), except for module restrictions, which are modified as follows:

e a memory restriction restricts the variables that a procedure can access directly — however,
memory accesses done through functor parameters are purposely not restricted. Hence, when
we instantiate a functor parameter x by a module path p’, we must add its memory footprint,
which is memr(p’). This is handled when substituting x in a memory restriction:

Am[x — memr(p’)] = A, U memr(p”)

e a complexity restriction gives upper bounds on a procedure execution time, and on the
number of calls it can make to its functors’ parameters. When we instantiate a functor,
we remove a functor parameter, and therefore remove the corresponding entries in the

3Meaning that the (variable, module or procedure) path z is not declared by T, even through a sub-module or functor
application.
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Restriction checking I' + { var (9} : 7)); s; returne } > 6.

RESTRCHECK
I' + body > Am RESTRMEM RESTRMEMS RESTRMEME
T + body > A¢ T'ks>Am T'tes>Am memr(s) C A vars(e) C Ay
T+ body>Am A Ac I't{_;s; returne } > Ay Trs>Anm Trex>An
ResTrRCompLTOP ResTRCOMPL
Er {T} S {l// | t} F {lﬁ} r<tr (t + 1y ]]conc) Scompl Ac
T+ body>T Er{_s; returnr A

Notes: the relation T checks the inclusion of a memory restriction into another, and is defined in Fig. 22. Also,
memr(s) computes an over-approximation of a instruction’s memory footprint, and is defined in Fig. 23.

Fig. 8. Restriction checking rules.

complexity restrictions.

compllintr : k,y1.f1 1 k1,...,y1.f1 : killx —> _] =
compllintr: k, (y1.fi : ki)[x — _I,....(yr-f1 : kplx — _]]
€ ify =x

where  (y.f:k)[x— _] = {y,f :k  otherwise

Also, note that when substituting x into p in p.y, we do not substitute the module component
identifier y (essentially, only top-level module names are substituted). Similarly, when we substitute
x into p in a module declaration (module y = m), we ignore y.

Other typing rules. The typing judgment for module expressions I' -, m : M states that the
module expression m, declared at path p, has type M. Functor are typed by the Func rule. Note
that the functor body is typed in an extended typing environment, where the module parameter x
has been declared as an abstract module with kind param.

The typing judgment for module structures I' -, ¢ st : S is annotated by both the module path
of the structure being typed, and the module restriction 0 that the structure must verify. Remark
that when we type a procedure using PRocDECL, we check that the procedure f body satisfies the
module restriction 6[ ] by requiring that the restriction checking judgment I' + body > 6[ ] holds.

Restrictions. The restriction checking rules are given in Fig. 8. The RESTRMEM rule checks that
a procedure body { _; s; return e } (where s is the procedure’s instructions, and e the returned
expression) verifies a memory restriction through a fully automatic syntactic check done in the
auxiliary rules REsTRMEMS and RESTRMEME.

RESTRMEM RESTRMEMS RESTRMEME
Trs>Ay IF'tex>Ay memr(s) C An vars(e) C A,
I'+{_;s; returne } > A, F'rs>Ag, Tre>An,

This syntactic check uses memg(s) and vars(e), which are sound over-approximations of an in-
struction and expression memory footprint (the approximation is not complete, e.g. it will include
memory accesses done by unreachable code).

The ResTRCompL rule checks that an instruction verifies some complexity restriction. The rule
generates proof obligations in a Hoare logic for cost. These proof obligations are discharged
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Module path resolution resp(p) to module expression

resr(p) = resr(m) (T(p)=m:_)
resp(p.x) = resp(m) (if resp(p) = struct st1; module x = m : M; stz end)
resr(p(p’)) = resr(mg[x — p’]) (if resp(p) = func(x : M) my)
resr(p(p’)) = (absi x)(Po, p”) (if resr(p) = (absk x)(Po))

Module expression resolution resp(m)
resp(struct st end) = struct st end
resp(func(x: M) m) = func(x: M) m
resp((absk x)(B)) = (absk x)(p)

Module procedure resolution f-resp(m. f)
(note that this includes resolution for function paths f-resp(p.f))

f-resp(p.f) = (proc f(¥:7) — 7, = body) (fT(p.f) = (proc f(¥:7) — 1, = body))
f-resp(m.f) = (proc f(9:7) — 7 = body) (if resp(m) = struct sty; proc f(9:7) — 7 = body; stz end)
f-resp(m.f) = (absk X)(p).f (if resp(m) = (absk x)(p))

Fig. 9. Resolution functions for paths, module expressions and module procedure.

interactively using the proof system we present later, in Section 4.

ResTRCoMPL

Er {T} S {¢ I t} F {‘p} r<t (t +1t - ﬂconc) Scompl /Ic
Er{_;s; returnr }> A

Here, the proof obligation & + {T} s {¢/ | t} states that the execution of s in any memory has a
complexity upper bounded by ¢, and that the post-condition ¢ holds after s’s execution. The proof
obligation + {/} r < t, upper-bounds the cost of evaluating the return expression r. Finally, the
rule checks that the sum of t and ¢, is compatible with the complexity restriction A. through the
premise (¢ + ¢, * Teonc) compl Ac. We leave the precise definition of <compl to Section 4 (see Fig. 13).
Intuitively, ¢ is a record of entries of the form (x.f + Ir), each stating that the abstract module
x’s procedure f has been called at most I, times, plus a special entry (conc — [;) stating that s
execution time, excluding abstract calls, is at most I.. Then, ty <compl Ac checks that to[x. f] < Ac[x.f]
for every functor parameter x. f, and that A.[intr] upper-bounds everything else in .

Remark 3.1. Note that the complexity checking rule REsTRCoMPL is not extended to typing
environment, because the cost Hoare judgment & + {T} s {¢ | t} is not defined for typing
environment. While we could probably extend REsTRCoMPL to allow typing in a typing environment
T, this would complicate a lot the soundness proof of our logic. Indeed, as it stands, we do not
need to show closure of Hoare logic derivations under substitution of a module parameter x of
type absyaram : M by a concrete module m of the same type M (because an environment & cannot
contain a declaration of an abstract module of kind param, only of open modules of kind open,
which are never substituted, only instantiated). Instead, we only need to show closure under such
substitution for typing judgment (not Hoare logic derivations), which simplifies the proof.
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3.4 Module Resolution

We present the semantics of our module system, which we use to give the semantics of our
programming language in Section 5. Our module system semantics is given by a module resolution
mechanism, which describes how module expression m are evaluated in a typing environment I'.

Extended module resolution. Because a module expression m is evaluated in a typing environment
I' that can contain abstract modules (representing open code or functor parameters), the resolved
module resp(m) may not be a module expression according to the syntactic categories defined in
Fig. 21. We let extended module expressions be the elements of the form:

m = m | absg x

Note that it would not make much sense to extend the syntax of module expressions to allow them
to contain abstract modules, as abstract modules of kind param are reserved to the type system;
and open modules must be introduced at the logical level (in the ambient higher-order logic).

Module resolution. The resolution function resrp(_) evaluates a module path, in I, into a (resolved)
extended module expression, which can be a module structure, a functor, or an (potentially applied)
abstract module. Mostly, resr(_) take care of functor application through the rules:

rest(p(p’)) = resr(molx > p’l) (if resr(p) = func(x : M) my)
resc(p(p’)) = (abs X)(Bo p') (if resr(p) = (absi )(Bo))

(the full definition is in Fig. 9). In the concrete functor case, we must substitute the module identifier
x into a path p’ in a module expression mj.

Example 3.1. Consider a typing environment I', and the path x.y(z)(v)(w), which must be read as
(((x.y)(@)(v))(w). Then, assuming that I'(z) = absypen z, T'(v) = m,, I'(W) = absparam W and:

I'(x) = struct module y = func(u:_) u end
where m, is some module expression, then resp(x.y(z)(v)(w)) = (absgpen Z)(v, W).

We define the module procedure resolution function f-resp(m. f). A resolved module procedure
f-resg(m.f) is: i) either a concrete procedure declaration (proc f(3: 7) — 7, = body); ii) or the
procedure component f of a resolved (potentially applied) abstract module (absk x)(p). f-

4 COMPLEXITY REASONING IN EASYCRYPT

We now present our Hoare logic for cost, which allows to formally prove complexity upper-bounds
of programs. This logic manipulates judgment of the form & + {¢} s {/ | t}, where s is a statement,
¢,V are assertions, and ¢ is a cost. We leave the assertion language unspecified, and only require
that the models of an assertion formula ¢ are memories, and write v € ¢ whenever v satisfies ¢.

Essentially, the judgment & + {¢} s {¢/ | t} states that s is a program well-typed in the environ-
ment & (e.g. this means that s can only call concrete or abstract procedures declared in &), and
that: i) the execution of the program s on any initial memory v; satisfying the precondition ¢ (i.e.
V; € ¢) terminates in time at most ¢; and ii), the final memory v¢ obtained by executing s starting
from v; satisfies the post-condition ¥ (i.e. vf € ¢).

4.1 Cost Judgment

A key point of our Hoare logic for cost is that it allows to split the cost of a program s between
its concrete and abstract costs, i.e. between the time spent in concrete code, and the time spent
in abstract procedures. To reflect this separation between concrete and abstract cost, a cost ¢ is a
record of entries mapping each abstract procedure x. f to the number of times this procedure was
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module type T¢c ={procc () : unit}.
C: s s s
‘ l - ! 1 - ! 1 - ! ‘ module C ={procc()={sc}}
' E . V . V module type Tg (Cp : T¢) ={

. 1 proc b () : unit compl[intr : 3, Co.c : 2] }.
B: | B |
. : A ' module type Ta (Bo : Tg) (Co : Tc) ={
: v . Y proc a () : unit compl[intr : ¢4, Bg.b: 1, Co.c: 1] }.
A;I $i I I Sy I I S3 I module A (Bg:Tg) (Co:Tc): Ta={
< proca( -
Ll

s1; Co.c(); s2; Bo(Co)-b(); s3;

D concrete D intrinsic (A.a) D abstract i3

Judgment & F {T} A(B,C).a {T | [conc > tconc, B.b = 1]} where & = (module B = absgpen : Tp).

Fig. 10. Graphical representation of the different cost measurements.

called, and mapping a special element conc to the concrete execution time (i.e. excluding abstract
procedure calls). Since the set of available abstract procedures (and consequently the number of
entries in the cost t) depends on the current environment &, we parameterize the notion of cost by
the environment & considered:

Definition 4.1. A &E-cost is an element of the form:
t u=[conc — k,xy.f1 — ki, ...x;. f1 — ki

where & is an environment, k, kq, . . ., k; are integers, and the x;. f; are all the abstract procedures

declared in &.

Example 4.1. Consider & with two abstract modules x and y:

& = (module x = absgpen = sig (proc f_) restr _ end);

(module y = absgpen = sig (proc h _) restr _ end)

Then [conc — 10;x.f +— 0;y.h — 3] represents a concrete cost of 10, at most three calls to y.h,
and none to x.f.

Definition 4.2. A cost judgment for a statement is an element of the form & + {¢} s {¢ | ¢} where
& must be well-typed, s must be well-typed in & and t must be an &-cost. We define similarly a
cost judgment for a procedure & + {¢} F {y | t}.

In Fig. 10, we give a graphical representation of a cost judgment for the procedure A(B, C).a,
where A and C are concrete modules, and B is an abstract functor with access to C as a parameter.
Then, intuitively, the cost judgment:

E+{T}AB,C).a{T | [conc — teonc, B.b— 1]}

is valid whenever t.onc upper-bounds the concrete cost (in hatched gray [_|) which is the sum of:
i) the intrinsic cost of A.a, which is the cost of A.a without counting parameter calls, represented
in hatched blue [¢_{in the figure, and must be at most ¢, as stated in TA’s restriction; and ii) the
sum of the cost of the three calls to C.c.

The cost of the execution of the abstract procedure B.b (in hatched red '), which excludes the
two calls B.b makes to C.c, are accounted for by the entry (B.b + 1) in the cost judgment. Note
that it is crucial that this excludes the cost of the two calls to C.c, which are already counted in the
concrete cost teone -
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WEAK

SKIp Er s 1Y) $=¢ Yoy <t
&+ {¢} skip {¢ | 0} Er{dts{y |t}
RaND
ASSIGN F{po}d <t
FALSE F{ple <t ¢ = (¢o A Yo € dom(d).¢[x « v])
Er{L}s{y |t} Er{pAylx —el}x —e{y|te} 8|-{¢}x<id{¢|t}
SEQ IF
Er{sysi {¢' | 1} Er{pnelsi {y |t}
Er{d'}sa ¥ | 2} Er{pnr-etsa{y |t} r+r{dle<te
Er{g}tsisa{y |1+ 1t} Er{p}ifethensselsesy {¢ | t+te}

WHILE
INe=c<N
Vk,Er{INeAc=k}s{IANk <c|tk)} Vk < N,+r{Inenc=k}e < te(k) F{IA-e}e <te(N+1)

Er{IA0<c)whileedos {IA-e| XN e(i)+ XN re(i)}

CaLL Conc
argsg(F) =0 F{PlD — €]} € < t. f-resg(F) = (proc f(T:7) = 7, = {_; s; returnr })
Er {9} F {Ylx —ret] | £} Er{pys{ylret —rllt}  F{Y}7 < tet
Er{P[D — €]} x — call F(€) {y | te + t} Er{PYF{Y | t + tret}

Convention: ret cannot appear in programs (i.e. ret ¢ V).

Fig. 11. Basic rules for cost judgment.

Expression cost. We have a second kind of judgment  {¢} e < t., which states that the cost of
evaluating e in any memory satisfying ¢ is at most t., where ¢, is an integer, not a &-cost (indeed, an
expression cost is always fully concrete, as expressions do not contain procedure calls). We do not
provide a complete set of rules for such judgments, as this depends on low-level implementation
details and choices, such as data-type representation and libraries implementations. In practice,
we give rules for some built-ins, a way for the user to add new rules, and an automatic rewriting
mechanism which automatically prove such judgments from the user rules in most cases.

4.2 Hoare Logic for Cost Judgment

We present our Hoare logic for cost, which allows to prove cost judgments of programs. Our logic
has one rule for each possible program construct (assignment, loop,...), plus some structural rules
(e.g. weakening). We start by describing the rules for the basic program constructs (the rules can be
found in Fig. 11).

Basically, our cost judgment are standard Hoare logic judgment with the additional cost informa-

tion, and both aspects must be handled by the rules of our logic.
In some cases, these can be handled separately. E.g. the rule:

Ir
F{pte<te Er{opnetsi{ylt} Er{pA-e}sy{y]t}
Et+{¢p}ifethens; elsesy { |t +1te}

state that if: i) the evaluation of the condition e takes time at most ¢,; ii) the execution of the then
branch program s;, assuming pre-condition ¢ A e, guarantees the post-condition ¢ and takes time
at most ¢; iii) and the execution of the else branch, assuming the pre-condition ¢ A —e, guarantees
the same post-condition i, and also takes time at most ¢; then the full conditional statement
if e then s; else s;, assuming pre-condition ¢, guarantees the post-condition ¢ in time at most
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ABS

f-resg(F) = (absopen X)(P).f E(x) = absgpenx : (func(y : _) sig _ restr 0 end)
Olf]=2Am A Ac Ac = compllintr: K, zj, . f1 : K1, ..., zj,.f1 : K{] FVIDNAn =0
k freshin I Vi,Vk < (K1,...,K}), k[i] <K; > E v {Tk} plji]-fi {I (k+1;) | t; k}

EF{IO}F{IK TKkAD <Kk < (Ky,....K}) | Taps}

where Typs = {x.f—1; (G Z£=1 Zkzol(ti k)[G])G;&x.f}
Conventions: y can be empty (this corresponds to the non-functor case).

Fig. 12. Abstract call rule for cost judgment.

t + t.. Note that we use the same cost upper-bound ¢ for both branches: essentially, ¢ can be chosen
to be the maximum of the execution times of both branches.

We designed rules for all basic constructs of the logic. E.g. the assignment rule AssigN lets the
user provide a dedicated pre-condition ¢ used to upper-bound the cost of evaluating e?; and the
weakening rule WEAK is the standard Hoare logic weakening rule, with an additional premise
t' <t

Other rules are more involved, and require the user to show simultaneously invariants of the
memory state of the program and cost upper-bounds. This is the case of the abstract call rule, and
of the instantiation rule.

4.3 Abstract Call Rule

The abstract call rule allows to upper-bound the cost of a call to an abstract procedure F. To ease
the presentation, we first present a version of the rule for usual Hoare judgment without costs, and
explain how to add costs after.

ABS-PARTIAL
f-resg(F) = (absopen X)(P).f E(x) = absopen x : (func(y : _) sig _ restr 6 end)
O[f]=Am A _ FVIDNAn =0 ¥po € p, Vg € procsg(po), & + {I} po.g {I}

E+A{I} F{I}

First, the function path F is resolved to (absgpen X)(p).f, i.e. a call to the procedure f of an abstract
functor x applied to the modules p (the case where x is not a functor is handled by taking p = €).
Then, x’s module type is lookup in &, and we retrieve the module restriction 0 attached to it. The
rule allows to prove that some formula [ is an invariant of the abstract call, by showing two things.

First, we show that I is an invariant of x. f, excluding calls to the functor parameters. This is

done by checking that x. f cannot access the variables used in I, using its memory restriction A,
(looked-up by the premise 0[ f] = Am A _) and requiring that FV(I) N A, = 0.

Then, we prove that I is an invariant of x. f’s calls to functor parameters. This is guaranteed by
requiring that for every functor parameter p, € p, for any of py’s procedure g € procsg(po), the
judgment & + {I} po.g {I} is valid.

Abstract Call Rule. We now present our ABs rule for cost judgments, which is given in Fig. 12.
Essentially, the cost of the call to x(p). f is decomposed between:

e the intrinsic cost of x. f excluding the cost of the calls to x’s functor parameters. This is
accounted for by the entry (x.f + 1) in the final cost Typs.
o the cost of the calls to x. f functor parameters, which are enumerated in the restriction:

Ac = compl[intr : K, z;,.f1 : K1,...,zj.f1 : Ki]

41f the rule forced to take ¢ = 1/[x « e], then it would not be complete, as prior information on the value on x (e.g. coming
from a previous assignment to x) is erased, which may prevent us from proving a precise upper-bound on + {¢} e < t.
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INSTANTIATION R
M| = func(y : M) sig S restr 6 end & Fx m : erasecompl(My)
Z freshin & Vf € procs(S)), (&, moduleZ:absopen M F{T} m@).f {T | te})
Yf € procs(S)), tr <compl OLf] &, module x = absgpen : Mj F {¢} s {¥ | t5}
E,module x = m: M|+ {d} s {¥ | Tins}

where:

Tins

{G — ts[G] + Zfeprocs(SI) tS[X.f] . tf[G]}
t <compl O1f] = V20 € %,Yg € procs(Mlzo]), t¢[70.g] < 0[f1[z0.9] A

trlconc] + X Acabs(s) tf[A-h]-intrg(A.h) < O[f][intr]
heprocsg(A)

Conventions: intrg(A.h) is the intr field in the complexity restriction of the abstract module procedure A.h
in &.

Fig. 13. Instantiation rule for cost judgment.

We require, for every i, a bound on the cost of the k-th call to the functor argument z;,
procedure’s f;, where k can range anywhere between 0 and the maximum number of calls
x.f can make to z;,, which is K;. The cost of the k-th call to zj,. f; is bounded by (t; k) where
k= E[i] and:
& F {1k} Blirl.fi {1 (k + 1) | 1 k)

To improve precision, we let the invariant I depend on the number of calls to the functor
parameters through the integer vector k. After calling p[j;].f;, we update k by adding one to
its i-th entry (1; is the vector where the i-th entry is one and all other entries are zero).

The final cost Typs (except for x. f) is obtained by taking the sum, over all functor parameters and
number of calls to this functor parameter, of the cost of each call.

4.4 Instantiation Rule

The INSTANTIATION rule, given in Fig. 13, allows to instantiate an abstract module x by a concrete
module m. Assume that we can upper-bound the cost of a statement s by ¢, when x is abstract:

&, module x = absgpen : My + {¢} s { | £}

Then we can instantiate x by a concrete module m as long as m complies with the module signature
M, which is checked through two conditions.

First, we check that m has the correct module type, except for complexity restrictions, through
the premise & F, m : erasecompl(M|)

Then, we check that m satisfies the complexity restriction 0 in M|, by requiring that for any
procedure f of x:

&, module 7 : absgpen M + {T} m@).f {T | tr}
where £y must respect 0[ f], which is guaranteed by tf <compl 0[ f], which does two checks:
o first, it ensures that the number of calls to any functor parameter z; of x done by m.f is
upper-bounded by 0[ f][z].
e then, it verifies that the bound of x’s intrinsic cost 6[ f][intr] upper-bounds the cost of the
execution of m. f, excluding functor parameter calls, through the condition:

te[conc] + 3 acabs(s) tr[A.h] -intrg(A.h) < 0] f][intr]
heprocsg(A)
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where intrg(A.h) is the upper-bound on A.# intrinsic cost declared in & (if A.h declares no intrinsic
bound in &, then intrg(A.h) is undefined (hence A.h execution time can be arbitrarily large), and
the INSTANTIATION rule cannot be applied). In other words, the concrete execution time ¢r[conc]
of x.f, plus the abstract execution time of x. f (excluding functor parameters, already accounted
for), must be bounded by 0| f][intr].

The final cost Tjps (in Fig. 13) is the sum of the cost 5 of s (which excludes the cost of x’s
procedures), plus the sum, for any procedure f of x, of the number of times s called x. f (which is
ts[x.f]), times the cost of x. f (which is #f).

5 INSTRUMENTED SEMANTICS

We now define the denotational semantics of our programming language and cost judgments. We
first quickly introduce the main aspects of our semantics below, before defining it formally in the
rest of the section. We use this semantics to state our main soundness theorem. The proof of our
main theorem is postponed to Appendix D.

Program semantics. The semantics [s] ‘é,;’p of our language depends on the initial memory v, the
environment &, and on the interpretation p of &’s abstract modules. Essentially, [s] f’p is a discrete
distribution over M X N, where the integer component is the cost of evaluating s in (&, p), starting
from the memory v. Then, the &-cost of an instruction s under memory v and interpretation of
&’s abstract modules p, denoted by costf”p (s) € NU {+0o0}, is the maximum execution cost in any
final memory, defined as:

costf’p(s) = inf {c’ | Pr((,c) « [[s]]f’p;c <c)= 1} (1)

FJudgments semantics. Basically, the judgment & + {¢} s {¢ | t} states that: i) the memory v
obtained after executing s in an initial memory v € ¢ must satisfy ¢; ii) the complexity of the
instruction s is upper-bounded by the complexity of the concrete code in s, plus the sum over all
abstract oracles A. f of the number of calls to A. f times the intrinsic complexity of A. f. Formally:

&, &,
cost, ”(s) < t[conc] + 3 Acabs(s)  tIA.f]- compIA‘Jf
feprocs(E(A))
E.p

Af
to A’s functor parameters.

where compl,”’ is the intrinsic complexity of the procedure A.f, i.e. its complexity excluding calls

5.1 Semantics

We now present the semantics of our programs. For any set A, we denote by D(A) the set of discrete
sub-distributions over A — i.e. the set of function p : A — [0, 1] with discrete support s.t. p1 is
summable and |p| = 3, p(x) < 1. For x € A, the Dirac distribution at x is written 14 or 1, when A s
clear from the context. If u € D(A) and i’ € A — D(B), the expected distribution of p’ € D(B) when
ranging over y, written E,.,[p’(x)] or E,[p’], is defined as E,[p'] = b € B+ X, ¢4 p(a) p'(a)(d).
For i/ € D(A) and f : A — B, the marginal of ' w.r.t. f, written f*(u’) € D(B), is defined as
fW) =b Zaealf(a)=b H'(a). We write i} (resp. mj) for resp. the first and second marginal
— i.e. when f is resp. the first and second projection. For any base type 7 € B, we assume an
interpretation domain V,. We let V be the set of all possible values U, cgV,. A memory v € M isa
function from V to V. We write v[x] for v(x). For v € M and v € V, we write v[x « v] for the
memory that maps x to v and y to v[y] for y # x.

Expressions semantics. For any operator f € ¥ with type 7; X - - - X 7, — 7, we assume given its
semantics (f) : Vg, X --- XV, — V;, and the cost of its evaluation cg(f,-) : Vg, X --- XV, +— N.
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.18,
[skip], P = ]](v,o)
abort &p 0
[ I\

&, &, ’
[s1;s2]% P = IE(V/,C’)NHSJ]EV;’p[[[Szﬂv’p ®c]
Ep _
[[x — eﬂv = ]](v[xe(]eDv],CE(e,V))

$ m&p _
[[x — dﬂV - [EUN(]de[]](v[x&v],cD(d, v))]

&, .
. &.p [s1]y"” @ cele,v) if (e)y # 0
[if e then s else s3], = :
[s2],” @ ce(e,v)  otherwise

e,s16,p

[while e do s] f),p nlglgo [loop;. "]

e,s
n+1

where loop®?, = if e then (s;loop;°) else skip

and loopg’S = if e then abort else skip

Moreover, if f-resg(m.f) = proc f(:7) — 7, = {_; s; returnr }:
[x — call m.f(Z)]%” = let v = v[5 — (€))y] in
E v, enotsty v ixmtr e ee@vpeee )]
And if f-resg(m. f) = (absopen X)(B).f:
[x  callm.f@)]5"" = [x « eall p()(B).f@)]5”

Fig. 14. (&, p)-denotational semantics [[7]]:?’/).

The semantics (e)), : M — V of a well-typed expression e in a memory v is defined inductively by:

)y = v(x) ife=xeV
" AUedvs s lendy)  ife=fler ... er)

And the cost of the evaluation of a well-typed expression cg(e, ) : M + N is defined by:

1 ife=xeV
ce(e,v) = ycp + Dicicncelenv) ife= fle, ... en)
and ¢r = ce(f, (er v, - - -, (en)r)

For technical reasons, we assume that there exists one operator with a non-zero cost.’

For any distribution operator d € ¥p with type 7; X - - - X 7,, — 7, we assume given its semantics
(d) : Vg X -+ x V. — D(V,), and the cost of its evaluation cp(d,-) : V, X -+ XV, +— N. We
define similarly (d)), : M — D(V) and ¢p(d, ") : M +— N.

Environment and &-pre-interpretation. To give the semantics of a program in an environment &,
we need an interpretation of &’s abstract modules. A E-pre-interpretation is a function p from &’s
abstract modules to module expressions, with the correct types, except for complexity restrictions.
We will specify what it means for a module expression to verify a complexity restriction later, after
having defined the semantics of our language.

>Some of our lemmas do not hold if all programs have a cost of zero.
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Definition 5.1. Let erasecompi(M) be the module signature M where every complexity restriction
Ac has been erased, by replacing it by T. Then p is a &-pre-interpretation if and only if for every x
such that & = &;;module x = absgpen : Mj; E;, we have E; ke p(X) : erasecompl(M).

Note that we type p(x) in &;, which lets the interpretation of x use any module or abstract
module declared before x in &.

Programs semantics. If p € D(M x N) and n € N, we write y @ n for the distribution f*(u) where
f :(m,c) — (m,c+ n). Let & be a well-typed environment, and s be a well-typed instruction in
&, i.e. such that & + s. The &-denotational semantics of an instruction s under the memory v and
E-pre-interpretation p, written [s] 8P ¢ D(M x N), is defined in Fig. 14.

We give the semantics for an extended syntax, which allows procedure calls to be of the form
x « call m.f(¢€) where m is a module expression. Note that this subsumes the syntax of statements,
since a module expression m can be a module path p. This allows to concisely define the semantics
of a call to an abstract procedure (absgpen X)(p). f as the semantics of a call to p(x)(p). f.

The &-cost of an instruction s under memory v and &-pre-interpretation p, denoted by costf’p (s) €
N U {+00}, is defined as:

costs? (s) = sup(supp(rf ([s]5*)))

where supp is the support of a distribution (this definition is equivalent to the one given in Equ. 1).

5.2 Cost Judgement Semantics and Soundness of our Proof System

To define the semantics of our cost judgments, we need two additional complexity measures: the
number of calls a program execution makes to some abstract procedure, and the intrinsic cost of a
program execution (i.e. the cost of the program without the cost of parameters calls). For space
reasons, these additional complexity measures are defined in Appendix B.

Soundness. We now have all the tools to define the semantics of our expression and program
cost judgments.

Definition 5.2. the judgment + {¢} e < ¢, stands for:
Vv e ¢, ce(e,v) <t

Definition 5.3. The judgment & + {¢} s { | t} means that for any E-interpretation p and v € ¢:

&, &, &,
Supp(”r([[s]]v P)) c ¢ A cost,, P(S) < t[COl’IC] + ZAeabs(S)prrocs(S(A)) t[Af] : Comp]A_fp

where a &-interpretation is a &-pre-interpretation mapping abstract modules to concrete module
&,p
Af

of the procedure A.f, i.e. its complexity excluding calls to A’s functor parameters (the detailed
definition is postponed to Appendix B).

satisfying the required memory and complexity restrictions, and compl,”” is the intrinsic complexity

Basically, the complexity of the instruction s is upper-bounded by the complexity of the concrete
code in s, plus the sum over all abstract oracles A. f of the number of calls to A. f times the intrinsic
complexity of A. f.

We are now ready to state our main theorem showing the soundness of our Hoare logic for cost.

THEOREM 5.1. The proof rules in Figures 12, 11 and 13 are sound.

The proof can be found in Appendix D
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6 EXAMPLE: UNIVERSAL COMPOSABILITY

UC security guarantees that a protocol 7; can safely replace a protocol m, while preserving both
the functionality and the security of the overall system. The most common application of this
framework is to set 7, to be an idealized protocol that assumes a trusted-third-party (TTP) to which
parties delegate the computation; the specification of the TTP is called an ideal functionality F .
An ideal functionality # defines what protocol x; should achieve both in terms of correctness and
security to securely replace the TTP. Moreover, ¥ can be used as an ideal sub-component when
designing higher-level protocols, which then can be instantiated with protocol 7; to obtain a fully
concrete real-world protocol.

The UC framework defines an execution model where protocol participants, attackers and
contexts are modeled as Interactive Turing Machines (ITM). The model was carefully designed
to give a good balance between expressive power—e.g., one can capture complex interactions in
distributed protocols involving multiple parties in a variety of communication models, various
forms of corruption, etc.—and a tailored (and relatively simple) resource analysis mechanism that
permits keeping track of the computing resources available to both honest and malicious parties.

The model is described in detail in [17, 18]. However, most UC proofs found in the literature refer
only to a common understanding of the semantics of the execution model and a set of high-level
restrictions that are inherent to the model. These include the allowed interactions between different
machines, the order in which machines are activated, predefined sequences of events, etc. More
fine-grained descriptions of the execution model are sometimes introduced locally in proofs, when
they are needed to deal with more subtle points or technicalities that can only be clarified at the cost
of extra details. This stands in contrast with typical game-based proofs for simpler cryptographic
primitives [10], where security proofs are given in great detail. This is one of the reasons why,
while there has been impressive progress in machine-checking game-based proofs [5], we are only
now giving the first steps in formalizing proofs in the UC setting [21, 26, 33]. Another reason is
that the ITM model for communication is difficult to express in procedure-based semantics offered
by tools that target game-based proofs.

To overcome these difficulties, we propose a new approach to machine-checking UC proofs
that shares many features of the simplified version of UC proposed by Canetti, Cohen and Lindell
in [20]. As in [20], we statically fix the machines/modules in the execution model and we allow an
adversarial entity to control which module gets to be executed next, rather than allowing machines
to pass control between them more freely as in the original UC execution model. The crucial
difference to the ITM execution model is that the above interactions are procedure-based, which
means that whenever the environment passes control to the protocol, the internal protocol structure
will follow a procedure call tree that guarantees (excluding the possibility of non-terminating code)
that control returns to the environment.® As in [20], we lose some expressiveness, but we do not
go as far as hard-wiring a specific communications model for protocols based on authenticated
channels; instead, we leave it to the protocol designer to specify the communications model by using
an appropriate module structure. We recover the authenticated communications model of [20] by
explicitly defining a hybrid real-world, in which concrete modules for ideal authenticated channels
are available to the communicating parties. We discuss the trade-offs associated with our approach
more in depth at the end of this section, drawing a parallel to the work in [21].

®Intuitively, the UC model expresses a single line of execution using a token-passing mechanism that allows one machine to
transfer computational resources to another, and even to create new machines. In our setting, resource analysis is much
simpler. All modules representing honest and adversarial entities are fixed from the start and the cost model is concrete: all
adversarial entities have a resource usage type, which means they are known to execute a maximum number of operations
and perform a bounded number of procedure calls. Hence the resources used by any subset of modules in our formalizations
can be stated as expressions over these type parameters.
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module type 10 = { module type E_INTERFACE = {
proc inputs (i:inputs) : unit include 10
proc outputs(o:ask_outputs) : outputs option include BACKDOORS
2 ).
module type BACKDOORS = { module type PROTOCOL = {
proc step (m:step) : unit proc init() : unit
proc backdoor (m:ask_backdoor) : backdoor option include E_INTERFACE

) b

Fig. 15. PROTOCOL type in EasyCrypt.

6.1 Mechanized Formalization in EasyCrypt

We propose a natural simplification of the UC execution model that is based on EasyCrypt modules
and show that this opens the way for a lightweight formalization of UC proofs. This formalization
has been conducted in our extension of EasyCrypt (the proofs of the lemmas and theorems of this
section are fully mechanized).

Protocols and Functionalities as EasyCrypt modules. The basic component in our UC execution
model is a module of type PROTOCOL given in Fig. 15. Inhabitants of this type represent a full
real-world configuration—a distributed protocol executed by a fixed number of parties—or an
ideal-world configuration—an ideal functionality executing a protocol as a trusted-third party. The
type of a protocol has a fixed interface, but it is parametric on the types of values exchanged via
this interface. The fixed interface is divided into three parts: i) init allows modeling some global
protocol setup; ii) 10 captures the interaction of a higher level protocol using this protocol as a
sub-component; and iii) BACKDOORS captures the interaction of an adversary with the protocol
during its execution.

When we define real-world protocols, a module of type PROTOCOL will be constructed from
sub-modules that emulate the various parties and the communications channels between them. In
this case, BACKDOORS models adversarial power in this communication model. For ideal-world
protocols, a PROTOCOL is typically a flat description of the ideal computation in a single module;
here BACKDOORS models unavoidable leakage (e.g., the length of secret inputs or the states of
parties in an interactive protocol) and external influence over the operation of the trusted-third
party (e.g., blocking the computation to model a possible denial of service attack).”

Execution Model. The real- and ideal-world configurations are composed by a statically deter-
mined set of modules, which communicate with each-other using a set of hardwired interfaces.
The execution model is defined by an experiment in which an external environment interacts with
the protocol via its 10 and BACKDOORS interfaces until, eventually, it outputs a boolean value
(Fig. 16). The 10 interface allows the environment to pass an input to the protocol using inputs
or to retrieve an output produced by the protocol using outputs. For example in the real-world,
the environment can use these procedures to give input to or obtain an output from one of the
sub-modules that represent the computing parties involved in the protocol. The BACKDOORS
interface allows the environment to read some message that may be produced by the protocol using
backdoor or make one of the protocol sub-components (parties) advance in its execution using step
to deliver a message.

7Ideal-world backdoors are used to weaken the security requirements and are usually tailored to bring the security definition

down to a level that can be met by real-world protocols. Note that the definition of meaningful ideal functionalities is a crucial
aspect of UC security theory; here we just provide a mechanism that permits formalizing such definitions in EasyCrypt.
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module CompS(F:IDEAL.PROTOCOL, S:SIMULATOR)
: PROTOCOL = {
proc init() = { F.init(); S(F).init(); }
include F [ inputs, outputs]
include S(F) [step, backdoor]
2

module UC_emul (E:ENV) (P:PROTOCOL) = {
proc main() = {
var b;
P.init(); b « E(P).distinguish(); return b; }
3

Fig. 16. Execution model for real/ideal worlds (top) and composition of functionality with a simulator (bottom).

We describe now the typical sequence of events in a real-world execution; the ideal-world
will become clear when we describe the notion of UC emulation below. When the adversarial
environment uses the 10 interface to pass input to a computing party, this may trigger the computing
party to perform some computations and, in turn, provide inputs to other sub-modules included in
the protocol description; in most cases this will correspond to sending a message using an idealized
communications channel represented by an ideal functionality.® Our convention is that inputs calls
do not allow obtaining information back (the return type is unit). This means that any outputs
produced by parties need to be pulled by the environment with separate calls to outputs. Similarly,
when the environment asks a party for an output, the party may perform some computation and
call the outputs interface of a hybrid ideal functionality (e.g., to see if a message has been delivered)
before returning the output to the environment.

The BACKDOORS interface follows these conventions closely. The backdoor method allows the
environment to retrieve leakage that may be available for it to collect (e.g., the public part of a
party’s state, or a buffered message in an authenticated channel). The step procedure allows the
environment to pass control to any module inside the protocol; this is important to make sure that
the environment always has full control of the liveness of the execution model and can schedule the
execution of the various processes at will whenever there are several possible lines of execution.

UC emulation. The central notion to Universal Composability is called UC-emulation, which is a
relation between two protocols 7y and m: if 7; UC-emulates x, with small advantage € then 7
can replace 7, in any context (within a complexity class).

Definition 6.1 (UC emulation). Protocol ; UC emulates 7, under complexity restrictions csin,
and ce,y and advantage bound € if

3S € T VZ € a5 o Z(m) T - Pl Z(m | Sr)) :T1I < e

We write this as Adv:® (71, ) < €.

Csim> Cenv

The first probability term corresponds to the event that the environment returns true in the
real-world execution model described above, i.e., in game UC_emul parameterized with ENV = Z
and P = ;. The second probability term corresponds to the equivalent event in the ideal-world (or
reference) execution model where, as shown in Fig. 17 (right), 7 is typically an ideal functionality;
this corresponds to game UC_emul parameterized with ENV = Z and a protocol P that results
from attaching S to the BACKDOORS interface of 7,. We denote this ideal-world P by (13 || S(13)),
corresponding to the EasyCrypt functor Comp$ also shown in Fig. 16.

UC-emulation imposes that a simulator S is capable to fool any environment by presenting a view
that is fully consistent with the real-world, while learning only what the BACKDOORS interface of
7, allows. If such a simulator exists, then clearly &, cannot be worse than 7; in the information it

8Real-world settings using ideal functionalities as sub-components are called hybrid.

ACM Trans. Priv. Sec., Vol. 1, No. 1, Article 1. Publication date: March 2023.



Mechanized Proofs of Adversarial Complexity and Application to Universal Composability
Journal pre-print: full version 1:25

I
I I

10

Ideal Functionality

!
SIMULATOR

Party 1 Party n 1

Protocol
10

BACKDOOR
BACKDOOR

110

Environment | | Environment

Fig. 17. Module restrictions. Arrows indicate ability to make procedure calls via the interface specified as a
label; all other cross-boundary memory access is disallowed.

reveals to the environment via its BACKDOORS interface.” Our UC-emulation definition quantifies
over simulators and environments using types that give a full characterization of their use of
resources, including the ability to access memory, number and types of procedure calls and intrinsic
computational costs. The memory access restrictions are depicted in Fig. 17, and they can be easily
matched to the standard restrictions in the UC framework. Not shown are the cost restrictions,
which give explicit bounds for the resources used by various parts of the execution model; these are
crucial for obtaining, not only a meaningful definition, but also for obtaining meaningful reductions
to computational assumptions, as will be seen below.

Let us examine the types of Z and S in more detail. We first note that the definition of emulation
is parametric in the resource restrictions csim and cepy. Clearly the 10 interface of 7, must match
the type of the 10 interface of 7y, which is consistent with the goal that 7; can replace 7, in any
context, and this is enforced by our type system. This need not be the case for the BACKDOORS
interface and, in fact, if 7, is an ideal functionality, the BACKDOORS interface in the ideal world is
of a different nature altogether than the one in the real world: it specifies leakage and adversarial
control that are unavoidable even when the functionality is executed by a trusted third-party on
behalf of the parties. The type of the simulator S is given by z;>"“", which defines the type of
modules that has access to the BACKDOORS interface of ,, exposes the BACKDOORS interface of
1 and is restricted memory-wise to exclude the memory of 7, and resource-wise by cs;n,. Note that,
if S could look inside the ideal functionality, then it would know all the information that is also
given to the real-world protocol: a trivial simulator would always exist and the definition would
be meaningless because all protocols would be secure. The type of the environment is given by
Te”nl\’,”z’s’ v the type of modules that have oracle access to the |0 and BACKDOORS interfaces of 7y,
and are restricted memory-wise to exclude the memories of 7y, 7, and S, and resource-wise by
Cenv- In this case, if the environment could look inside ;, m; or S it could directly detect with which
world it is interacting, and no protocol would be secure. For concreteness, the cost restriction on

9The emulation notions in [17, 18] quantify over a restricted class of balanced environments. Intuitively, such environments
must be fair to the simulator in that polynomial-time execution in the size of its inputs is comparable to the execution time
of the real-world adversary. Without this restriction, the definition would require the existence of a simulator that uses
much less resources than the real-world attacker, which makes the definition too strong. Balanced environments guarantee
that the resources given to the simulator match those given to the real-world adversary; moreover, the dummy adversary is
formally explicit in the real-world to enable this resource accounting. In our setting we deal with this issue differently: the
EasyCrypt resource model is concrete, which means that one can explicitly state in the security definition which resources
are used by the simulator and assess what this means in terms of protocol security. We refer the interested reader to [17,
Section 4.4] for a discussion of quantitative UC definitions such as the one we adopt. For this reason, as we show below, we
also do not need to keep the dummy adversary explicitly in the real world.
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the type of the environment imposed by ce, is of the form:
Ceny = compl[intr : ¢y, 7w.inputs : ¢z, 7.outputs : ¢3, 7.backdoor : ¢4, 7.step : ¢5]

where type refinements can set ¢; to depend on the types of other modules in the context.

6.2 Warm-up: Transitivity of UC emulation

It is easy to show that UC-emulation is a transitive relation: if 1; UC-emulates 7, and this, in turn,
UC-emulates 3, then 7y UC-emulates 773. When stating this lemma in EasyCrypt we move the
existential quantifications over the simulators in the hypotheses to global universal quantifications;
this logically equivalent formulation allows us to refer to the memory of these simulators when
quantifying over all adversarial environments in the consequence: we quantify only over those
that cannot look inside the simulators that are assumed to exist by hypothesis, which is a natural
(and necessary) restriction. In other examples we use the same approach. The lemma is stated in
EasyCrypt as follows (we adapt the Advf‘f’s(-, -) notation by indicating the universally quantified
simulator S in superscript).

LEMMA 6.1 (TRANSITIVITY). For all €15, €23 € R*, all protocols ny, my and 5 s.t. the 10 interfaces
of all three protocols are of the same type, all cost restrictions csim(1,2), Csim(2,3) and all simulators

TT15 7125 Csim(1, 2 T12, 7135 Csim(2, 3
Sz €1 Y S5 € 1 &3 ve have that:

sim m

uc, Sy.2 uc, Sz,3
Adv e 1, 7)) < €12 = Adv e Ty, 3) < €
Cﬂm(l»ZJ’Cem’(l.Z)( 1m2) < L2 Csim(z,s),cenv(zm( 2, 73) < 23
uc
= N <
Advcs‘im(l,'ﬂscenv(l,.%) (”1’ ”3) Séztérs

where Csim(1,3) corresponds to the cost of sequentially composing S5 and Sy,3, Cenv(2,3) must allow for
an adversarial environment that results from converting a distinguisher between 1 and 3 in Ceny(1,3)
and composing it with Sy 2, and Ceny(1,2) = Cenv(1,3)-

In the statement of the lemma we use notation ¢ to denote the fact that these cost restrictions are
fixed as a function of the costs of other algorithms: intuitively, the cost of the environment in the
consequence is free and it constrains the costs of environments in the hypotheses; then, if for some
cost restrictions Csim(1,2) and Csim(2,3) the hypotheses hold, these in turn fix the cost of the simulator
we give as a witness. This pattern is observable in the remaining examples we give in this section.

From the proof, we get a witness simulator Sy 5 = SeqS(Sz 3, S1,2) that results from plugging
together the two simulators implied by the assumptions: intuitively, S 3 is able to interact with 5
and emulate the BACKDOORS of 73, and this is sufficient to enable S 2 to emulate the BACKDOORS
interface of 71, as required. Technically, the proof shows first that one can break down S 5 and put
72 in the place of CompS(7r3, S3,3). To show this, we aggregate S; ; into the environment to construct
a new environment that would break 7, if such a modification was noticeable, contradicting the
second hypothesis. The proof then follows by applying the first hypothesis. Note that this proof
strategy is visible in the resources used by S 3, since they are those required to run the composed
module SeqS(Sz,3, S1,2). Moreover, the quantification over the resources of the environments in
the second hypothesis must accommodate an environment that absorbs simulator S; ; and runs it
internally.

6.3 The dummy adversary in UC

The standard notion of UC emulation [17, 18] enriches the real-world with an explicit adversary A
representing an attacker that has access to the real-world BACKDOORS interface and colludes with
the environment to break the protocol. In this case, the real- and ideal- world execution models
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become structurally identical, in that the environment interacts with the BACKDOORS interface via
adversarial entities in both worlds.°

Consider the functor in Fig. 18, which extends
any real-world protocol with abstract adversary
A (A in EasyCrypt notation) at its BACKDOORS
interface. The type of A is parametric in the BACK-
DOORS offered by the protocol in our basic exe-  module A_PROTOCOL(A : ADV, P : PROTOCOL)
cution model, and it fixes the type of the BACK- : NONDUMMY.PROTOCOL = {
DOORS interface in the extended execution model proc init() : unit = { P.init(); }
NONDUMMY.PROTOCOL. This means that when nclude P [inputs, outputs]

. K R include A(P) [step,backdoor]

we quantify over such adversaries, we quantify 1
also over the potential forms of environment-to-
adversary information exchange. The following
theorem shows that we do not lose generality by
working with an (implicit) dummy adversary in our execution model.

module type ADV(B : BACKDOORS) = {
include NONDUMMY.BACKDOORS

L

Fig. 18. Real-world protocol with adversary.

THEOREM 6.2 (DUMMY ADVERSARY). UC emulation is equivalent to UC emulation with an explicit
real-world adversary. More precisely:

e Emulation with an implicit dummy adversary implies emulation with an explicit arbitrary
adversary: For all e € R*, all protocols m, and m, with 10 interfaces of the same type, all
complexity restrictions csim, ceny and all simulators S € T2 %™ we have

AdVUCsS (77:17 ”2) <e= Vﬂ € Tadvs AdVL“J.C (<ﬂ1 ” ﬂ(”l))s ”2) <e€

Csim> Cenv Csims Cenv
where Csiny allows for a simulator S’ that combines adversary A and simulator S.
o Emulation with an implicit dummy adversary is implied by emulation with an explicit arbitrary
adversary: For all e € R*, all protocols 1 and m» with 10 interfaces of the same type, all
complexity restrictions csim, Ceny and all simulator memory spaces M, we have

VA € Tagy AV M (1 || A(my)), m3) < € = AdVSM (74, m5) < €

Csim» Cenv Csim> Cenv

where 1,4y accommodates the dummy adversary.

Our proof gives a simulator S’ for the first part of the theorem that joins together simulator
S and adversary A: intuitively the new simulator uses the existing one to fool the (non-dummy)
real-world adversary into thinking it is interacting with the real-world protocol and, in this way, it
can offer the expected BACKDOORS view generated by A to the environment. The resources used
by S’ are those required to run the composition of S and A. The proof of the second part of the
theorem is more interesting: we construct an explicit dummy adversary and use this to instantiate
the hypothesis and obtain a simulator for this adversary, which we then show must also work
when the dummy adversary is only implicit: this second step is an equivalence proof showing that,
if the simulator matches the explicit dummy adversary which just passes information along, then it
is also good when the environment is calling the protocols’ BACKDOORS interface directly. The
resulting simulator is therefore guaranteed to belong to the same cost-annotated type over which
we quantify existentially in the hypothesis.

We note a technicality in the second part of the theorem: since the hypothesis quantifies over
adversaries before quantifying existentially over simulators, we cannot use the approach adopted

10For this reason the simulator is often called an ideal world adversary; we do not adopt this terminology here to avoid
confusion. The order of the quantifiers in the emulation definition is crucial for its compositional properties: it requires
that, for all adversaries A, there exists a simulator S such that, for all environments Z, the real- and ideal- worlds are
indistinguishable. We now show that the same result holds in our setting.
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in the transitivity proof and in the first part of the theorem, where we use global universal quan-
tifications over hypothesized simulators. Instead, we quantify globally over a memory space M,
restrict simulators in the hypothesis to only use M, and prevent other algorithms to interfere with
this memory space where appropriate (we abuse notation by indicating M in Adv"® to denote this).

6.4 Universal Composability

The fundamental theorem of Universal Composability is stated in our EasyCrypt formalization as
follows.

THEOREM 6.3 (UNIVERSAL COMPOSABILITY). For all €p,€x € R*, all ideal functionalities f, ¥, all
protocols p(f) and r, such that the 10 interfaces of = and f (resp. p and F ) are of the same type, all

.. . , F> Csim(p TT,J 5 Csim
cost restrictions Csim(p), Csim(r)» and all simulators S, € rsfi)r(:) ) and S, € rsimf "0 we have:
S uc, S, uc
Advieor <€, = Adv . < e, = Adv¥ <e€,+
d CSim'”)’ce”V'”)(”,f) S En d Csim(/?)acenv(/))(p(f)’ 7:) - €p d Cslm;cenv(p(”)’ 7:) - Ep €

where Ceny(r) accommodates an environment that internally uses cen, resources and additionally runs
P, Csim corresponds to the cost of composing Sy and S, Ceny(p) allows for an adversarial environment
built by composing S, with an environment in cepy.

This theorem establishes that any protocol p(f) that UC-emulates a functionality ¥ when
relying on an ideal sub-component f offers the same level of security when it is instantiated
with a protocol 7 that UC-emulates f. The proof first shows that the simulator S, that exists by
hypothesis can be converted into a simulator that justifies that p(sr) UC-emulates p(f): intuitively
this new simulator uses S, when interacting with the backdoors of f and just passes along the
environment’s interactions with the backdoors of p. This part of the proof combines any successful
environment Z against the composed protocol into a successful environment that absorbs p and
breaks 7. This justifies the cost restriction on ceny. Then, we know by hypothesis that p(f) UC
emulates 7, and the result follows by applying the transitivity lemma, which also explains the
remaining cost restrictions.

Example: Composing key exchange with encryption. We conclude this section with an example of
the use of our framework and general lemmas stated above for concrete protocols. Consider the code
snippets in Fig. 19. On the left we show the inner structure of a two-party protocol formalization
(Diffie-Hellman) when one assumes an ideal sub-component (in this case a bi-directional ideal
authenticated channel F2Auth exposing IO interface Pi.REAL.I0). The full real-world configuration
is obtained by applying a functor CompRF that composes this protocol with F2Auth and exposes the
backdoors of both DHKE and F2Auth in a combined BACKDOORS interface. The 10 interface to this
real-world protocol is simply the input/output interface for both parties; parties take as input a
role (initiator/responder) and the identities of parties involved in the protocol (type unit pkg); they
output a session key when the protocol completes.

The Initiator code is shown in Fig. 20. On initialization it samples its ephemeral key pair and
resets the derived key. When the environment provides input, which includes the identities of
the parties that will take part in the key exchange, the ephemeral public key is transmitted via
one of the ideal authenticated channels. The party then returns control to the environment (note
that delivering a message to the authenticated channel does not pass control to the authenticated
channel). When the environment calls step, the initiator checks the incoming ideal channel to
see if it received a message. At any point the environment can check the initiator output using
output. The backdoor interface provides no information, since all communications go through the
authenticated channels. The responder code is symmetric.
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module
(DHKE : RHO)
(F2Auth: Pi.REAL.IO) = {
module Initiator = { - - - }
module Responder ={-- -}
proc init() : unit = {
Initiator.init(); Responder.init(); }
proc inputs(r : role, p : unit pkg)
s unit = {
if (r = 1) { Initiator.inputs(p); }
else { Responder.inputs(p); } }

proc outputs(r : role)
: group option ={ ---}

proc step(r : role) : unit={ - - - }

proc backdoor(r : role) : unit option = {

module FAuth : PROTOCOL = {

var st : state

proc init() : unit = {
st « init_st; }

proc inputs(r : role, p : msg pkg)
s unit = {
st «— set_msg st r p;

}

proc outputs(r : role, p : unit pkg)
: msg option = {
return get_msg st r p;

}

proc step() : unit = {
st < unblock st; }

proc backdoor()

module FKE : PROTOCOL = {

var st : state
proc init() : unit = {
$ .
k « gen; st «— init k; }
proc inputs(r : role, p : unit pkg)
sunit = {
st «— party_start st r p;

}
proc outputs(r : role)
: key option = {
return party_output st r;
}
proc step() : unit = {
st « unblock st;

}
proc backdoor()

var rr; : leakage option = {
if (r = 1) { rr « Initiator.backdoor(); } return leak st; : leakage option = {
else { rr < Responder.backdoor(); } } return leak st;
return rr; } I3 }

|3 I3

Fig. 19. Examples of real-world (left) and ideal-world protocols (middle and right). Left: structure of a Diffie-
Hellman protocol relying on FAuth for authenticated communication (one shot each way). Middle: ideal
functionality for one-shot authenticated channel FAuth. Right: ideal functionality for key exchange.

module Initiator = {
proc init() : unit = { st « IInit; _x i FDistr.dt; _X « g"_x; _K < None; }
proc inputs(_p : unit pkg) : unit = {
if (st = lInit) { p « _p; Auth.inputs(Left (I, (snd p, rcv p, _X))); st < ISent; }}
proc outputs() : group option = { return _K;}
proc step() : unit = {
if (st = ISent) {
_Y « Auth.outputs(Right (R, (rcv p, snd p, ())));
if (LY # None) { _K < Some (oget (getr (oget _Y)) * _x); st « |Done; }
1

proc backdoor() : unit option = { return None; }}.

Fig. 20. Diffie-Hellman Initiator.

In the middle code-snippet of Fig. 19 we give an example ideal functionality for a simple one-shot
unidirectional authenticated channel; one party provides input with the party identities and the
message to transmit (type msg pkg), and the other party can obtain the message if it calls outputs
with matching identities (type unit pkg.) The attacker can use the backdoor procedure to observe the
state of the channel, including the transmitted message and the party identities and it can use the
step procedure to control when the message is delivered (the unlock operator changes the state so
that, if a message is buffered, then it is made available at the output procedure) to the receiving
party (get_message is checking for identity consistency, which models authentication).
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The example starts with a proof that the Diffie-Hellman protocol on the left of Fig. 19 UC-
emulates the ideal functionality for key exchange shown on the right of Fig. 19 in a hybrid-real
world where the parties have access to authenticated channels. The FKE functionality runs internally
a state machine that waits for both parties to provide input, and allows an adversary/simulator
interacting with its BACKDOORS interface to control when the different parties obtain a fresh
shared secret key. This result is stated as follows; note the accounting of resources spent by the
combined Diffie-Hellman attacker, making it explicit that the DDH assumption must be valid for
such an attacker.

LemMA 6.4 (SEcuriTY oF DHKE). Fix cqqn € R* and let eppn be the maximum advantage of any
DDH attacker against the group over which we implement DHKE. Then, we have that

Advi© (DHKE(F2Auth), FKE) < eppy

Csim(DHKE)> Cenv(DHKE)

where cgim(pHKE) 1S the cost of a concrete simulator Spyke that just samples random group elements as
the protocol messages and mimics the states of the real-world parties and F2Auth; Ceny(pHKE) must be
such that cqqn, accommodates the cost of an adversary that runs internally the entire UC emulation
experiment (including the environment) and interpolates between the real and ideal worlds, depending
on the external DDH challenge.

The second result shows that the ideal functionality for key exchange can be combined with
one-time-pad encryption to transform a one-shot authenticated channel into a one-shot secure
channel that also guarantees confidentiality. Formally:

LEMMA 6.5 (SECURITY OF OTP). Fix any cenv(otp). Then we have

AdvYe (OTP(FKE, FAuth), FSC) = 0

Csim(OTP)> Cenv(OTP)

where csim(otp) is the cost of a concrete simulator Sotp that just samples a random string in place of
the ciphertext and mimics the states of the real-world parties, FKE and FAuth.

Here, FSC represents the secure channel ideal functionality, which operates exactly as Fauth,
but does not leak the transmitted message; leakage includes only information on the state of the
channel. The protocol runs in a hybrid world where it has access to both FKE and Fauth, uses the
former to obtain a shared key between the two parties, and then transmits the one-time-padded
message using Fauth. We apply our Universal Composability theorem to derive that FKE can be
replaced by the DHKE protocol, resulting in a protocol that still UC-emulates the secure channel
functionality. The final theorem is stated as follows.

THEOREM 6.6 (SECURITY OF OTP composep wiTH DHKE). Fix cqqn € R* and let eppy be the
maximum advantage of any DDH attacker against the group over which we implement DHKE. Then

AdvY© (OTP(DHKE, FAuth), FSC) < €ppH

Csims Cenv
where ceny is constrained so that ceny(pHke) accommodates an environment that internally uses ceny
resources and additionally runs OTP, and csim corresponds to the cost of composing Sotp and SpHke.

The crucial application of the complexity restrictions is visible in the attacker against the DDH
assumption, which now has a more complex structure that results from the application of the
composition theorem: for this application of composition to be meaningful, it is crucial that the
global environment is computationally bounded (even though the OTP protocol is information-
theoretically secure) as a function of c44h, as otherwise the reduction to DDH would be meaningless.
Indeed, the class of DDH attackers must allow for the extra resources required to run a simulation
of OTP protocol in the reduction. Note also that the execution time of the global simulator is given
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by Sotp and Sppke, which are very efficient; hence the UC emulation result has a small simulation
overhead [18, 19].

For the proof we used an auxiliary lemma, which is a specialization of the Universal Composability
theorem for the case where the hybrid functionality is the parallel composition of two ideal
functionalities and we apply the Universal Composability theorem to instantiate only one of them.

Our formalization vs EasyUC. Our Diffie-Hellman example is an alternative formalization of the
example given by Canetti, Stoughton and Varia [21] for the EasyUC framework. We borrow it
because, asin [21], it is a good toy example with which to validate and demonstrate our formalization.
This example is also convenient to show that the approach in this paper and EasyUC in effect
complement each other. An important design goal of EasyUC is to follow the UC execution model
as closely as possible; this allows a more direct translation of protocols and ideal functionalities.

In contrast, our goal is to take advantage of the EasyCrypt machinery to reduce proof effort
and development size: our development (including complexity) takes 2300 lines of code and it
includes general UC theorems that can be reused in future work; this compares to 18K lines of
code for EasyUC.!! The downside of our approach is the impact in the way one specifies protocols
and ideal functionalities: message passing corresponds to procedure calls, and these must adhere to
the EasyCrypt tree-based procedure call semantics. For example, we do not allow an execution
environment where a party communicates with an ideal functionality arbitrarily without relying
on the environment for scheduling; one could of course formalize a message passing mechanism
on top of EasyCrypt as in [21] to allow for this, but this would then fall out of the scope of our
general composition theorems. Moreover, it would lead to larger developments and increased proof
effort, which would defeat our original purpose.

In short, one can think of the EasyUC approach as a front-end for cryptographers, and our
approach as a convenient back-end for conducting the machine-checked proofs. We leave it as an
interesting direction for future work to develop a sound translation between these two approaches
to modeling UC for a representative class of protocols such as those considered in [20]. Another
interesting direction for future work is to identify UC security proofs that cannot be naturally
expressed using our approach to formalizing UC and to investigate how it can be extended to deal
with these examples.

7 RELATED WORK

Cost analysis. There is a very large body of work that uses program logics for cost analysis
of imperative programs. [36] uses Hoare logic for proving upper bounds on execution time of
deterministic programs. In the probabilistic setting, [30] uses a pre-expectation calculus inspired
from Kozen [31] and Morgan, Mclver and Seidel [34] to compute upper bounds on the expected cost
of probabilistic programs. Building on prior work in automation of amortized analysis, [35] develop
a compositional and automated logic for proving upper bounds on expected time. Recently, [28]
show how the pre-expectations calculus can also be used for proving lower bounds on expected
time. While most of the cryptography literature considers worst-case execution time, expected-time
arises naturally in some applications; see e.g. [24] for a discussion of expected polynomial-time in
cryptography. It would be interesting to develop an adaptation of our system for expected-time
complexity, based on the approach developed in [30]. In addition, there is a long line of work on
automating cost analysis, both for deterministic and for probabilistic programs, see e.g. [1, 15, 25].
These techniques could be helpful to alleviate users efforts, and connecting with tools that support
them is an important direction for future work.

1The count excludes general purpose libraries, but we should note that the exact numbers are not important, as the size of
a development varies significantly with style of coding and the use of automation.
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There is also a large body of work on cost analysis of higher-order languages, both in the
deterministic and probabilistic settings. Some of these works specifically focus on cryptography;
e.g., [4] develop a type system that accomodates non-heriditarily polynomial-time computations
(i.e. computations that contain non-polynomial-time subroutines), and use their type system to
analyze the complexity of the reduction from hardcore predicates to one-way functions. Many
of these works are based on (linear) type systems [22, 29], but other works use a fine-grained
program logic to support value-dependent cost analysis [38]. These approaches could be used in
conjunction with our type-and-effect module system to support compositional reductionist proofs
for a higher-order language.

Computer-aided cryptography. CryptoVerif [14] is an automated tool for computational security
proofs. CryptoVerif uses approximate equivalences to find (or check) cryptographic reductions, and
keeps track of the complexity of adversaries. Most other tools for computational security proofs,
including CertiCrypt [10], Foundational Cryptography Framework [37], and CryptHOL [12], share
their foundations and overall approach with EasyCrypt. However, these tools offer limited support
for complexity reasoning and they do not support the use of modules for defining cryptographic
schemes and notions. This is not a fundamental limitation, since these tools are embedded in a
general-purpose proof assistant. However, extending these tools to achieve similar effects as our
type-and-effect module system and program logic for complexity would represent a significant
endeavor.

Our module system is inspired from EasyCrypt [8, 11]. However, the EasyCrypt module sys-
tem lacks complexity restrictions, which hampers the use of compositional approaches. Beyond
EasyCrypt, several other tools and approaches use structures similar to modules for formalizing
cryptographic schemes and their security. Computational Indistinguishability Logic (CIL) [7] rely
on oracle systems, which are very closely related to our modules. Interestingly, the main judgment
of CIL establishes the approximate equivalence of two oracle systems, and is explicitly quantified
by the resources of an adversary. State-separating proofs [16] pursue similar goals, using a notion
of package. Packages have the expressivity of modules, but additionally support private functions.
Our modules can emulate private functions using restrictions. At present, there is no tool support
for state-separating proofs. [39] introduces the notion of interface, which is similar to module, for
formalizing cryptography.

8 CONCLUSION

We have developed an extension of the EasyCrypt proof assistant to support reasoning complexity
claims. The extension captures reductionist statements that faithfully match the cryptographic liter-
ature and supports compositional reasoning. As a main example, we have shown how to formalize
key results from Universal Composability, a long-standing goal of computer-aided cryptography.
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Appendix Outline. We quickly outline the structure of the appendix. We present the remaining

typing rules for our programming language and module system in Appendix A. In Appendix B, we
give the definition of the additional complexity measures used to define our cost judgements: the
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number of calls a program execution makes to some abstract procedure, and the intrinsic cost of a
program execution (i.e. the cost of the program without the cost of parameters calls). Appendix C
proves that that our type system and module resolution mechanism have the subject reduction
property: essentially, evaluating a module expression preserves its type. This is a crucial property,
as it proves that module restrictions are preserved by the evaluation of a module using the module
resolution mechanism. Finally, we present the full set of rules of our Hoare logic for cost and prove
their soundness in Appendix D.

A ADDITIONAL TYPING RULES
To help the reader, we give a summary of all the syntactic categories of our programming language

and module system in Fig. 21.

A.1 Additional Typing Rules

The memory restriction union L, intersection M and the
memory restriction subset C operations are defined in module A - {

Fig. 22. In Fig. 23, we present our sub-typing rules, our module B = {procf():unit="---}
typing rules for statements and expressions, and the defi- module C = {

nition of the function memr(p) which computes the mem- procg():unit=---

ory footprint of p in I'. Note that we need two different proch () : unit = {

rules to type function paths: T-Proc1 does a lookup of the A.B.f();

procedure as a component of an already typed module; A.C.80);

and T-Proc2 does a lookup of the procedure in the typing -

environment, in case the procedure is declared in one of
the parent modules of the current sub-module being typed Fig. 25. Example of procedures typing.
(consequently, these modules are not yet fully typed).

Example A.1. Consider the modules and procedures
given in Fig. 25. When typing h, the typing environment contains one module declaration and one
procedure declaration:

I' = (module A.B = _: struct proc f() — unit end);
(proc A.C.g() = unit=...)

Here, the call to f in h is typed using the T-Proc1 rule, while the call to g is typed using T-Proc2.

B ADDITIONAL INSTRUMENTED SEMANTICS
We give the definition of the additional complexity measures used to define our cost judgements,
using two auxiliary instrumented semantics: Y9 [s] &P counts the number of times s calls an abstract

procedure y.g; and '[s] f’p measures the intrinsic cost of an instruction (i.e. without counting the
cost of function calls in a functor parameters).

Function call counting. The function call counting semantics Y-7[s] f’p , given in in Fig. 26, eval-
uates the instruction s under the memory v and &-pre-interpretation p, counting the number of
calls to the abstract procedure y.g.

The maximum number of calls of an instruction s or module procedure m. f to y.g in (&, p) is:

#calls\?’;v(s) = sup(supp(r; (V9 [s] &ry)) (in memory v)
#calls\f’gp(s) = maMX(#calIsf’g’fv(s)) (in any memory)
ve
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Expressions (distribution expressions are similar):

ex=veEV (variable)

| fler,....en) (f fin € Fe)
Statements:

s == abort (abort)
| skip (skip)
| s1;52 (sequence)
|x —e (assignment)
| x Ea (sampling)

| x « call F(¢)

| if e then s else sy

(procedure call)
(conditional)

| while e do s (loop)

Procedure body:

body := { var (0:7); s; returne }

Module paths:
p =X (mod. ident.)
| p-x (mod. comp.)
| p(p) (func. app.)

Function paths:
Fu=p.f

Module expressions:

(proc. lookup)

m == p (mod. path)
| struct st end (structure)
| func(x: M) m (functor)

Module structures:
st i=dyp;...;dp, (for any n € N)
Module declarations:

d == proc f(0:7) > 7, = body  (proc.)

| module x = m (module)

Signature structures:

S:=Dy;...;Dp (for any n € N)

Module signature declarations:
D == proc f(¥:7) — 7 (procedure decl.)

| module x: M (mod. decl.)

Module signatures:
M ::=sig S restr 0 end
| func(x : M) M’

(restr. sig. struct.)

(functor)

Typing environment declarations:
Su=varv:r (variable decl.)

| module p=m:M (module decl.)
(abs. mod.)
)

(proc. decl.

| module x = absg : M
| proc p.f(0:7) — 7 = body
Abstract module kind:
K ::= open (open module)
| param (module parameter)
Typing Environment:

Fu=¢|TL,6

Module restrictions:
0 ==¢el0,(f: 1)
A a=T | Am A Ac
Memory restrictions:
Am == +all mem\{oq,..., 07}

| {v1,...,01}

(for any I € N)
(for any I € N)

Complexity restrictions:
Ac == T | compllintr : k,x1.f1 : k1, ..., x5 f71 = k1]

(for any Ik, k1,...,k; € N)

Low-order module signatures:
M| ::=sig Sj restr 0 end (restr. sig. struct.)

| func(x : sig S restr 0 end) M| (low-order func.)

Low-order signature structures:

S; == Djy;...5Dyp (for any n € N)

Low-order module signature declarations:

Dy ::= proc f(T:7) = 1 (procedure decl.)

Extended module expressions:

m == m | absg x

Fig. 21. Syntax of statements and modules.
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Memory restriction union LI

(+all mem\{vy, ..., vy ) U (+all mem\{ovy, ..., v, }) = +allmem\({vy, ..., v} N {0, ..., 0}, })
{vi, .., oYU {og, ..., 00} = {v, ..., on}U {0y, ..., 0}
(+all mem\{vy, ..., v UA{o], ..., U}, } = +allmem\({vy, ..., vp \{o], .. ., U}, })

Memory restriction intersection

(+all mem\{ovy, . . ., vp}) M (+allmem\{ovy, ..., v}, }) = +allmem\({vy, ..., vn} U {o], ..., 0}
{vi, .., oy {0y, ..., 00, } = {v, ..., on}tN{o], ..., 0}
(+all mem\ (o1, .-, 0 )1 {0, - -, U} = (Vs U\ (o1 )

Memory restriction subset C

(+all mem\{oy, ..., v, }) C(+allmem\{ov], ..., 0, }) = {v], ..., 05, }) C{v1, ..., 0n})
{v, .., oy E{o], ..., U0} = {v,...,on} C{o], ..., 00}
(+all mem\{oy, ..., v }) E{ov], ..., V), } = 1

{v1, ..., vp} E(+allmem\{oy, .. ., v, }) = {o,...,ontN{v], ..., 0, =0

Fig. 22. Memory restriction operations and type erasure functions.

#callsf’;(s) when f-resg(m.f) = (proc f(0:7) > . ={_;s; _})
#callsf_’g/)(p(x)([—))).f)v when f-resg(m.f) = (absy open)(p).f

Note that when f-resg(m.f) = (proc f(7:7) — 7, = {_; s; _}), we ignore the return expression,
since expression cannot contain procedure calls (only operator applications).

#callsi’gp(m.f) = {

Intrinsic cost. The (&, p)-denotational semantics of an instruction s with intrinsic cost under
memory v and parameters X, written '[s] f’p X is the cost of the execution of s under v in p, without
counting the costs of function calls to the parameters X. Formally, '[_] f % is defined exactly like
] f’p ¥ in Fig. 14, except for the abstract procedure call case, which is replaced by:

i[x < call m.f(€)] f’p’i = {FE(V/’CI)J[[X(_MH p(_f)(ﬁ)‘]ifg)]g'p;[(vg (@) ?fz © f
i[x « call p(x)(p).f(&)]," ifze¢x

where f-resg(m. f) = (absopen 2)(P).f-
Remark that both semantics coincide on their first component. Indeed, for any E-pre-interpretation p:

Vvs. ﬂf([[s]]f)’p) = ﬂf(i [[s]]f’p’i)
,P’;(

The (&, p)-intrinsic cost i-costf _) € NU {+00} of an instruction s is:

. &.p.% AR RS
i-cost,”*(s) = sup(supp(r; ('[s],"")))
The intrinsic cost of a procedure m. f, with parameters X, is:

o If f-resg(m.f) = (proc f(T:7) = 7, = {_; s; return r }) then:
i-costy P (m.f) = i-costs "X (s) + ce(r, v)
o If f-resg(m. f) = (absepen X)(B).f then:
i-costy" P (m. f) = i-costs " (p(x)(p). f)
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Module signature and structure sub-typing - M; <: My and + S; <: S,.
We omit the reflexivity and transitivity rules.

SusSiG SusFuNc
FS;<:Sy O <:0, F My <: Mg FM <M
k sig Sq restr 01 end <:sig Sy restr 6, end F func(x : Mg) M <: func(x : Mg) M’
SUBSTRUCT SuBMobpDECL
Vie{l;...;n}, +D; <:D) FM; <: My
FD1; ...; Dn <:D'1; el D'n + module x : M1 <: module x : My

Statements and function paths typing ' sand '+ F: _.

TA TS T-SEQ T-ASSIGN T-RanD
~ABORT -OKIP TFsy TFsy Trx:T Tre:r Trx:1 Trd:t
T + abort T + skip T Fsi;sy I'rx<e Irxd
T-CaLL T-Procl
T+F:procf(0:7) > 7 T'kx:7, Tre:7 T + p:sig(S1; proc f(D:7) — 75 Sz) restr 6 end
T+ x < call F(é) T+p.f:(proc f(D:7) > 1p)
T-Proc2 T-Ir T-WHILE
I(p.f) = (proc f(D:7) > 7 = _) T+ e:bool TFsy Tksy T+ e :bool Tks
T+p.f:(proc f(B:7) > 1) T +if e then s; else s; I'+whileedos
Expressions typing ' - e: 7.
ExPrRAPP ExPRVAR
type(f)=m1 X X1y > T Vie{l;...;n},Tre:1; Iv)=1
I'rf(er,....en):7 Tro:r

Restriction entailment + 0 <: 0’
We omit the transitivity and reflexivity rules for+ 0 <: 6’.

C-Proc C-SPLIT C-Tor C-MEM
Vf € dom(0, 0'), + O[f] <: 0'[f] FAn <:Am’ F A< A Am CAn’
FO<:0 FAm AAe <t Am/ AAS FA<:T FAm <:Am’
C-MemTor C-CompL

k<k'  Viki<k]
FAdo<:T F compllintr : k, x1.f1 : ki, -« s Xn-fn  kn] <:compl[intr : kK, x1.fi : k], -« oy Xn-fr : k]

Memory restriction.

memr(abort) = 0 memr(skip) = 0
memr(x « e) = {x}Uuvars(e) memr(x & d) = {x}
memr(s1;S2) = memr(sy) U memr(sy) memr(while e do s) = vars(e) L memr(s)

memp(if e then s; else s;) = vars(e) LU memp(s;) LI memp(sy)

memr(x « callp.f(é)) = {x}Umemp(p.f)LU vars(¢)
memr(p) = Ufeprocsp(p) memr(p-f)
When f-resp(p.f) = (proc f(T:7) = 7, = { var (3| : 7)) s; returnr }):
memr(p.f) = (memr(s) U vars(r)\{o;7}
When f-resr(p.f) = (absk x)(Po)-f, K = open and I'(x) = abs : func(_) sig _ restr 0 end:
memr(p.f) = 0[f]u memr(po)
When f-resp(p.f) = (absparam X)(Po)-f:
memr(p.f) = memr(po)

Fig. 23. Additional typing rules and operations.
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Substitution in module signatures and declarations
func(y : Mg[x = Am]) (M1[x = Am])
func(y : Mg) My
sig (S[x > Am]) restr (O[x — Ayn]) end
Di[x = Amli. .. ;Dnlx = An]

(func(y : Mo)) My[x = Am] = {

(sig S restr 0 end)[x — A, ]
(D1;...;Dn)[x = An]

proc f(D:7) = t,[x > An] = proc f(T:7) — 7,

module y : M[x — An]

module y : (M[x — An])

Substitution in module restriction
(fi: Aalx = AmDs oo o5 (fn s Anlx = Am])
20 [x = Am] A Ac[x = Am]

(A ks o5 (s An))[x o Am]
(A2, A X)X — Am]
T[x — Am]

T

Substitution in memory restriction

22 0x - Am] = A% UAn

Substitution in complexity restriction

compllintr : k, y1.f1 : k1, - . ., y1-f1 : ki][x = Am] = compl[intr : k, (y1.f1 : k1)[x = Am], - - o5 (yi-f7 : kp)[x = Am]]

where (y.f :k)[x— An] = {6 ify =x

y.f : k  otherwise

Substitution in module paths

p ify=x

ybx=pl = { y  otherwise

when y # x

otherwise

Pybx—=pl = @Elx—pDy
PP Nx=pl = P pDE7[x = pl)
Substitution in module expressions

(func(y : M) m)[x > p] = func(y : M) (mlx > p])

(struct st end)[x — p]

= struct st[x - p] end

Substitution in module structures, declarations and procedure body

(di;. . .5dn)lx > p]

=di[x = pli...sdulx = pl

(proc f(3:7) = 7 = body)[x > p| = proc f(&: T) = 7, = (body[x — p])

(module y = m)[x - p]

= module y = (m[x — p])

{var (T:7); s; return e }[x > p| = {var(J:7); s[x > pl; returne }

Substitution in statements

abort[x — p]| = abort
x «— e[x— p] = xe
(s1382)[x = p] = si[x = plisz[x — p]
if e then s; .
else s, — p| = if e then (s;[x — p]

else (sz[x — p]

)
)

skip[x — p]

x & dix o p]
x «— call p".f(€)[x — p]

(while e do s)[x — p]

Fig. 24. Substitution functions.

skip
x id
x « call (p’[x - p]).f(&)

while e do s[x — p]

And the intrinsic cost in any memory of an instruction s or a module procedure m.f is:

i-cost&P7(s)

i-cost®P(m. f

)

. &E.pZ
max i-cost S
max v (s)

max i-costi”p’z(m.f)
veM

Interpretations. We now define when a pre-interpretation is an interpretation.
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.76,
Y9[skip]\” = “(v,o)

v-g [[abort]]‘é,;’p =0
&,
V9 [s1552]

- Y- 97, 18P @ ¢
=B erropeel Vel el

. &p _
P = el = T e gepu10)

$
VI x = d]]?p = Eonga)y [T pxeot, 0]
Y9[x « call m.f(E)]]?’p =let vo = v[D « (€)y]in
Forenrapagloneei,ne]

(if f-resg(m.f) = proc f(T:7) = 7, = {_; s; returnr })

Y-9[x  call m.f(€)]5” =V-9[x — call px)B).FE)]S” &1 (if f-resg(m.f) = (absopen X)(B).f and x.f = y.g)
P

Y-9[x « call m.f(f?)]]‘s,’p =Y9[x « call p(x)(ﬁ).f(?)}]‘g’p (if f-resg(m.f) = (absopen X)(P).f and x.f # y.g)

V-9[s1]5° @0 if (e)y # 0
Y-9[if e then s; else sz]]‘s,’p ; Y

Y~9[[52]]‘8,’p ®0  otherwise
Y-9[while e dos|” = lim Y9loop&°] 5"
n—oo

n

Fig. 26. Function call counting semantics ¥-9 [[_]]5;”0.

Definition B.1. Let & be an well-typed environment. A &-pre-interpretation p is an &-interpretation
if for every module identifier x such that & = &;; module x = absypen : Mj; E; where:

M = func( : M) sig Sy restr 6 end

and for every procedure f € procs(S), for every valuation m of the functor’s parameters such that,
for every 1 < i < |z|, if we let z; = Z[i], m; = m[i] and M; = M[i] = sig _ restr AL A _end,'? if:

& F (module z; = m; : erasecompi(M;))

and
Vg € procs(M;), costf(mi.g) <AL
(with the convention that j < T for any integer j) then the execution of f in any memory verifies
the complexity restriction in 6[ f]. Formally, let & = &; module Z = abspen : M and p =p,(Z:m),
and:
Olf]=_AAc=compllintr : k,y1.f1 : k1,...,y1-f1 : kil
Then for every 1 < j <[,

#callsfi’}fl(x(_z’).f) <k and i-cost® P X(x(2).f) < k
JJJ

Intrinsic cost of a functor. Finally, the (&, p)-intrinsic complexity of a functor procedure x.f,

denoted by compl®? € N U {+00}, is the maximal intrinsic cost of x.f’s body over all possible
Yy Pl s Yy

memories and instantiation of x’s functor parameters. Let E(x) = absgpen (func(z : IC/\) sig _ end)
and & = (&;module Z = absgpen : M). Also, let 7 be the set &’-interpretation p” extending p. Then:

&p

«f = Sup i-costs/’p/’i(x(i’).f)

p'el

compl
2Indeed, since M is a low-order signature, M; must be a module structure signature.
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C SUBJECT REDUCTION PROPERTY FOR MODULE RESOLUTION

To prove the soundness of our logic, we are going to need to show that our module resolution
mechanism has the subject reduction property, i.e. that evaluating a module expression preserves
its type. This is a crucial property that allows to show that memory and complexity restrictions
are preserved by the evaluation of a module using the module resolution mechanism. That is,
the module expression resulting from the evaluation of another module expression has the same
memory footprint, and satisfies the same complexity restrictions.

Unfortunately, this does not directly hold, for a technical reaspon we describe later (Appendix C.1).
We circumvent this problem by defining an alternative notion of typing judgement (Appendix C.2),
for which we show that subject reduction does hold (Appendix C.4). This alternative notion of
typing judgements for module expressions will be sufficient to prove the soundness of our logic
later, in Appendix D.

C.1 Resolution and sub-module declarations

The following example shows why subjet reduction does not hold for our initial notion of typing
judgements, because of sub-modules declarations.

Example C.1. Consider a well-typed typing environment + I', and a module path p where:
I+ p:sigSy;module x: M; _ restr _ end

We are going to assume that some kind of subject reduction property holds for p. More precisely,
we assume that:

f-resr(p) = (struct st;; module x = m;_ end)

and that we have a derivation:
'+, (struct st;;module x = m;_end) : (sig S1;module x : M; _ restr _ end)
Then, we know that p.x resolves to m, i.e. f-resp(p) = m. But we do not have:
Frpxm:M

The problem is that the sub-module m may use sub-modules declared in st;. Consequently, it is not
well-typed in T, but in an extended typing environment, where the sub-module declarations in st;
(which have types S;) have been added to I'. For example, we can have:

st; = (module z = my) m=z

Therefore, we cannot state a subject reduction property for the module resolution function w.r.t.
the typing judgment I' -, m : M.

Alternative typing judgements for module expressions. Instead, we introduce another typing
judgment, noted I' - m : M, which is similar to the typing judgment I' -, m : M of Fig. 6, but is used
to type a module expression in an environment which has already been typed, while I' -, m: M is
used to type a module declaration in an environment where some modules have not yet been fully
typed. We postpone its definition to Appendix C.2. Using this alternative typing judgment notion,
we can state the subject reduction property we want

LEmMa C.1 (SuBJECT REDUCTION). IfT I & andT - m: M thenT I resg(m): M whenever resg(m)
is well-defined.
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Module expression typing ' I m: M.

D-ALias D-StrucT
T'kpa:M I'ikgst:S
I'kpg:M T I struct st end : sig S restr 0 end
D-Func D-Sus
T+ My T(X)4 undef I', module x = absparam : Mo IF m: M T m: My FMo<:M
T I func(x : Mg) m : func(x : Mg) M FTrm:M
D-ABsSEmp D-ABs
TIFx:M T I (absk x)(p) : func(y : M) M Tirp' : M
T Ik absg x: M, T i (absk x)(p, p") : M[y = memr(p”)]
D-CompNT D-FuncArp
T I m : sig S1; module x : M; Sy restr 0 end T I m:func(x: M) M Trp':M
T'ikmx:M T - m(p’) : M[x = memr(p)]

Module structure typing I Irg st : S.
D-ProcDEcL
body = { var (3| : 7)); s; returnr } 0,0 freshin T [p=T,vard:7,var g : 7
Irts Ipbrig I' + body > 0[] I'ikgst:S

T kg (proc f(T:7) = 1 = body; st): (proc f(0:7) — 77; S)

b MODDEIC‘];F m:M I'ikgst:S D-STrucTEMP
T Iy (module x = m; st) : (module x : M; S) Tkpe:e
Environments typing I' - &
D-ENVSEQ D-ENVVAR D-EnvMoD
I'e-Ip T D-EnvEmp I'(v) = (varv:71) Trm:M
T (1) Tie 'k (varv:r1) I - (module x = m: M)

D-EnvABs
'+ M I'(x) = absg x: M,

T I (module x = absy : M)

Fig. 27. Typing rules in typed environments.

Proof outline. The proof is essentially the proof that simply typed A-calculus has the subject
reduction properties, with some consequent additional work to handle module restrictions.

The rest of this section is organized as follows: we define the typing rules for I' - m : M in
Appendix C.2, and prove the link between I’ - m: M and T -, m : M; we present an alternative,
more computational, way of defining the module resolution procedure in Appendix C.3; finally, we
prove that the module resolution procedure has the subject reduction property in Appendix C.4.

C.2 Typing in Typed Environments

During the resolution of a module expression m, we may have to resolve applied module paths of
the form p(p’). This is done by first evaluating p into a functor or an abstract module, and then
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performing the application. Consequently, we can have intermediate expressions of the form m(p).
Similarly, when resolving a module component access p.x, we first resolve p into a module structure
and then access its component x. This yields intermediate expressions of the form m.x.

Example C.2. We recall Example 3.1 which we presented in Section 3. We recall that T is a typing
environment I such that:
I'(x) = struct module y = func(u:_) u end I'(z) = absgpen z

F(V) = my F(W) = absparam w

where m, is some module expression. The resolution of the module expression x.y(z)(v)(w) in T is
as follows:

x.y(2)(V)(w)

S res. step (struct module y = func(u: _) u end).y(z)(v)(w)

Sres.step (func(u: ) u)(z)(v)(w)
Sres. step Z(V)(W)

Sres.step (@bSopen Z)(V)(W)
Sres.step ((@bsopen 2)(v))(W)
Sres.step (abSopen Z)(V, W)

Therefore, to prove subject reduction for the module resolution procedure, we consider an
extended syntax for modules (and add the corresponding typing rules).

Definition C.1. A partially resolved module expression m is an element of the form:
m == m | m(p) | m.x

It is enough to allow only top-level applications of module expressions to module paths and
module component accesses.

We give the rules for typing in already typed environment in Fig. 27. Roughly, these rules are the
module expression, module structure and module environment typing rules given in Fig. 6, with
the following changes:

e when typing a module declaration of a module structure, the typing environment I' is not
extended with the inferred type, as it must already be present in I'. Consequently, we do
not need to keep track of the current path of the sub-module expression being typed, which
simplifies the rules.

e we added a rule for abstract modules, for the application of a module expression to a module
path, and for component access. This allows to type the intermediate terms that appear
during the module resolution procedure.

e when typing an environment, the typing environment is not extended with the inferred
types.

Before going further, we give the definition of well-formed typing environments. Essentially, a
typing environment T' is well-formed if it contains no duplicate declarations, and it contains only
well-formed module signature.

Definition C.2. A typing environment T is well-formed iff:
e whenever I' = (I; Decl,; I7) then (T; I7)(2) 4 undef, Where:

Decl, € {module z=m:M; varz:t; procz(:7) — Tr}
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e whenever I' = I; module x = m : M; I} then M is well-formed in Iy, i.e. Ty + M.
It is straightforward to check that if T is well-typed, then I is well-formed.
ProrosiTiON C.2. If+ T thenT is well-formed.

Proor. This is by induction over - I O

We recall that given a module path p, I'(p) returns the typing declaration corresponding to p in
T, if it exists. Note that this does not descend in sub-module declarations to retrieve the type of p.
For example, assume that:

I' = (module p = struct module y = m end : (sig module y : M restr _ end))

then T'(p) = _:(sig module y:M restr _end), but I'(p.y) is not defined. We introduce a new notion of
lookup in a typing environment, I'[p], which descends in sub-module declarations. It also descends
below functor definitions, in the case where the functor argument is a module identifier. Continuing
the example above, we have I'[p.y] = m : M. Formally:

Definition C.3. For every well-formed typing environment I' and module path p, we let:
Ilp] =m:M (fI'(p) = m: M)
Ilp(x)] = m:M (ifT'[p] = func(x: Mg) m: func(x: Mg) M)
where the functor rule is module alpha-renaming. Moreover, if:
I'lp] = (struct _; modulex =m; _ end) : (sig (_; module x : M; _) restr _ end)

then:
Ipx]=m:M

The following proposition allows to replace a typing environment I, by I, as long as they
coincide w.r.t. _[p] on every p such that I}[p] is well-defined.

ProrosiTION C.3. For every well-formed environments Iy and Iy, if Ty[p] = I1[p] for every p such
that Ty[p] is well-defined, then for any m and M, if Ty + m: M thenT; F m: M

Proor. This is immediate by induction over the typing derivations I IF m : M. O

Example C.3. The following two typing environments Iy and I} verify the proposition hypothesis:
I, = (module p.x = m : M; module p.y = m": M’)

and:
L = (module p = (struct module x = m;module y = m’ end)
: (sig module x : M; module y : M restr _ end))
We can strengthen the context.

ProrosiTION C.4. For any well-formed environment T, if (T, I}) is well-formed then T';T1 - m: M
whenever' I m: M.

Proor. This is straightforward by induction over the typing derivation I' - m : M. O

We can replay a typing derivation if we have a finer type for a module declaration in the context.
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ProrosiTiON C.5. For any well-formed environment T, if
I',module p = m: M, T} - mg : Mg
then for any + M’ <: M, we have
I,module p=m:M",T; F mg : Mg

Proor. We show this by induction over the typing derivation I', module p : M,T} - m : My,
by replacing any application of the D-AL1As typing rule on a path starting by p, i.e. of the form
p(po, - - -» Pn)-p’, by an application of D-AL1As on p, followed by D-SuB and by the applications of
D-FuncArp and D-CoMPNT to replay the path typing derivation of T + p(pg,...,pn).-p’: M asa
module expression typing derivation of ' - p(pg, ..., pn).p’ : M. O

Lemma C.6. For every well-formed typing environment T' such that T(p) under:
o if '+, m: M then there exists M” well-formed in " such that+ M” <: M and:

I;modulep=m:M" F m: M’ (2)

® ifT'+p o (di,...,dn):(Dy,...,Dy) then there exists Dy, . . ., Dy, well-formed such that+ D;<:D;

for every i, and:

I‘;51,...,5n ||—g (dl,. ..,dn)Z(Dl,. ..,Dn)
where for every i:
d; = module px =m: M
if D} = (module x : M) and d; = (module x = m), and
8; = proc p.f(9:7) = 1, = body
ifd; = (proc f(¥:7) — 7, = body).

Proor. The proof is by induction over the typing derivations in hypothesis.

o the Avrias and STRUCTEMP cases are immediate. Note that we use the hypothesis I'(p) 4 undef in
the AL1As case, to ensure that the path lookup in I is still well-defined.

o we show the STRUCT case by applying the induction hypothesis, and using Proposition C.3.

e for MopDECL we have st = (module x = mg; sty), and S = (module x: Mg; Sy), and a derivation
of the form:

MobDEcL
I Fpx Mg : Mg T(p-x)4 undef ', module p.x = mg : Mg I, ¢ sto: Sg

T +p 0 (module x = My; stg) : (module x : Mg; Sp)
We know that sty = (struct dq,...,d, end) and:
So = (sig Dy, ...,Dy restr _end)

By applying the induction hypothesis twice, we know that there are derivations of:

~

I', module p.x = mg : M IF mg : M (3
I',module p.x = mg: Mo, T” kg (dy,...,dn) : (D],...,D}) 4

where - M{ <: Mg, and T = (D, ..., D;)) where for every i, + D} <: D; and:

~

module p.y =m: M

(if D} = (module y : M) and d; = (module y = m))
proc p.f(0:7) — 7, = body

(if d; = (proc f(9:7) — 7 = body))

144

i =
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By Proposition C.4, we deduce from Eq. (3) that there is a derivation of:
', module p.x = mp : Mg, T” IF mg : Mg
By Proposition C.5, we deduce from Eq. (4) that there is a derivation of:
I', module p.x = mg: M, T” g (dy,...,dy): (D], ...,D})

We conclude by applying the D-MopDECL typing rule.
e ProcDECL is similar to the MopDECL case. We omit the details.

e for Sus, we have:
SuB

Ity m:Mg FMo<:M
F'rpm:M
By induction hypothesis, we have a derivation of T', module p : M - m : M{ where F M{ <: M.
Using the sub-typing transitivity rule, we have that - M <: M. This concludes this case.
e for Func we have m = func(x : My) m” and M = func(x: My) M’, and the derivation:

Func
I' Mg T'(X)4 undef I, module x = absparam : Mg Fpxy m”: M’

T Fp func(x: Mg) m”: func(x : Mg) M’
By induction hypothesis, we have M”” such that - M”" <: M’ and:

I, module x = absparam : Mo, module p(x) = m”: M” F m’: M”
is derivable. We re-order the declarations in the context, to obtain a derivation of:
I', module p(x) = m": M"”, module x = abs,sram : Mg F m” : M”

(note that the new typing environment is still well-formed). By applying the D-Func rule, there
is a derivation of:

T, module p(x) = m’ : M” I func(x : Mg) m’ : func(x : Mg) M”
By Proposition C.3, there is a derivation of:

I, module p = (func(x : Mg) m’) : (func(x : Mg) M”) I func(x : Mg) m”: func(x : Mg) M O

We extend sub-typing judgments to typing environments, by requiring that + Iy <: I} whenever
I, and I are of the same length, and any declaration in Ij is a sub-type of the corresponding
declaration in I3.

LemmA C.7. If+ T then there exists + I” <:T such thatT"’ T

Proor. We use Lemma C.6 to replace the ENvMop rules by D-ENvMob rules. We omit the
details. O

C.3 Module Resolution as a Rewrite Relation

We define in Fig. 28 the relation —r on partially resolved module expressions. This relation is
exactly the evaluation strategy used by the module resolution procedure defined in Fig. 9.
We let m | be the normal form of m w.r.t. the reflexive and transitive closure of —r, if it exists.
We now state a property of —r in the case where I is an environment, i.e. top-level module
declarations are not module aliases.

ProrosITION C.8. The relation —r is deterministic on well-formed module expression: for every
well-formed m, if m —r my and m —t my then my = my.
Moreover, for any well-formed & and m, if resg(m) is well-defined then resg(m) = m | g.
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P —rm ifI(p)=m:_
mx —r m’ if m = struct st;; module x = m’; sty end
m.x —r m’.x ifm—-rm’
m(p) —r1 mo[x — p] if m = func(x : M) mg and x is fresh in &
m(p) —r (absk x)(Po,p)  if M = (absk x)(Po)
m(p) —r m’(p) if m—rm’

Fig. 28. The relation —r.

Proor. The fact that —r is deterministic is straightforward from the definition of —r in Fig. 28:
indeed, we only need to observe that well-formed module expressions cannot have two module
declarations with the same name.

Moreover, for any m; and my, if m; —r m; and m; is well-formed then so is m,. Hence if —r
terminates on a well-formed m then m |r exists.

Let & be a well-typed environment. We show the second point by induction over the length of
the computation of resg(m). In the environment lookup case, we use the fact that &(p) is either a
module structure, functor or an abstract module, and is therefore in — g-normal form. We omit the
rest of the proof. O

C.4 Subject Reduction

Before proving that our system has the subject reduction property, we state the following substitu-
tion lemmas.

LEMMA C.9 (SUBSTITUTION 1). We have the following substitution properties:
o ift 01 <:0, thent 01[x > Ay] <: O03[x > Ay ].
o ifr A <: Ay thent Ai[x — Ay] <t Aa[x — Ay
o ift Mg <: M{ then F My[x = 4] <: Mg[x = Ay].
Proor. The properties above are shown by induction over their respective typing derivation. O
LEMMA C.10 (SUBSTITUTION 2). For every:
I; module x = abs,gam : M; Ty
which is a well-formed typing environment, if:
I1; module x = abs,gram : M; o ke T
then:
I;; x> An] ket

Proor. The proof is immediate by induction over the typing derivation, since module types in
the typing environment are not used when typing expressions. O

ProrosiTioN C.11. For any well-formed typing environment T, if T + p : M and memr(p) = Ay,
then:

memF(F[X — P]) c (memr,modu[e x:abspa,m:M(F)) [X — Am])
LEMMA C.12 (SUBSTITUTION 3). For every well-formed environment I of the form:
I7; module x = abspgram : M; T

for every module path p such that I3 v p : M, if memr, (p) = A then:
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o ifT'IF m: Mg then:
I1; B[x = An] - mix = p]: Mo[x = A,]
o if T+ {var(d,:7); s; returne } > A then:
I; x> An] F { var (31: 7); s[x — pl; returne } > A[x — A, ]
Proor. We prove the two properties above simultaneously, by induction over the corresponding
typing derivations. The proof is straightforward (we omit the details).

Note that we do not need to show closure under substitution of module parameters in Hoare
derivations, only in typing derivations (see Remark 3.1). O

LEmMMA C.13. IfT - & andT - m: M then if m —r m’ thenT  m’ : M.

Proor. Wlo.g., we assume that the typing derivations I' - & and I I m : M never apply the
D-Sus typing rules twice in a row (using the transitivity rule for sub-typing judgments). To simplify
derivations, we also assume that D-Sus is applied once between each typing rule application (using
the sub-typing reflexivity rule if necessary).

We do a case analysis on the reduction m —r m’.

o if x -1 E(x). We check that we must have a derivation of the following form:

F(X) =_: MO
D-ALiAs —M8M8M8M8M8M8m —
TIFx: Mg FMy<:M
D-Sus
T'kFx:M

Using the fact that I' - &, we know that & = (Ep; module x = m: My; &1) and T’ - m: My. We
conclude by applying D-SuB.

e if m.x > m’ where m = (struct st;; module x = m’; st end). We check that we must have a
derivation of the following form:

I' - m :sig S1; module x : Mg; Sz restr 6 end

D-ComPNT
DS T'IFm.x: Mg FMy<:M
-SuB
T'rmx:M
and:
T'rm’:M FM < Mg
D-StrUCT+ ... I T S ,
I' - m:sig S7; module x : My; S, restr 0" end FMj <: Mg
D-SuB 1 0> 22 0

T I+ m:sig S1; module x : Mg; Sy restr 6 end

Hence we have a derivation of ' - m’ : M’. We conclude by sub-typing, using the fact that we
can derive - M" <: M.
e if m.x —»1 m’.x where m —r m’, we know that our derivation is of the form:

I' - m :sig S1; module x : Mg; Sy restr 6 end
T'IFm.x: Mg FMo<:M
T'rmx:M

D-CompPNT
D-Sus

By induction hypothesis, we have a derivation of:
Ik m’:sig S;; module x : Mg; S, restr 6 end
We conclude immediately using D-CompNT and D-Sus.

o the case where m(p) —r m’(p) with m —r m’ is the same.
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e if m(p) —r my[x = p] where m = func(x : M) mo, we have a derivation of the form:
[ m:func(x: M) M’ TFp: M,
T m(p): M[x = Am] FM[x— An] <:M
'k m(p): M

D-FuncArp
D-Sus

where A, = memr(p’). Since m = func(x : M) mg, we must have a derivation of the form:

I'r Mp F(X)é undef
I', module x = absparam : Mp IF mg : M”
T i func(x : Mp) mg : func(x : My) M” FM, <M, FM” <M
T I+ func(x : Mp) mg : func(x : M) M’

D-Func

D-Sus

Since'Fp: M;) and M;) <: M;, we know that we have a derivation of I' - p : M,,. Since:
T, module x = absparam : Mp IF mg : M”
is derivable, we apply Lemma C.12 to get a derivation of:
Tk mg[x > p]l:M’[x > Ay]
Using Lemma C.9, we know that since - M"" <: M’, we have a derivation of:
T Ik mo[x — p] : M'[x — A]

e the case where m(p) —r (absk x)(Po, p) and m = (absk x)(Po) is immediate. O

We recall and prove Lemma C.1:

LemmaA (SuBjecT REDUCTION). IfT IF & andT I m: M thenT I+ resg(m) : M whenever resg(m) is
well-defined.

Proor. From Proposition C.8, we know that resg(m) = m | g. From Lemma C.13, we know that
the type of the module expression is preserved. This concludes this proof. O

D SOUNDNESS OF OUR HOARE LOGIC FOR COST

We now prove the soundness of our Hoare logic rules. We recall Theorem 5.1.
THEOREM. The proof rules in Figures 12, 11 and 13 are sound.

We focus on the two most complicated rules of our system, ABs (Section D.1) and INSTANTIATION
(Section D.2). The soundness of the remaining rules is straightforward to show (we omit the proof).

First, some notation. We extend the program semantics [_] 87 to function paths, by letting [F] &p
be the execution of F’s body without the procedure’s arguments evaluation phase:

[FI* =E

w51 Mvtxe e o herseetrvn)]

(if f-resg(F) = (proc f(T:7) > 1, = {_; s; returnr }))
[FI* =lp)®)-f10 (if f-resg () = (absopen X)(P)-f)

The cost of F is defined as expected, by taking the maximum over all memories of the support of
the second marginal of [F] f’p :

costf”p(F) = sup(supp(7; ([F] f’p)))
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Finally, cost judgment & + {¢} F {¢ | t} on function path have the same semantics than cost
judgment on statements, i.e. for every well-typed environment &, for every &-interpretation p and

v e
supp(zf([F]*) € ¢ A costs” (F) < t[conc] + 2Aeabs(E)f eprocs(&(A) LIA-f1 ComPIAf 5)

D.1 Abstract Call Rule Soundness

We now prove that the abstract call rule ABs in Fig. 12 is sound.

First, remark that since the rule ABs uses a different upper-bound #y_4(k) on the cost of the
k-th call to the oracle H.g, and since the fact that we are in the k-th call is characterized by the
invariant I, we must prove both properties (the invariant on the memories, and the upper-bound
on the complexity of the call) simultaneously. The proofs is by induction on the size in & of the
procedure p(x). f called, where procedure calls are inlined. Formally, for every environment & and
&E-pre-interpretation p, we define:

#sizefj(abort) =1
#size;?(skip) =1
#sizei(sl;sz) =1+ #size‘;(sl) + #size:?(sz)
#sizef(x —e)=1-=1
#size/‘?(x <id) =1=1
#size;?(x —callF(€)) =1+ #size:?(s) (if f-resg(F) =proc f _={_s; _})

#sized (x — call F(Z)) = 1 + #sized(x « call p(x)(p).f (%))
(if f-resg(F) = (absopen X)(P)-f)
#size;?(if ethens; elses;) =1+ #size‘;(sl) + #size:?(sz)

#size?(while edos) =1+ #sizeg(s)

Note that we do not care about the size of the expressions appearing in the statement.
We now define and prove our (generalized) induction property, which we need to prove the
soundness of ABs after.

LemMma D.1. LetI a formula, & a well-typed environment, p an E-interpretation and X be functor
parameters with module types abs,pe, M which are module structure signatures (i.e. not functors).

For every statement s well-typed in & with additional functor parameters abs,aram X : M, and
satisfying a memory restriction A’ :

T'ks Crs>Ay where I' = &, module X = absaram : M

Then for every valuation p of the parameters X well-typed in & (ie. E + p: M), if we let & =
&, module X = abs,pep : M, and O be an enumeration of the parameters X’s procedures, i.e. of:

{yh|lyexAhe procs(M[y])}
Then if:

o the memory of the statement s is independent of I, except for calls to the parameters X, i.e.:

2 NFV(I) =
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e for every parameters’ procedure H.g € procsp(X), the k-th call to H.g (when H is instantiated
by p[H]) preserves the invariant and has a cost upper-bounded by ty; 4[k] (for k < A.[H.g]):

VE < A[O], k[H.g] < A[H.g] = & F {I K} BIH].f {I (k+ Tuy) | thg(K[H.gD}  (6)

o the number of calls from s to the parameters’ procedure is upper-bounded by 2[0] - k (for
memory satisfying the invariant I k):

Vk < Ac[é], Vv elk, VH.g € procsg(X), #callsg/_’g’?/v(s) < AJ[H.g] - E[H.g] (7)
For every H.g € procsg(X) and j < Ac[H.g], we define:
call—cost‘:"’_;(]') = ty.¢(j)[conc] + Z t.gDIA.f]- complf"]’,J

Aeabs(E)
feprocsg(A)

Let p’ = p, (X : p). We have that for every k < 1.[O] and v € I k:
supp(rf ([s]3"")) € T (K + #callsS 7' (5)) (8)
L,V
and:

KIH.gl+#callst, 2 ()1
PN N E Eupy:
cost;, *" (s) < i-cost), (s) + Z Z caIl-costH.g(}) 9)
H.geprocsg (%) j:l;[H.g]

That is, the cost of s executed in &, p’ and memory v (satisfying the invariant I l_é) is upper-
bounded by the intrinsic cost of s with functors parameters X, of the sum over functor parame-

ters’ procedures H.g € procsg(x) of the sum over all calls to H.g (which ranges from I;[H.g] to

#callsﬁ/_’;’v(s) -1) of the concrete cost of (the j-th call to) H.g (upper-bounded by ty 4(j)[conc]),
plus the sum, over all abstract procedures A. f (in the original environment &), of the number of

times the j-th call to H.g called A. f (upper-bounded by ty 4(j)[A.f]) times the maximal cost of A. f
S,p)

(which is complA.f

Proor. We prove this induction over #sizef,;(s). We do a case analysis on s:

e if s is abort or skip, this is immediate.
e if s =s4;5,. Letk < /1(:[6] and v € I k. We know that:

supp(f ([s1: 520 7) = U supp(rf ([s2] 7))

v esupp(rf (Is:157")
Let I_c)l =k+ #callsg’p’(sl). By induction hypothesis applied on s,
LV

supp(irf([[sﬂ](vg,’p,)) cI /_c)l (10)

Let v/ € supp(r} ([[sl]]‘vgl’p l)), we know that k; < 2.[O]. Hence, by induction hypothesis on s,
we deduce that:

8” ’ -
supp({([s2];,”)) S I ks

N &.p &.p )
where k,(v') = k + #calls6 (s1) + #calls6 , (s2). Since:
sV , v
#calls?* (s1) + #callsS~* (s2) < #calls?* (s1382) (11)
O,v O,v’ o,v
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we deduce: . o
supp(ﬂf([[sz]]f,’p ) CI(k+ #callsg’p (s1382))
Vv
which concludes the proofs of the first point. It remains to prove that the complexity of s;; s,
is upper-bounded by the wanted quantity. First, we have:

cost (51,52)—cost p(51)+ max ) cost p(sz)
v esupp(rf ([s:1]5 7))

By applying the induction hypothesis on s; and s, With, respectively, k and k;, we get:

costf”p (s1) < i—costf”p’x(sl) + Z Z call cost ’p(})

H.geprocsg(X) j=k[H.g]
and:

ko(v))[H.g]-1
&Lp . &, p' X E,p;.
cost,,”” (sp) < i-cost """ (sz) + E E calI—costH'g(])

H.geprocsg(X) j=7;1[H-gJ
. . &Lp .
Since i-cost, *" (s1;s2) is equal to:
X 8/, ’ . 8/, ’
i-cost;, 7 (s1) + max i-cost P (sy)
v esupp(rf ([s:]5

and using Equ. (11), we deduce that:

K[H. g]+#calls- # (s1352)—1
costf,’p'(sl) + costf,l’p,(52) < i-costfl’p'(sl;sz) + Z Z call—costf"_;)(j)
H.geprocsg(X)  j=k[H.g]
We conclude by taking the max over v’ and using Equ. 10.

ifs=x < e Letk < /IC[(S] and v € I k. Since memp(s) N FV(I) = 0, we know that x ¢ FV(I).
Hence the invariant is preserved, i.e.:

v’ e supp(rf([s]y ")), v/ e Tk
Since #callsg/’p/(s) = 0, this proves the first point. Moreover:
L,V

cost(vg’p (x «—e) = i—cost‘vc”p’x(x —e)

which concludes the proof.

the random assignment x & d, conditional if e then s; else s; and while loop while e do s
cases are similar. We omit the details.

ifs = x « call F(¢) and f-resg(F) = (proc f(0:7) — 7, = { var (9 : 7j); s’; return e }), then
we proceed as in the previous case, applying the induction hypothesis on s’. First, we remark
that s’ is smaller than s, since:

#size/?(s’) < #sizeﬁ(x «— call F(¢))

It only remains to check that the induction hypothesis’s hypotheses hold. The last two
hypotheses are straightforward to show. It only remains to prove that I' s > A}, is derivable.
Since T + s> A}, we know that memr(s) C A7, where:

memr(s) = {x} L memp(s’) Ll vars(e)
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Which concludes this case.

e idem if s = x «— call F(¢) and f-resg(F) = (absopen H)(L).f with H ¢ X.

e ifs = x « call F(¢) and f-resg(F) = (absgpen H)(p’).g with H € X, then we use the hypothesis
that procedures of the interpretation of the modules parameters X preserves the invariant.
First, since X have types M and M are module structure signatures, we know that p’ is empty
(from the fact that s is well-typed in T'). Hence f-resg(F) = absqpen H.g.

Let k < A[Olandv el k. First, using the hypothesis in Eq. (7), we know that:

K[H.g] + #calls}}"” (x « call F(&)) < A[H.g]

Hence l_c)[H.g] < Ac[H.g]. By applying Equ. (6) on H.g, we know that:
& kTR BIHLg {I (K +Tr1.g) | th g(R)} (12)

Since p is an &-interpretation, and since X have type M where M are module structure
signatures, we can check that p’ is an &’-interpretation. Hence, from Equ. (12) and the
semantics of the cost judgment given in Equ. (5) we get that:

supp(rf ([BIH1.9]57)) € T (k + Tug) (13)

and:

costy," (B[H].g)
< tug(k[H.g])[conc]

- &,
+ Z th.g(k[H.gDIA.f] - compl
Ae€abs(&)

feprocsg(A)

< caII—costﬁ’.;’(l_c)[H.g]) (14)
Observe that since p’ = p, (X : p), we have:
[x « call F(E)]]fl’pl = [x « call f)[H].g(é')ﬂf”p,
Hence Equ. (8) follows directly from Equ. (13). It remains to show Equ. (9). First, note that:
cost®” (x — call F(2)) = i-cost®”*(x — call F(&)) + cost"* (B[H].g)
Since p is well-typed in &, we know that costf,’p/(f)[H].g) = costf’p(ﬁ[H].g). Hence:
cost:,a’p/(x «— call F(¢)) = i—costf,’p,’;(x «— call F(¢)) + cost?’p(ﬁ[H].g)
We conclude the proof of Equ. (9) using the inequality above and Equ. (14). O
LEMMA D.2. The rule ABs given in Fig. 12 is sound.

Proor. We just apply Lemma D.1 on p(x). f. The first two hypotheses of the lemma hold thanks
to the premises of the ABs rule, and using the fact our module system has the subject reduction
property (Lemma C.1). The third hypothesis follows from the fact that p is an E-interpretation. O
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D.2 Instantiation Rule Soundness

We prove the following technical lemma, which allows to extend an E-interpretation p into an
(&, module x = absypen : Mj)-interpretation p” = p, (x = m). This is possible whenever:

i) m has type erasecompi(M));
ii) and we can show that m verifies M|’s complexity restriction by proving that:

Vf € procs(My), &, module X = absgpen : M+ {T} m).f {T | t¢}
where X are M|’s functor parameters, and M their types.
LEmMA D.3. Let & be a well-typed environment, M| be low-order module signature s.t.:
M; = func(x : l\7\) sig _ restr 0 end

and m be a module expression s.t. & b m: erasecompi(M)). Let &4 = &, module x = absype, : My and p
be an E-interpretation. If, for every f € procs(M), we have:

&, module X = absgpen : M+ {T} mZ).f {T |t} A tr <compt O1f] (15)
then p, = p,(x — m) is an E,-interpretation. Moreover, for any f € procs(M):
complf}’p“ < tr[conc] + Z tr[A.h] - complfj;; (16)
Aeabs(E)
heprocsg(A)

Proor. Let m be an evaluation of x’s parameters s.t. for every 1 < i < [X|, if we let x; = X[i],
m; = m[i] and M; = M[i] = sig _ restr AL A _end:
& + (module x; = m; : erasecompl(M;))
and:
Vg € procs(M;), costf(mi.g) <AL

Let &), = Eq; module X = abspen : M and Pl = pa, (X : m). Also,lety e Xand g € procs(M[y]). To
prove that p, is an &,-interpretation, we only need to prove that:

#callsf;g’pl“(x(?).f) < 0[f1ly.g] (17)

and that:
i-cost&ePaX(x(X). ) < 6[ f][intr] (18)

Restriction to module structures. First, note that w.l.o.g. we can assume that m are all module
structure (i.e. of the form struct _ end). Basically, we show that we can build another interpretation
pl extending p, which satisfies the same hypotheses than p/, and such that for every z € X, pZ/(2)
is a module structure such that, for every g € procs(M[z]):

#eallss P (x(X). f) = #eallse s (x(X). f)
and:
i-cost®ePaX(x(). f) = i-costEePaX(x(X). f)
Indeed, assume that there exists some y € X such that m[y] is not a module structure in p7,. If
m(y] is a module path p in p, then we resolve it in &, p (which is always possible, since m[y] is
well-typed in & and p is an E-interpretation) until we get a module structure struct st end, and

replace y by struct st end in p/. Finally, m[y] cannot be a functor (by typing hypothesis) in p,. We
repeat the steps above until (p/,)[X] are all module structures.
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Proof of Equ. (17). Since p/,(x) = m and m is well-typed in &, and since the module expressions m
are well-typed in &, we can removed x from the environment and the interpretation while keeping
the semantics unchanged. That is, we have:

ElprPla (o TR
#callsy &P (x(X). f) = #calls ; (m(X).f) (19)
where:

&’ = & module X = absgpen : M and p' = p,(X:m)

Since & is well-typed, and m have types M in &, and since M is not a functor type, we can check
that &’ is well-typed, and p’ is an &’-interpretation. Using Equ. (15), we get:

Vv, costfl’pl(m(i).f) < tr[conc] + Z te[A.h] - compli’hpl (20)
Aeabs(&’)
heprocsg (A)

Let N > 0 be an non-zero positive integer. We are going to change the interpretation of y in p’ by
adding some code doing nothing and taking time N. Let st, be such that p’(y) = struct st, end. By
typing hypothesis, we know that st, is of the shape:

sty = sty; proc g(0:7) —= 7, = { var (3, : 71); sy; returney }; sty
Then, we let sti,v be the module structure:

sty; proc g(T:7) — 7, = { var (3 : 7)); (ticN;sg); return ey }; sty
and let p}; be the interpretation with the same domain as p’ s.t.:

p'(w) ifw#y

VYw € dom(p’), p, =
v (P Piv(w) {struct st{,\] end ifw=y

Let v be some arbitrary memory. Since p’ is an &'-interpretation, then so is p};. Using Equ. (15),
we get:

costfr’p}"(m(i).f) < tg[conc] + Z te[A.h] - compli}lp}" (21)
A€abs(&’)
heprocsgs (A)

Moreover, we can easily check that:

#eallsSsP (m(3).£) = #eallss ¥ (m(X).f)
and:
PN (i (2) F) = coctE P (e E.p' =
cost, " N(m(X).f) = cost,”" (m(X).f) + N - #calls, ;" (m(X).f)

From Equ. (21), we have:

costf’/’p/(m(?).f) +N - #callsf_/f/(m(?).f) < tr[conc] + Z te[A.h] - complfi}lp}‘]

Ae€abs(&’)
heprocsg (A)
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Using the inequality above, and Equ. (20), we have:

&0 -
N-#callsy'gp (m(x).f)

< te[AR] - (compls PN — complS ')
A€abs(&’)
heprocsg (A)
8/, ’ 8/, ’ X , ,
< trly.gl- (comply_gpN - comply_gp ) (Since Vz # y, pj(z) = p'(2))
< trly.gl-N

We deduce that #calls;,o’_;p/(m(?).f) < trly.gl. From Equ. (15), we get that:

&y
#callsy.gp (m(x).f) < 0[f1ly.g]
This, together with Equ. (19), proves Equ. (17)
Finally, to prove that Equ. (18) and Equ. 16 hold we do the exactly the same reasoning, this time
by adding to the interpretation of x some code doing nothing and taking time N. O

We also prove the following weakening lemma for the intrinsic complexity of a procedure.

LeEmmA D.4. For every well-typed environment &, if:

E=8;6 where &1 = Ep; module x = abs,pen : M
and &; contains only module declarations. Then for every f € procs(M|) and E-interpretation p, we
have complf_’; = complf_}’p1 where p; is the restriction of p to E;’s abstract modules.
PRrROOF SKETCH. Assume M| = (func(x : /\_)/\) sig _end). Let & = (&, module X = absgpen : /T/\)
and & = (&1, module X = absgpen : M), we prove that complff < complffj;p1 and complf_’}f >
|81,P1
compl "2

The latter inequality is straightforward to show, since any &-interpretation p; can be extended
into an &'-interpretation p that leaves the intrinsic cost of x unchanged, i.e. such that for any v:

i—costf,’p/’x(x(i).f) = i—costfl’p"x(x(i).f)

To prove the former inequality, we show that any &’-interpretation p can be transformed into an
& -interpretation p’ such that Equ. (D.2) holds, by inlining all modules of &, in p. We omit the
details. O

LEMMA D.5. The rule INSTANTIATION given in Fig. 13 is sound.

Proor. We consider an instance of the rule INSTANTIATION. We want to prove that:
&, module x =m : M| + {@} s {¢ | Tins}
Let & = (&, module x = m: Mj) and &, = (&, module x = absypen : Mj). We know that:

M, = func(y : /\7\) sig S restr 6 end & Fx m : erasecompl(M))
Let p be an &, -interpretation and v € @, we need to show that for every memory v:
E’c,
supp( ([s], ")) € ¥ (22)
costf"’p(s) < Tinslconc] + Z Tins[A.g] - compli‘;p (23)
Ae€abs(&E¢)
geprocsg, (A)
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We know that M; = func(y : /\7\) sig S| restr 6 end and:
Ea t{d}s{y | 15} (24)

Using Lemma D.3, we know that p, = p, (x = m) is an E,-interpretation. Hence, using Equ. (24),
we deduce that:

Sa a
supp(r; ([s], ") € ¥ (25)
costf?“’p“(s) < ts[conc] + Z ts[A.g] - compl,* Ba: p“ (26)
A€abs(E,)
geprocsg, (A)

Using the fact that p,(x) = m, we can check (by induction over #sizeg‘i (s)) that:

[[s]]f’“’p” = [s] Be-p and costFePa(s) = cost”(s)
From the left equality above and Equ. (25), we know that Equ. (22) holds. It remains to prove
Equ. (23).
From the right equality above and Equ. (26):
costf)"’p(s) < tg[conc] + Z ts[A.g] - compl @ p“

A€abs(E,)
geEprocsg, (A)

IA

ts[conc] + Z ts[x.f]- compl Eapa
feprocs(Sy)
+ Z ts[A.g] - compl,” “p“
A€abs(&E;)
geprocsg, (A)

IaPa

We replace compl, by compl p for every A € abs(&E.) and g € procsg_(A) using Lemma D.4:

costvc’p(s) < tg[conc] + Z ts[x.f]- complx}’p“
feprocs(Sy)
+ Z ts[A.g] - compl* Ee. p (27)

Aeabs(&E;)
geprocsg,, (A)
Using Lemma D.3, we upper-bound compls}’p“ for every f € procs(S)):

compl_ ;p“ < tr[conc] + 3 acabs(e) tr[A.g]- compl
geprocsg(A)
We check that the quantities above are identical when evaluated in &, hence:
compl }p“ < te[conc] + X acabs(se) trlA.g]- compl* &, p
geprocsg, (A)

Hence, re-organizing the terms in the sum in Equ. (27):

costf"’p(s) < ts[conc] + Z ts[x.f]- tr[conc]+

feprocs(Sy)
Ee,
Z (ts[A.g] + Z ts[x.f1- tr[A.g]) - compIA‘gp
A€abs(E¢)geprocsg, (A) feprocs(Sy)
Which, by definition of Ti,s, is exactly Equ. (23). m]
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