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(extended version)
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Inria Paris Aix-Marseille Université Université de Lorraine
LIS, CNRS Inria Nancy Grand-Est & LORIA
Abstract

Symbolic protocol verification generally abstracts probabilities away, considering
computations that succeed only with negligible probability, such as guessing random
numbers or breaking an encryption scheme, as impossible. This abstraction, some-
times referred to as the perfect cryptography assumption, has shown very useful as
it simplifies automation of the analysis. However, probabilities may also appear in
the control flow where they are generally not negligible. In this paper we consider
a framework for symbolic protocol analysis with a probabilistic choice operator: the
probabilistic applied pi calculus. We define and explore the relationships between
several behavioral equivalences. In particular we show the need to require random-
ized schedulers — indeed we exhibit a counter-example to one of the main results in a
previous work that relied on non-randomized ones. As in other frameworks that mix
both non-deterministic and probabilistic choices, schedulers may sometimes be un-
realistically powerful. We therefore consider two subclasses of processes that avoid
this problem. When considering purely non-deterministic protocols, as is done in
classical symbolic verification, we show that a probabilistic adversary has—maybe
surprisingly—a strictly superior distinguishing power for may testing, which, when
the number of sessions is bounded, we show to coincide with purely possibilistic sim-
ilarity. Finally, we consider fully probabilistic protocols and show that trace equiva-
lence corresponds to a notion of may testing with purely probabilistic attackers. We
also briefly discuss complexity and automation for these subclasses when the number
of sessions is bounded.

*This work has been partly supported by the ANR Research and teaching chair in AT ASAP with
support from the region Grand Est and by France 2030 program managed by ANR (ANR-22-PECY-0006).
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1 Introduction

Automated symbolic protocol verification, based on the seminal work of Dolev and Yao [DYS&3],
has nowadays reached a level of maturity enabling successful use on complex real-world
security protocols, including TLS [BBKI7, (CHH'17], Signal |[CGCD™20], authentication
protocols of the 5G standard [BDH" 18|, or EMV’s secure payment protocols [BST21] to
name only a few. In the symbolic model, a non-deterministic, computationally unbounded
attacker is assumed to have complete control of the network, being able to intercept any
messages, and forge new ones. As a counterpart, cryptography is idealized and the at-
tacker can only use predefined rules to manipulate messages that are represented by terms,
e.g. expressed by an equation dec(enc(m, k), k) = m stating that a message m encrypted
with £ can be decrypted with the same key. This treatment of cryptography is in opposi-
tion to computational models where we assume a probabilistic polynomial time attacker,
messages are represented by bitstrings and assumptions that an arbitrary such attacker
has at most negligible probability of breaking a cryptographic primitive. Similarly, in the
symbolic model, random values, such as keys or nonces, are chosen freshly from an infinite
domain, rather than chosen randomly from a sufficiently large domain. These symbolic
abstractions of cryptography and randomness have even been shown sound [CKW10] (un-
der rather strong assumptions) and significantly ease the automation of proofs. Hence,
symbolic modeling of messages is arguably useful for formally analyzing cryptographic
protocols.

However, the above-described abstractions of randomness only apply to the messages,
and not to the control flow. Typical examples which crucially rely on randomized control
flow are mechanisms for providing anonymity, such as the dining cryptographers proto-
col [Cha8§|, Mix-nets [Cha81] or Crowds [RR98]. In this paper, we will investigate indis-
tinguishability properties, expressed as equivalences in a cryptographic process calculus,
the applied pi calculus [ABF17], extended with a probabilistic choice operator. Typically,
the testing equivalence expresses that two processes are equivalent if they exhibit the same
behaviour when put in parallel with an arbitrary attacker process. Our work presents foun-
dations for a model that (i) extends the scope of symbolic protocol analysis to probabilistic
protocols, and (iz) allows to consider non-probabilistic protocols in the presence of a prob-
abilistic attacker. In particular, when we consider purely concurrent processes—without
probabilistic behavior-the equivalence we obtain is strictly stronger than the standard
testing equivalence on such purely concurrent processes; in other terms, probabilistic ad-
versaries are—for good reasons, as we will argue—more powerful in order to distinguish such
processes than the purely concurrent adversaries considered in existing works and tools.

Our contributions. In a first part we introduce a probabilistic applied pi calculus and
its semantics, which has similarities to [GLPT07], with two major differences. (i) We ex-
press our semantics in terms of general non-deterministic probabilistic transition systems
(NPLTS)-also called probabilistic automata in the literature-which allows us to bene-
fit from a large body of existing results on these systems [SLI5, PS07, [Casl8, BSV19,
DVGHMO09, [Sto02, [Eis17]. (i) More importantly, we differ in the way non-determinism is
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resolved: unlike [GLPTO7] we allow for randomized schedulers—rather than choosing one
particular non-deterministic choice, we allow the scheduler to choose an arbitrary distri-
bution on the available non-deterministic choices. Next we introduce testing equivalence,
and show that unlike in the purely non-deterministic choice, may-testing is strictly stronger
than trace equivalence. Finally, we introduce notions of (bi)simulation and observational
preorder and equivalence and show that the simulation and observational pre-order, respec-
tively bisimilarity and observational equivalence, coincide for randomized schedulers. We
also show that for non-randomized schedulers, these equivalences do not coincide, which
provides a counter-example to one of the main results in [GLPTQ7).

A well-known phenomenon [CP10, [AAPvRI10] in process calculi that are both proba-
bilistic and non-deterministic is the existence of some nonrealistic schedulers that are able
to use the internal probabilistic choices done by an agent in order to schedule another
agent’s non-deterministic choices, i.e., the scheduler leaks the probabilistic choices. There-
fore, we study two important subclasses of processes that avoid this phenomenon. First,
we consider the classical class of non-probabilistic processes, as in the original applied pi
calculus, but in the presence of probabilistic adversaries. We show that, if we additionally
bound the number of sessions, may-testing with probabilistic adversaries coincides with the
classical, purely possibilistic notion of similarity. This provides a contextual characteriza-
tion of the notion of similarity which is reminiscent of [DVGHMO09] in the setting of CSP.
Relying on results from [CKRI18|, this implies that testing equivalence with probabilistic
adversaries is co-NEXPTIME complete for a large class of cryptographic primitives. Second,
we consider a class of fully probabilistic processes, which is reminiscent of a probabilistic
version of simple processes in [CCD13| [CCO08], and a slight generalization of the processes
in [CSV17]. We next show that trace equivalence as considered in [CSV1T], is weaker
than may-testing, but coincides with a version of may-testing where attacker processes
are restricted disallowing replication, parallel, and non-deterministic choice, but allowing
probabilistic choices. Finally, we briefly discuss how the algorithm for deciding trace equiv-
alence in the DeepSec verifier [CKR1§| could be adapted to this fully probabilistic case,
providing a more general setting than Bauer et al. [BCSV18| who additionally bound the
size of input messages. A thorough treatment of this adaptation and implementation is
left for future work. Most of our results are summarized in Figure [1| that depicts the re-
lationship between the different preorders (with similar relations between corresponding
equivalences).
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Figure 1: Summary of the relationship between preorders.

Part 1
A Probabilistic Applied Pi Calculus

In this first part we present a probabilistic extension of the applied pi calculus. We first
introduce its syntax and internal semantics. Then we introduce different equivalences
and preorders, and study their relations. We start with the classical may-testing equiv-
alence, which requires to be precise about how non-determinism is resolved. Then we
introduce a labelled semantics and the notion of trace equivalence. Unlike in the purely
non-deterministic case, trace equivalence is (strictly) weaker than may testing. Finally,
we introduce other equivalences and preorders: similarity, bisimilarity and observational
preorder/equivalence. We emphasize the need for randomized schedulers; indeed, the use
of non-randomized schedulers results into a non-transitive simulation relation.

2 Probabilistic Applied m-calculus

In this paper, we will work with probabilistic applied m-calculus, the probabilistic variant
of applied 7m-calculus introduced by Goubault-Larrecq et al. [GLPTQT7].

2.1 Message as terms

We assume an infinite set of names, denoted N' = {a,b,...,}. We partition the set N/
into two disjoint infinite sets Ny, and N, to respectively represents public and private
names. The distinction between public and private names is analogous to the distinction
between free and bound names in the original applied pi calculus. We define an infinite
set of variables X. Finally we consider a finite set of function symbols with their arity
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F=A{f/n,g/m, ...}, called signature. Terms are defined as names, variables, and function
symbols applied to other terms. For any F C F, N C N and V C X, the set of terms
built from N and V by applying function symbols in F is denoted by 7 (F,N U V). We call
protocol terms the terms from 7(F,N U X).

We also suppose that terms are equipped with a binary relation = that expresses that
two terms evaluate to the same result, and a predicate Msg(-) that is intended to hold
when evaluation succeeds. We suppose that = is a symmetric and transitive relation that
is closed under substitution of terms for names and variables, as well as application of
function symbols and such that for all a,b € N, a = b if and only if a = b. Msg(-) is
supposed to hold on any names, to be closed under renamings and ¢; = t, implies that
Msg(t1) and Msg(ts). Finally, we require that Msg(t) implies ¢ = ¢.

For example, the = relation could capture that dec(enc(m,k),k) = m for any m,k
modelling that decryption cancels out encryption when the same key £ is used and one
may define Msg(dec(n, k)) as false to express that decryption could fail if the ciphertext it
is applied to is not an encryption with the matching key.

How = and Msg(-) are precisely defined is not relevant for the results of this paper and
we wish to capture several formalisms. = can for instance be defined by an equational
theory, as in the applied pi calculus [ABF17] (where Msg(-) would evaluate to true on any
term), defined by a constructor-destructor rewrite system, allowing evaluation to fail when
a destructor application does not reduce, as in the DeepSec tool [CKR18|, or a combination
of these as in the ProVerif tool [Blal6].

2.2 Syntax of the process calculus

The syntax for processes is defined as follows:

P Q= processes
0 nil
in(u, x); P output
out(u,v); P input
PlQ parallel composition
'P replication
new a; P restriction
if u=v then P else ) conditional
P+Q non-deterministic choice
P+,Q probabilistic choice

where u, v are protocol terms, z € X, a € N and p €]0;1[. A process P is closed when all
variables in P are bound by an input.

Notation 1. We write SP for the set of all processes in probabilistic applied w-calculus,
and MP for the set of all multisets over SP. We sometimes consider syntactic subclasses
of these processes. For finite processes, i.e., without replication, we denote these sets by



SP<>* and MP<>. For non probabilistic, i.e. purely non-determinisitic processes without
+,, we write SP™ and MP"™ and when considering both restrictions we write SP<>"?
and MP<P,

2.3 Operational semantics

We will now define the semantics of the probabilistic applied 7-calculus. We opt for a
different presentation of the semantics than Goubault-Larrecq et al. [GLPT07] relying on
existing formalisms for transition systems. Moreover, we allow for a more general class of
schedulers.

Notation 2. Let S be any set. We denote by D(S) the set of all finitely supported proba-
bility distributions over S. We denote by D=!(S) the set of all sub-probability distributions
over S (observe that D(S) C D=Y(S)). For p,q > 0, and D, E two sub-distributions, we
write p- D + ¢ - E for the measure defined as (p- D + ¢q- E)(x) =p-D(z) +q- E(z). In
the particular case where ¢ = 0, the resulting sub-distribution does not depend on F, and
we simply write p- D instead of p- D +0 - E.

If D € D(S), we denote by supp(D) the support of D, i.e. the set of all elements s € S
such that D(s) > 0. If S’ € S, we note D(S') = Y~ .o D(s). Finally, we denote by d, the
Dirac distribution on z.

The operational semantics of processes is defined by a relation between multisets of
processes and probability distributions on multisets of processes, denoted P —, . This
relation is defined in Figure

Remark 1. One may note that our calculus offers a non-deterministic choice operator
that is resolved internally. This differs from the standard pi-calculus [MPW92] where the
non-deterministic choice operator is resolved externally. Even though the original applied
pi calculus [ABF17] does not contain non-deterministic choice the process P + @ can be
encoded as

new ¢; ((out(c, tok); P) | (in(c, tok); Q))

where ¢ and = do not occur in P nor in (). Alternatively, we could have defined + as
syntactic sugar.

In the following, we will deal with the operational semantics of our calculus with tools
designed for generic probabilistic systems. We choose the notion of non-deterministic
probabilistic labelled transition systems (NPLTS) used for instance in [BSV19]. A NPLTS
allows to represent states that have both internal and external non-deterministic behavior.
It can be noted that it coincides with the notion of simple probabilistic automata of Segala
et al [SL95].

Notation 3. Let S be any set. We denote P(S) for the set of all finite subsets of S.
Moreover, we can augment S with a special element * will be used to talk about deadlocks,
ie. SU{x}.



PU{O} —. dp (NULL

PU{P+ Q}) =+ dpugry (CHOICE-1
PU{P+ Q} —- dpugqy (CHOICE-2
PULP +, Q) =+ p-dpugry + (1 —p) - dpugey (PCHOICE

)
P U {if u=v then P else Q} —; dpugpry if u=vw (THEN)
P U {if u=v then P else Q} —- dpugoy if uw (ELSE)
P U fout(u,t).P,in(v,2).Q} =+ dpugrofemi}} if Msg(t) Nu=v (Comm)
PU{P | QY =+ dpugray (PAR)
PU{!P} —- dpugip,ry (REPL)
P U {new a; P} =+ Spigprer /1y where a’ € Ny is fresh (NEW)
)
)
)

Figure 2: Semantics of the calculus

Definition 1 (NPLTS). A NPLTS is a triple (S, A, trans), where
e S is a set of states,
o A=A, UA.: is a set of labels, and

e trans : S - A — P(D(S)) is a transition function: for each state in S, and each
label in A, trans(s)(a) is a set of (finitely supported) distributions.

The labels in A;,;, respectively A.,; are called internal, respectively external actions. For
s€S,a € A, when D € trans(s,a) we write s = D if a € Agpy and s = D if a € Ay

In the rest of this paper, we may define a NPLTS by only its transition function, i.e.,
we will say that trans : S — A — P(D(S)) is the NPLTS (S, A, trans). When considering
an NPLTS with only one internal action, this action will usually be noted 7, in such a way
that s = D if and only if D € trans(s, 7).

We now express our operational semantics as a NPLTS, whose only action is the internal
action {7}. The need for external actions will become clear in Section [ when defining a
labelled semantics as a NPLTS N with an internal action 7, and several external actions
that represent adversarial transitions. Moreover, in Section 77, we consider a refinement
of both labelled and non-labelled semantics, using several internal actions: an internal
action will correspond to an internal action 7 decorated with an annotation visible by the
scheduler.

Definition 2. The operational semantics is the NPLTS N° = (MP, {7}, trans®) where for
every s € MP, trans’(s)(7) ={D | s —», D}.

Note that the states of the NPLTS N¢ contain all possible multisets of processes and
how they are executed. Obviously, N° is thus an infinite transition system. In examples

10



illustrating transitions of a multiset of processes P, we only show the relevant fragment of
N¢ that contains P.

Example 1. The complete execution of the following process P is given in Figure [3

(out(c, k) 4173 out(c,a)) | in(c,x);if © = k then out(c, ok)

@—*[ £2:} )

{7} ] [{outck/ B}}]—»M]—' B}
@J—'@—'O

( {out(c,a), B} ]—»M]—»[ 0,0} |

A = out(c, k) +1/3 out(c,a) By = if k' =k’ then out(c, ok)
B =in(c,z);if x = k' then out(c, ok) Bs = out(c, ok)
By = if a = k' then out(c, ok)

Figure 3: Semantics of the process P from Example

3 May Testing Equivalences

3.1 Resolving the internal non-determinism

We generically express the way to resolve the internal non-determinism of a NPLTS using
the formalism of resolutions: resolving the non-determinism means choosing from the
NPLTS, a particular transition system without internal non-determinism. The resulting
transition system is called a Reactive Probabilistic Labelled Model and has still external,
but no internal, non-determinism. It can be noted that this model is equivalent to Labelled
Markov Chains when extended with internal actions.

Definition 3 (RPLTS). A Reactive Probabilistic Labelled Transition System (RPLTS) is
a triple (S, A, trans), where

e S is a set of states,

o A=A, UA,,; aset of labels, and

11



e trans : S — (At — (D(S) U {x})) U (Aint x D(S)) is a transition function that
assigns to each state in §

— either a function mapping labels in A.,; to a failure or a distribution over S
(the non deterministic external actions);

— or one unique distribution with its internal label from A;,; (the deterministic
internal action).

The states s € S such that trans(s) : A.r — (D(S) U {x}) are called external states, while
the ones such that trans(s) : (A x D(S)) are called internal states. Given an RPLTS
R, we will denote by S..t(R) and S;:(R) the sets of external and internal states of R
respectively.

In the particular case of a NPLTS with no external action, resolving the internal non-
determinism results in a system with no non-determinism at all. This is for instance the
case of the operational semantics N°. Such a purely probabilistic system can be modelled

as a reactive probabilistic transition system (that is equivalent to the notion of Markov
Chain).

Definition 4 (RPTS). A Reactive Probabilistic Transition System (RPTS) is a pair
(S, trans), where

e S is a set of states, and

e trans: S — (D(S)U{*}) is a transition function that assigns to each state in S either
a failure token x, or a distribution over S.

We now define resolutions—or schedulers—for a NPLTS that allow to solve the internal,
but not external, non-determinism: a resolution describes one of the possible ways of
turning an NPLTS into a RPLTS. It means that for each state s, a resolution should
choose whether s is an internal state or external state; in the first case, a unique pair of
an internal action and a post-transition distribution must be chosen; in the second case,
for each external action a, the resolution must choose a unique distribution D (if it exists)
such that s —, D. It is however slighly more complicated, since the possible existence of
cycles in the execution—meaning that from the same state, the scheduler can do successively
different choices—lead to the necessity of a correspondance function.

Example 2. There are indeed cycles in the NPLTS N°; because of the replication operator
I. For instance, we can consider the following process P:

P:=1Q with @ :=in(u, ) | (out(u, 0) + out(u, 1)).

We represent in Figure {4 a fragment of N° containing the state {P}}. (Observe that this
fragment is not self-contained, in the sense that there exist N°-transitions from states in
this fragment to states absent from this fragment).

12
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({e.r3 ({P,in(u, z), out(u,0)})
({P,in(u, z), (out(u,0) + out(u, 1)}}jT _ {P,0,0}
\

/
[{{P, in(u, z), out(u, 1)}})

Figure 4: A cycle in N°, from Example

Notation 4. Let S be a set of states and A C D(S) be a finite set of probability distri-
butions over S. The convex hull of A is defined as:

conv(A) :={D € D(8) | 3on,...,an €ERIDy,..., Dy €AY a;=1AD=> a;-D;}
=1 =1

Notation 5. Let §,8 be two sets of states and f : § — &'. We define the function
[ :D(S) = D(S') to be the probabilistic lifting of f, where f(D) =" s D(s) - 5.

When obvious from context, we will overload the notation and write f instead of f.

Definition 5 ([BSV19]). Let trans : S — A U At — P(D(S)) be a NPLTS.
A randomized, respectively non-randomized, resolution for trans is a triple (S’, corr, trans’),
where &’ is a set of states, corr : 8’ — S is the correspondence function, and trans’ : &’ —

(Aewr — (D(S") U {x})) U (Aine x D(S)) is a RPLTS R such that:
if & € Sepe(R) and trans'(s’)(a) = D, or s’ € S;i(R) and trans'(s’) = (a, D),

then corr(D) € conv(trans(corr(s’))(a)) (randomized), respectively
corr is injective on the support of D and corr(D) € trans(corr(s’))(a) (non-randomized).

Given a NPLTS N we denote by R,(N), respectively R, (N), the set of randomized,
respectively non-randomized resolutions. Observe that any non-randomized resolution is
also a randomized resolution, i.e., R, (N) C R,(N).

Remark 2. In the particular case of an NPLTS N that has only one internal action 7,
and no external actions, as for instance N°, a resolution is a triple R = (&', corr, trans’),
where S’ is a set of states, corr : 8" — S is the correspondence function, and trans’ : &' —
(@ — (D(S")U{x})) U ({7} x D(S’)). Recall that for any set X, the cardinality of the
set (@ — X) is 1: by abuse of notation, we denote by * the unique element of the set

13



(a) A NPLTS N

® 9

1/3 /6
s T @ u 53 a @
N a
2/3 1/2
(b) A non-randomized resolution for N (¢) A randomized resolution for N
corr(st) = s1 (1 <i <3), corr(s;) =s; (2<j<3). corr(s;) = s; (1 <i<3)
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(@ — (D(S")U{*})). With this notation—and by indentifying any set X to the isomorphic
set {7} x X—we can simply rewrite trans’ as:

trans’ : 8" — {x} UD(S').

To sum up, there are two possibilities when we star from a R-state ' € S’ either the
execution stops here (in this case, trans(s’) = x, and thus s’ is an external state), or
the scheduler chooses the next step (in this case, trans(s’) € D(S’), and thus s’ is an
internal state). Formally, it means that the N-resolutions are actually RPTSs—the purely
probabilistic structure defined in Definition 4] Moreover, we can rewrite the simplified
constraints on resolutions given in Definition [5| as follows:

if trans'(s") = D

then corr(D) € conv(trans(corr(s’))(7)) (randomized), respectively
corr is injective on the support of D and corr(D) € trans(corr(s'))(7) (non-randomized).

We show in Figure [6] examples of N°-resolutions for the process P from Example [I] and
its semantics in Figure [3]

£} ) (foutle, #), BE ({0, B} ——({BF ——({Bs})
(4B} (o} —

T

({out(c, a), BY} }——({0, B }]

(a) A non-randomized resolution.

2% ) (foute, ¥), BE ({0, Bop)——({(B:1)——({B:1)
SRE (020

3/4 1/4 T
({out(c,a), B} ({0, B:}] 7 ({0.0}

(b) A randomized resolution.

Figure 6: Examples of resolutions for process P from Example [1| where the correspondence
function corr is the identity. Resolutions in N° correspond to a Markov Chain.

15



3.2 Computing the probability of reaching a barbed state
We first precise when a state of N°, i.e., a multiset of processes, exhibits a barb c.

Definition 6. For any public name ¢ € N, and a multiset of processes P € MP, we
say that P exhibits barb ¢ when there exists a process out(u,t).QQ in P where ¢ = u and
Msg(t). We denote by | ¢ the set of all multisets of processes that exhibit the barb c.

We formalize here the probability of reaching a state in some set of target states, in a
fully probabilistic transition system, i.e., in a transition system where all non-determinism—
internal or external-has already been resolved. We first define the probability of reaching
such a state in at most n steps, and then we take the probability of reaching them eventually
as the limit of the n-step reaching probabilities.

Definition 7. Let R = (S,trans) be a RPTS, T C S a set of states, and s an initial state.
For every n € N we define the probability of reaching T from s in at most n steps as:

1 ifseT
0 otherwise.

1 ifseT
RProbs" (s, 7) =4 0 if s € T Atrans(s) = %
> wesupp(p) P(w) - RProbz"(u, T)  if s & T Atrans(s) = D

RProbz’(s, T) = {

We define the probability of reaching T from s as:
RProbg(s,T) = lim RProby"(s, 7).

n—-+o0o

Note that, as RProby" (s, T) is an increasing function in n we can replace the limit by
the supremum on n € N.

Notation 6. Let N = (Sy, A, transy) be a NPLTS, and R = (Sg, corrg, transg) be a reso-
lution for N. Recall that R = (Sg, A, transg) is a RPLTS. From R, we build a RPTS by
removing the external actions: we define R = (Sg, transz) where

*  when s € Semt(ﬁ)
R

transs(s) =
R(s) {D when s € S;+(R) and transg(s) = (@, D)

For T C Sk, s € Sg and resolution R we write RProbg(s, ), respectively RProbg" (s, T),
for the probability RProbg(s, T), respectively RProbgn(s, 7).

For T C Sy, s € Sy, and R C R,(N), we note RProbg (s, T), respectively RProb%"(s, T),
for the probability sup{RProbg(s’,corrg (T)) | R = (S, corrg, transg) € R, corrg(s’) = s},
respectively sup{RProbg"(s’,corrz' (7)) | R = (S, corrg, transg) € R, corrg(s’) = s}.

In the following we denote by R? (resp. RY,) the set of all randomized (resp. non-
randomized) resolutions for N°, i.e., R? = R,(N°) and R?, = Ra(N°).
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3.3 Defining May Testing Equivalence

Definition 8 (May testing equivalence). Let R be a set of resolutions for N° and P, Q €
MP. We say that

P<R O iff VAdv € MP s.t. fn(Adv) C Npw. Ve € Npup.
Smay RProbg (P U Adv, | ¢) < RProbg(QU Adv, |.c)

We say that P, Q are may testing equivalent for R, denoted P %ﬁay Q when both
P<R Qand Q<R P

—may —may

We first show that for may-testing, it is sufficient to consider non-randomized resolu-
tions.

Proposition 1. The may testing preorder coincides for randomized and non-randomized
resolutions:
<R? <R

—may ~  —may

The proof of this result is given in Appendix [A]
Given that the may testing preorder coincides for randomized and non-randomized
resolutions we will simply write <,,,4, in what follows.

Remark 3. One alternative definition of probabilistic may testing pre-orders studied in
the literature is as follows: P <’ Q iff

for all Adv € MP s.t. fn(Adv) C Ny, ¢ € Npw, resolution R and R-state s s.t.
corr(s) =P | Adv,

there exists resolution R" and R’-state s’ such that corr’(s') = Q | Adv and

RProbg(s, corr™(].c)) = RProbg (s, corr’ (] c))

However, the resulting pre-orders on processes are counter-intuitive: for instance, when
we consider the processes P := out(a,0) and Q := out(a,0) +1/2 (out(a, 0) +1/2 out(a,0)),
we can show that (Q,P) ¢<’, for both randomized or non-randomized schedulers. Indeed,
when we take Adv = 0, and we see that there exists a resolution R such that RProbg(Q, |
a) = %, but for every resolution R’; it holds that RProbg (P, la) = 1.

4 'Trace equivalence
As usual in pi calculi, and in the applied m-calculus in particular we define a labelled

semantics. The intent of the labels is to capture adversarial actions and avoid the universal
quantification over processes in equivalence definitions.
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4.1 Labelled semantics

A state in this labeled semantics is defined by associating a multiset of processes with a
frame, modeling the knowledge accumulated by the adversary. We also consider a new
set of variables AX = {axy,axy,...} distinct from A that will act as pointers to output
messages.

Definition 9. An extended process is an ordered pair (P, ¢), where P € MP and ¢ is
a ground substitution {ax; — t1;...;ax, — t,} such that ax; € AX, t; € T(F,N) and
Msg(t;) for 1 < i < n.

We denote by SP, the set of all extended processes (and use SP;>°, SP}® and SP; "
for subclasses as before).

A recipe is a term from T (F, Ny U AX} representing how an attacker can deduce a
message.

Notation 7. If D is a distribution over MP, and ¢ a frame, we write (D, ¢) for the
distribution over extended processes defined as (D, ¢) = > pequppn) P(P) - 6(p.0)-

We now define the NPLTS N for the labelled semantics. The only internal action is {7},
and we add external actions, that model the interactions with an external environment.

Definition 10. The labelled semantics is the NPLTS N¢ = (SP,, A, LU {7}, trans’) where

ext

o ALy = {in(& Q). out(€,ax), (€ = Q), (¢ 71 ¢) | €, ¢ recipes, ax € AX}

e trans’((P,¢))(a) = {D | (P,¢) —, D} where —, is defined by the following rules:
- (P,¢) =, (D,¢) it P —, D
= (flin(u, 2); P} UP,0) =ine.c) S(gpiee/o3pup.e)
if u = £, Msg(¢¢) and vars(E, ) € dom(¢)

— (fout(u, 1); P} UP,¢) —out(e axnsr) O PP ${azns1st})
if u==Ep, Msg(t), vars(§) C dom(¢) and |p| = n

— (P, d) =(e~0) Op.9) if vars(&,¢) C dom(¢) and £¢ ~ (P where ~ € {=, #}

Note that when we lift —, to extended processes we suppose that the freshness re-
quirement of a new name o’ in the (NEwW) rule of fig. [2 also applies to the frame ¢, i.e.,
a’ must not appear in ¢. As for the operational semantics, we consider randomized and
non-randomized resolutions for N* and denote the corresponding sets of resolutions by R,
respectively RY,.

Remark 4. It should be noted that we deal with static equivalence in a different way as
done usually in the applied pi-calculus, or implicitly in the probabilistic applied pi-calculus
in [GLPTOT7]: indeed, static equivalence is encoded into the NPLTS N* by a countable set

of actions—all the tests (£ - () and their negations— instead of just one action testing static
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equivalence. The motivation behind this choice is to be able to represent every action
from the NPLTS by an elementary push-button action of the adversary. As shown later,
this choice has no effect whatsoever on the definition of the simulation pre-orders (or on
bisimulation)-see Remark |8 for more details, but it leads to a different notion of trace
equivalence, that is closer to may testing equivalence—see Remark [o]

4.2 Trace Preorder

We first define the probability of executing a trace in a resolution. As we are interested
in a weak trace preorder, traces are sequences of external actions only. In our definition
we will use the previously introduced notation RProbg(s, {t}): recall that this denotes the
probability of reaching state ¢ from state s under resolution R using only internal actions.

Definition 11. Let N = (S, Aint U Aeue, transy) be a NPLTS. Let R = (Sg, corrg, transg)
be a resolution for N*. Let w € A" be a trace, i.e., a finite word on the alphabet A.;.
For all states s € Sg, we define the probability of executing w starting from s in R as:

Probg(s,e) =1
Probg(s, a.w) = Z RProbg(s, {t}) - Z D(s") - Probgr(s’, w)

teSR s’esupp(D)
s.t. 3DED(SR), transg(t)(a)=D
Given a set of resolutions R C R,(N), a state u € Sy, we denote by Probg(s,w) the
maximal probability of executing w from s in R:

Probg (u, w) = sup Probg(s, w)
R=(SR,corrr,transg)ER
SESR s.t. corr(s)=u

In this work, we are interested mostly by the may paradigm for non-determinism.
Observe that nonetheless, we could define must-trace equivalence where we would compute
the infimum of probabilities rather than supremum of probabilities in Definition

Definition 12. Let R C R be a set of resolutions for N and (P, ¢), (P, ¢') € SP,.

(P, o) <R (P, ¢) iff Ywe A " Probr ((P, ¢), w) < Probr((P’, ¢'), w)

ext

(P, ¢) and (P’,¢') are trace equivalent for R if (P, ¢) <F (P',¢') and (P, ¢') <F (P, ¢).

4.3 On randomized or non-randomized resolutions

Observe that Definition [12| depends on the class of admissible resolutions under consider-
ation, i.e., whether we restrict ourselves to non-randomized resolutions, or we consider all
randomized resolutions. In the following, we show—as we formally state in proposition
that these two notions of trace equivalence actually coincide. This result is not surpris-
ing: indeed it has for instance been shown in [Casi8] (in the restricted setting of strong
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trace equivalence and NPLTS with an image-finiteness condition) that trace preorder—
called there supremal probability trace pre-order—does not depend on whether we consider
all randomized resolutions, or only non-randomized ones. Here, we show the same result
for the notion of weak trace pre-order we gave in Definition [12]

Proposition 2. Let (P, ¢) and (P’, ¢’) be two extended processes.
(P.¢) <i (P',¢) it (P,) <i* (P )

4
The proof of this result is given in Appendix . In the rest of this paper, as gZi"f =
RE . . .
<", we simply denote trace inclusion by <,,.

Trace preorders is (strictly) weaker than the may testing preorder: it is the sense of
Proposition [3 below.

Proposition 3. Let P, Q € MP be two processes.
P<may @ = (P,9)<u (Q,9)
Moreover, there exist processes P, Q € M'P such that
(P, @) <ur (Q,9) and P Linay Q
Proof sketch. We show both points separately.

e Our goal is to show that every trace w can be emulated by an adversary Adv. Observe
that any trace w can be seen as a (linear) formula in F, where F is the Henessy-Milner
logic from Definition . It means that for every ok € N, such that ok & fn(w)
and n € N, we can consider the adversary Advﬁfn from Definition . Recall that
we cannot apply directly Lemma [I2] because here there can be probabilistic choices
inside P. Nonetheless, as long as the formulas considered are traces, we are going to
show a generalization of Lemma [12| to probabilistic processes. More precisely, we are
going to show: for all trace w, for all P € MP, ¢ € F with ok & fn(P, p,w):

Probg, ey (P, @), w) = RProbg, (o) (P U {Adugy 0}, L ok). (1)

We write Z for the set
1:= {(P U {{Advzf\(ﬁ|¢)}} | (7)7 (b) S 8P47w < Ath? ok g fn<7D7 QS, U))}

Observe that we can write the restriction of N° to Z using the NPLTS N’ defined in
Definition , in the sense where: Vs =P U {{Advfy"qub}} € I: snoD, if and only if

there exists F such that ((P,¢),w)yF, and D = f(E) where f: (P, ¢'),w’) €

Syetr — P'U {Adv;’?' »9'}) € I-see Notation [5| for the meaning of f. Moreover, a
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= {new k; (P(0)
P(0

(0)
= {new &; (P(0) | P(1

(1> | PdeC)}}
(1) | P(1

(

and P(z) = new r;out(c,enc(x,r k))

| P(0) | P
| P(1) | P(1) | Paec)} Pj. = in(d,x);out(d,dec(x,k))

©

Figure 7: Processes P, Q such that (P, @) <, (Q, ) and P Ly Q

state P U {{Adva’f| 5@} € Zis in ok if and only if w = €. From this observation, we
can deduce:

RProbr,, ey (P U { Advgl 0}, L ok)

= RProbg, uery (P, 6), w), {(5,) | s € 5P))

= RProby_ werr) (P, @), w), {success}) since Vs € SPy, (s,€) D et Osuccess-

Since we know from Lemma [33] that
RProme(Netr)((P, ®),w), {success}) = Probg, oy (P, ), w)

we conclude that holds. From there, we obtain the result directly by looking at
the definition of the may-testing preorder and the trace preorder.

e The fact that may testing is strictly stronger is for instance witnessed by processes
P, Q in Figure[7]

]

Remark 5. Observe that—contrary to usual results in the literature, see for instance [CCD13]—-
Proposition [3| holds even for processes non image-finite. This discrepancy comes from our
choice of labelled actions for static equivalence (see Remark : a trace cannot test directly
static equivalence, but can only do a finite numbers of recipe tests.

5 Simulation and observational preorders

In this section, we define the simulation and observational preorders on probabilistic pi-
calculus processes and corresponding equivalences. Our definition of simulation preorder
is taken from the definition of randomized weak simulation preorder introduced by Segala
and Lynch for probabilistic automata [SLI5]. Both simulation and observational preorders
relie on a weak relation for internal actions which we define as follows, one for randomized
and one for non-randomized resolutions.

Definition 13. Let N = (Sn, Acst U Ains, transy) be a NPLTS, and D, E € D=(Sy).

e We write D :T>R,(N) E when there exists R = (Sg,corrg,transg) € R,(N), and
D', E' € D=Y(SR) such that corrg(D') = D, corrgr(E') = E, supp(E’) C S..¢(R) and
for all u € Sepi(R), E'(u) =D D'(s") - RProbg(s’, {u}).

s'eSr
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e We write D ==x, vy E when there exists R = (Sg,corrg, transg) € R (N), and
D', E' € D=Y(Sg) such that corrp is injective on the support of D', corrgr(D’) = D,
cortr(E') = E, supp(E’) C S.it(R) and for all u € Sepe(R), E'(u) = > D'(s) -
RProbgr(s', {u}).

Moreover, for all s € Sy, D € D=Y(Sy), and R € {R,(N),Rn(N)}, we write s =>r D
when 6, =% D.

s'eSr

Observe that in the NPLTS N, even though s = D implies that D has finite support,
it is possible to have s =% F, where the sub-distribution E has infinite support.

As we will see below, the non-randomized weak relation :T>Rm(N) does not allow to
define a robust simulation preorder. However, before defining the simulation preorder, we
give a more direct caracterisation of the weak relation :T>RF(N), without using the notion
of resolutions. This caracterisation is more widely used in the literature on probabilistic
bisimulation—see e.g. [DVGHMO09]-and eases proofs. First, we lift a relation — C S x D(S)
to a relation in D(S) x D(S).

Definition 14. Let S be a discrete set and — C S x D(S) be a probabilistic reduction
relation. We define its lifting —,C D=Y(S) x D=H(8) as

D—>r2ai~Ei

i€l

when [ is any countable set, D = Zie ;@ -6y, and x; — E; for all i € I (observe that it
can be that x; = x; even when ¢ # j).

Observe that we can apply Definition [14] above to any NPLTS by considering its prob-
abilistic reduction relation —. We will do this implicitely in the following.

We are now ready to give an alternative characterisation for the weak reduction rela-
tion =x,, more in line with the tradition in the field of probabilistic simulation. There
are a number of equivalent definitions in the literature: we chose here the one given

in [DVGHMO09).

Definition 15. Let — be a binary relation in & x D(S) for a discrete set S. We define
the relation =, C D=!(S) x D=(8) as

D = Dy+Dg
Dy —, Dy + D]
D =, D' if there is an infinite scheme: :
D — Dl:s-l + DZ_H

where D;”, D/ are sub-distributions over S and D' =%, .y Dy .

When starting from the transition relation = for a NPLTS N, we denote the resulting
relations by ==, y. When N is clear from the context, we may directly write ==.
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Remark 6. Whenever we have a finite scheme in a similar shape as the infinite scheme
asked for in Definition [15] observe that we can always complete it into an infinite scheme,
using the fact that @ — g+—where & stands for the sub-distribution with empty support,
i.e. @(x) =0 for every x € S. In particular, if we start from a state (P, ¢) in N® where P
is a process without replication, then every infinite scheme dp ¢ ==, D is actually a finite
scheme. A simple corollary to this remark is that ==, is reflexive (by taking D] = D and
all other distributions being &).

We now show in the following statement that the two characterizations, i.e. énN and
—>g,, are equal (proof in Appendix [C]).

Lemma 1. Let N = (Sy, Acur U Aips, transy) be a NPLTS and D, E € D=Y(Sy).
D =%, E if and only if D =5, E

Remark 7. The weak reduction relation :T>,’Ne (and so equivalently :T>Rr(,\,e)) allows to
lose some probabilities in the presence of a replication in our extended processes. Consider
the extended process A = ({!{P} U P, $). We have that 64 ==, D where supp(D) = {A},
D(A) = p and p can be any value smaller than 1. To show this, we can build the following
infinite scheme:

0a=Dog+ D andforallkeN,DngkH—l—@

with for all & € N, supp(Dy,) = {Ar}, Ax = ({!P; P;...; PYUP,¢) and Di(Ax) =1 —p.
k ti
mmes
On the other hand, as noted in Remark [6] when processes do not contain replication,
OP.4) =L, D actually corresponds to a finite scheme. Thus, we cannot lose probabilities,
i.e. D is a distribution.

5.1 Simulation preorder

We are now going to define the notions of probabilistic simulation preorder, similarity
and bisimilarity. However, in these definitions, we will only consider the relation ==, (or
equivalently =>x,) and not ==r_. First, as highlighted for instance in [Eis17, Den05],
when considering bisimilarity or similarity on NPLT'Ss in general, we are forced to consider
randomized resolutions, otherwise the resulting relations are not transitive. Note that
in [GLPT07], they do rely on non-randomized schedulers in their definition of bisimulation.
It does not necessarily mean that their relation is not transitive as they focus directly on
the semantics of processes. However, we will show in Section that bisimulation and
observational equivalence do not coincide when using the non-randomized relation ==,
hence disproving [GLPTQ7, Theorem 2|. This reenforces our belief that it is preferable to
use randomized schedulers in our definition.

To define the simulation preorder, we need to introduce the lifting of a relation to
sub-distributions as follows.
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Definition 16 (Lifting of a relation). Let R be a binary relation on a discrete set S. We
define the lifting of R to sub-distributions as the binary relation on D='(S), denoted R,
defined as: R

D R E when VS8’ C S, D(S') < E(R(S))

where R(S') ={se S |s S As R s}.
We note that this lifting has the following properties:
e if R is reflexive, then R is reflexive as well;

e if R is symmetric then for any Dy, Dy € D(S), i.e., Dy, Dy are distributions rather
than sub-distributions, if D1 R Dy then Dy R D;.

The second property is actually not obvious on the current definition. It is however
a direct consequence of an alternative, coupling-based characterization of lifting, that can
be found under the name of Strassen’s theorem for instance in [ABBT18| (it is stated
there for proper distributions, instead of sub-distributions, but the generalisation to sub-
distributions can be easily done by lifting all sub-distributions D over X to proper dis-
tributions D, over X U {L} where L is an arbitrary new element added to represent
divergence).

Notation 8. Let N = (Sn, Acxt U Ajpe, transy) be a NPLTS. Let a € Aqy and D, D’ €
D=Y(Sy). We write D ==, D’ when D ==, E\, £y % E, and Ey ==, D' for some F, E».

at...an,

Similarly, for ay,...,a, € Acy then we write D ==, D’ when D =L B =,

=S B, =D
Definition 17. Let N = (Sn, Acxt U A, transy) be a NPLTS. A relation R C (Sy X Sy)

1S

e a simulation if s; R sy implies that for all a € A.,; U{7}, D; € D(Sn)

if s g D, then sy :a>r DQ, D, € D(SN> and D, E D,

e a bisimulation if R is a simulation and R is symmetric.

The simulation preorder, denoted <N s the largest simulation and bisimilarity, de-
-1

noted ~}\, is the largest bisimulation. We define similarity, denoted ~Y, = as <N ~n<N

sim) —sim ' '—=sim

As usual in the field of (bi)simulation, it can be shown that <N . respectively a2,
exists [Eis17] and that it is a pre-order, i.e. a reflexive and transitive relation, respectively
an equivalence, i.e., a reflexive, symmetric and transitive relation [Sto02].

The following proposition from [Sto(2] states that, as usual in the non-probabilistic case,
the weak arrow = can replace the single arrow — in the definition of weak simulation. It is

important to observe that this is not the case when we choose non-randomized schedulers

(see Section [5.3).
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Proposition 4. Let N = (Sn, Aczt L Aint, transy) be a NPLTS, and R be the largest binary
relation on Sy such that s; R s, implies that for every a € Ay U {7}, if 51 ==, D; then
Sy =, Dy and D; R D,. We have R = <N

—sim*

Remark 8. Please observe that our choice of labelled actions for static equivalence (see
Remark [4) has no impact on the resulting simulation and bisimulation. Indeed, if two N*-
states (P, ¢) and (Q, ) are in the simulation pre-order or bisimulation, then ¢ is statically

?
equivalent to 1. Indeed, for all a € {¢ < (., & # (,ax €,ax &}, d(p.g) 4 d(p,¢) implies that

(o) == D and d(p g <N D. Since neither the a transition or 7 transition modifies

the frame, the former indicates that d(g ) = E, By % E, and E, ==, D, with for all

(Q',9") € supp(Ey), ¥ = 9'. The former ensures that supp(E;) # @. Therefore, for all
?

ax, &, ¢, if € - ¢, & 7é ¢, ax € or ax € holds on ¢ then it also holds on v respectively. It
implies that ¢ and 1 are statically equivalent.

5.2 Observational preorder

Definition 18. The observational preorder <[ is the largest relation R on MP such that
P R Q implies :

e for all ¢ € N,u, RProbg (P, lc) < RProbr(Q,lc);
e if P ==, D then Q:T>rEandD§E;
e for all closed Adv € MP such that fn(Adv) C Ny, {Adv} UP R {Adv} U Q.

The observational equivalence ~%  is defined by additionally requesting R to be symmetric
and in the second bullet point, by requesting both D R F and £ R D to hold.

Remark 9. Note that we slightly diverge from the original definition of observational
equivalence [ABF17] where an evaluation context C[.] is of the form

new ng;...;new ng; (- | A)

In our definition we simply consider a parallel process, and no additional name restric-
tion. However, we prove in Appendix [D] that these two definitions coincide. Intuitively,
restricting names whose scope includes the adversarial process A corresponds to making
previously public channels invisible to the attacker at later steps, hence it does not provide
additional distinguishing power.

In the following, we show the asymetric counterpart to the result stated in [GLPTO7]
on the coincidence between bisimulation and observational equivalence. The proof can be
found in Appendix [F]

Proposition 5. Let P, Q two processes in MP.
P<R o iff (Po) <V (0 9) and ~RQ it (Po) &) (Q,2)

—obs —sim
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5.3 Bisimilarity and observational equivalence do not coincide
with non-randomized schedulers

Here, we give more details on the different behaviours of (bi)simulation and observa-
tional preorder and equivalence, depending on whether we consider randomized or non-
randomized schedulers. In [GLPTQT7] for instance, non-randomized schedulers are consid-
ered in the definition of bisimulation and observational equivalence on the probabilistic
applied m-calculus.

As said earlier, for general NPLTSs, simulation is not transitive when considering non
randomized schedulers [Eis17]. We show here that even on our specific NPLTS N, sim-
ulation is not transitive (Lemma . Furthermore, for non-randomized schedulers, bisim-
ulation (resp. simulation) and observational equivalence (resp. preorder) do not coin-
cide (Lemma . However, they do coincide for randomized schedulers (Proposition .
This discrepancy would also arise when comparing observational preorder with a similar
definition where we would only require that P = D (rather P ==, D) implies Q ==, F
and D R E. This one-step observational preorder is equivalent to observational preorder
for randomized scheduler but not for non-randomized scheduler.

We are going to compare processes with respect to the bisimilarity %l'}!f as well as the
observational equivalence with non-randomized schedulers. The definition of these variants
with non-randomized resolutions follows Definition but we use =g, (noy instead of

T . . o . . . .
=, No. We denote this non randomized bisimularity as ~j (and similar for <7} . ~"

—sim> "obs
nr
and < —obs )

Lemma 2. <I¥  is not transitive.

Proof. Consider processes P, (@ and R defined in Figure 8] The corresponding fragment of
N is displayed in Figure [8a] We will show that

{1}, o) <G { R}, 2) and ({R}, @) <G, ({Q}, @) but ({ P}, 2) £5,, ({£},2)

We first show that ({P} o) <v ({R},9). Notice that any « transition can easily be
matched, i.e. ({P},@) > ({P},) and ({R},2) = ({R}, D). Furthermore, we have
P}, 2) 5 0.5- d(fout(ac)},2) T 0-5 - d(fout(v,c)},2) Which can be matched in ({R}, ) by
using the scheduler displayed in Figure, ie. ({R},2) =x,, 0.5 d(fout(a,c)},2) + 0.5

d(fout(bc)},2)- This concludes the proof of ({P}, @) <V ({R},9).

—Sstm

It is easy to see that ({Q},2) ~)f ({Q'},2) and so ({R}, @) <. ({Q},2).

Finally, we need to prove that the transition ({P}, o) = 0.5 - d(fout(a,e)},@) + 0.5 -
d(fout(b,c)},2) cannot be simulated in ({Q}, @). First one can see for all d € {a,b}, for all
P e {{QY, Pur(0.9), Puy(0.1)}, (out(d, c), @) €7 (P, @). Indeed, (out(d,c), @) 244>,

d(go}.0) With ¢ = {ax; — ¢} but we can have at best (P, ) outtdaxa) Ror 0.9-9(g03,6)- Thus,
the only relevant extended process from <%  (({out(d, c)}}, @)) reachable from ({Q}, @) is

({out(d, c) }}, @) itself. However, we can only have ({Q}, @) outldaa)

Rar 0-1-0(fout(a,e)p,2) +
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({Q}}*g P\<

For the sake of readability, « stands for all labels ax; ¢, for i € N and all labels £ ~ & for
all closed recipes &, & such that £ ~ &' (~€ {=,#}). Furthermore, let

Q) = (out(a, c) +¢.9 out(b, c)) + (out(a,c) 491 out(b,c)) R =0Q +o5 Q'
Q' =if c=cthen Q else 0 P = out(a, c) 45 out(b, c)
Pur(p) = {out(a,c) +, out(b,c)}

(a) The fragment of N corresponding to ({Q},2) and ({ R}, 2).

0.9
(SQ,I)—T>(3ab,O.9JL<
0.5 0.1 Sp,1

.
0.5 0.1
5 ) (5.2 )— 7
0.9

(b) The resolution for ({R}, @) ==x,, 0.5 out(a,e) T 05 Sout(b,c)-

Figure 8: Fragments of NZ showing that ({P},2) <¥ ({R}, 2), {R} @) <.
(f@}, @) but (§P}, 2) £5,, {Q}, 2)

0.9- 5({[0ut(b,c)}},@) or ({Q},2) :T>Rn, 0.9 - (5({{0“(@70)}7@) +0.1- 5({{out(b,c)]},®) and both distri—
butions are incomparable with 0.5 - §(gout(a,c)p,2) + 0-5 - O(fout(v,e)},2)- Hence, ({P}, @) L5,

({R}, 9). O

We now show that for non-randomized schedulers (bi)simularity and observational
equivalence, respectively preorder, do not coincide. The processes witnessing this result
are a direct counter-example to [GLPTQO7, Theorem 2].
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out(d, ax;)
(Pas 8)
a(¢
(@) out(a, axy)
(2.0)) ((2,¢)] D a(¢)
out(b, axz)

out(d, axy)

({3.2) (Po,2))——>
U U

a(2) (D) a(e) a(¢)

For readability, given a closed frame ¢, a(¢) stands for all labels ax; &, for i > |¢| and ax; €
for 1 < |¢|, and all labels & ~ ¢ for all closed recipes &, ¢’ such that £ ~ ¢ (~€ {=, #}).

(a) The fragment of N corresponding to ({Q}, @) and ({P},2)

Pao = out(d, c); (out(a,c) +09 0)  Pur = fout(a,c) +99 0} P, = {out(a,c)}
Pa = out(d, ¢); (out(b,c) +09 0)  Ppy = {out(b,c) +09 0}  Pp = {out(b,c)}
¢ = {ax; — ¢} ¢ ={axy = c,axg — ¢}

(Pua U fin(d, ) 0 (P F~2+(P)

-
0.1

(@ in(d, 2). 0§ ~2({ P;in(d, =)0}

T
0.5

(P00 (Pulfndn o)) @)

(b) The fragment of N° corresponding to { P;in(d,z).0} and {Q;in(d,z).0}

Figure 9: Fragments of NPLTS showing ({Q}, @) ~)f ({P},9) and {Q} £, {P}.

obs
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Lemma 3. There exist processes P, () € SP such that

@} 2) ~, (P} 2), ({Q}.2)~5 (P} 2) and {Q} £5, {1}

Proof. We consider the following processes:

P = out(d,c); (out(a,c) +99 0) + out(d, c); (out(b, c) +09 0)
P = if c=cthen Pelse 0
Q = P+ip P

We first show that ({Q}, @) ~)f ({P},2). For readability we ignore intermediate
states of the form PU{0} as, for any P and ¢, (PU{0}), ¢) = (P, ¢) and (PU{0}, ¢) ~F
(P, ). Following the notations of Figure [9a], define the binary relation R as the reflexive,
symmetric and transitive closure of

{({Q}. 2). P}, 2), (({r} 2), { P} 2))}

We show that R is a bisimulation. Let s1,s0 € {({Q}.9), {P},2), {P'}, @)} If

81 9 D then D — 0, and s, %R ds,- By definition of R, d,, R 8s,- If 51 = D then

we are in one of the following cases:

o 51 = ({Q}, @) and D = 0.5-dgpy,0) +0.5- 5{1:/}@), or sy = ({P'},9) and D =
d(gP},2)- In these cases, s; —=r. 05, and D R sy -

e 51 = ({P},2) and either D = §(p,, ») or D = §(p,, ). As s2 ==g,, 05, we also have
that s, ==%,, D which allows us to conclude by reflexivity of R.

All remaining cases are trivial by reflexivity of R. The same relation can also be shown to

be a witness that ({Q}, @) ~,;, ({P}, 2).

Next, we need to show that {Q} £ . {P}. For this we show that

obs

{@; in(d,x).0} £5, {P; in(d,2).0}
(since <

<M. is closed under application of an attacker process) For readability we tacitly
omit intermediate states of the form P U {0} as P U {0} = P and P U {0} ~m,
Consider Figure 0b] We can build a non-randomized scheduler such that

{Q; in(d,2).0} =g, noy D where D =0.45-0p, +0.45-5p, + 0.1 -

However, there is no distribution £ such that {P; in(d,z).0} =%, (o) E, and D iﬁg E.
Indeed, the set S of all £ such that {P; in(d,z).0} ==x, o) E is

S = {(58 ‘ s € {{{P7 in(da CL’)O}}, {{Pda; in(d7 CL’)}}, {{de; in(da {L‘)}}, {,Pa-"-}v {{Pb-i-}}} U {Faa Fb}
where Fi. = 0.9 - 6gp.3 + 0.1 6403  for ¢ € {a, b}.
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Observe-looking at Definition |1 that for any distribution E such that D < . I/ it must
hold that:
Z E(s) - RProbg,, (noy(s, 4 ¢) > 0.45 for ¢ € {a,b}. (2)

sesupp(E)

Indeed, we can see that D g/g\gs E implies that:

0.45 = D({s | RProbg,, (s,{c) =1}) for ¢ € {a,b}
< E(<). ({s | RProbg,,(s,lc) =1})) by definition of R
< E({s | RProbg,, (s, {c) = 1}) by definition of <7
< Z E(s) - RProbg,, (ney(s, 1 ¢)

s€supp(E)

We now use Equation to show that there is no F € S such that D 53\58 E.

e we see immediately that Equation does not hold for F,, Fy as

RProbg,, ey (Pit; Lj) = 0.9 - RProbg, ey (Pi; L) =0 for (i, ) € {(a,b), (b,a)};
e by the definition of RProbg,, (ne)(,), we see that

RProbr,, ey (Pit, LJ) = Z F.(s) - RProbg,, o) (s, 1 J)

sesupp(Fe)

for i € {a,b} and every barb j. Hence, using the previous case, we conclude that
Equation does not hold for dp,, ,dp,, ;

e we have that RProbg, (noy({Pas; in(d, z) }, 1 j) = RProbg, (ne)(Piy, L 7) for every barb
j, and i € {a,b}, and from there we can conclude using the previous case;

e finally, we have that
RProbg, (noy({ P; in(d,z).0},1j) = ig%aaib(} RProbg, oy ({Paisin(d, z) }, 1 7)

for every barb j, and we conclude using the previous case.

Therefore, {Q} L0, {P}. O

5.3.1 Counter-example to coincidence of bisimulation and abservational con-
gruence in [GLPTO07]

Since we defined our operational semantics in a slightly different way as [GLPT07], we
present below a proof that Lemma [3| also holds in their framework. Their semantics differs
from ours in two distinct ways: the first one is simply a presentation issue, since they define
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probabilistic executions and schedulers in a different but equivalent way; while the other
one consists of minor difference in the semantics of the reduction. Here, we rewrite their
definitions in our framework, while keeping their operational semantics, i.e., their one-step
reduction relation. This paragraph is not entirely self-contained, but all definitions and
notations used here can be found in [GLPT07].

Notation 9. We note P, for the set of extended processes (in the sense of [GLPT07]),
up to static equivalence (again, in the sense of [GLPT07]). We note =,C P, x D(P,)
for the one-step reduction relation there. For any name a, we write |° a for the set of
all extended processes (in the sense of [GLPTO07]) of the form C[a(x).P], where C is an
evaluation context (in the sense of [GLPT07]) that does not bind a. Whenever, processes
are in P,, we also use the syntax of [GLPTQT7] for outputs and inputs, i.e., a(z) and a(x)
instead of out(a, x) and in(a, ).

From there, we define two NPLTS N2 and N that translate their operational semantics
in our NPLTS based framework.

Definition 19. The set of states of both N and N’ is P,. N2’s set of actions is {7}, while
N’s set of actions is:

{r} U{a | a labelled actions in [GLPT07]}

U {? € E'| E equivalence class for static equivalence }.

Observe that there is a direct correspondance between schedulers in the sense of [GLPT07],
and non-randomized schedulers on N§. We explicit this correspondance in Lemma below.

Lemma 4. Let P € P,, A a subset of P,, and p € [0, 1].

e there exists a scheduler F' (in the sense of [GLPTOT]) such that Probhs(A) = p if and
only if there exists R € R, (N%), and s" with corrg(s’) = P such that

RProbg(s', corrg' (A)) = p;

e there exists a scheduler F' (in the sense of [GLPTQ7]) such that Probh(a, A) = p if
and only if there exists D such that

P %y wy D and - D(A) = p;

nr

e there exists a scheduler F—in the sense of [GLPT07] such that Probh(r*ar*, A) =p
if and only if there exists R € R, (N%), and s with corrg(s) = P such that

<

> RProbg(s, {u}) - Y _ transg(u)(a)(v) - RProbg(v, corrg ' (A)) = p.

uESeqt(R)|transg(u)(a)#*
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Using the correspondance in Lemmald] the counter-example proof below can be followed
using either original definitions in [GLPTO07], or the NPLTS based view of the present

paper.
Notation 10. Let R be an equivalence relation on P,, and P € P,.

e For any scheduler F', we denote by wr p the function that to any equivalence class £
of R associates Probls(FE) and for any T’ € P,, we note Hr for the set of the different
possible wp for any scheduler F'.

e For any action a, scheduler F', we denote by wf p the function that to an any equiv-
alence class E of R associates ProbL(r*ar*, E). For any T € P,, we note H$ for the
set of the different possible wg , for corrg(s) =T.

Using Notation [I0] we can rewrite the definitions of both observational congruence and
bisimulation in [GLPTO7]:

Lemma 5. An observational congruence on P, in the sense of [GLPTO07] is a symmetric
relation R on P, such that P R Q implies:

e RProbg,, ng)(P,1° a) = RProbg, ng)(Q, ¢ a);
o Hp=Ho
e for all closing evaluation context C', C[P] R C|[Q)].
We denote by ~¢,. the largest observational congruence on P,,.

Lemma 6. A bisimulation on P,—in the sense of [GLPTQ7] is a symmetric relation R on
P, such that P R Q implies:

1. Hp = HQ;

2. if P i>Rm(,\|g) D with a # 7, then there exists h € H{ such that for every equivalence
class E of R, h(E) = D(FE)

We denote by = the largest bisimulation on Ps.

Lemma 7. There exist extended processes (1, Q)2 € P, such that )1 ~};, Q2 and Q1 %5,
Qo.

Proof. We slightly change the processes used in the proof of Lemma [3] to account for the
change in the one-step reduction relation. We define @)1, Q2 € P, as:

P = a(c).(d(c).bi(c) + d{c).bx{c))

P’ = if c=cthen P else 0
Q1 = alc).P ®ppalc).P’
Qx> = alc).P
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We first show that Q; &, Q, using the relevant fragment of N represented in Figure
We are going to show that the relation R defined as the reflexive, transitive and sym-
metric closure of {(Q1,Q2), (Q2,a(c).P’), (P, P")} is a bisimulation on P, in the sense of
Lemma [6. What are the equivalence classes of R 7 They consist of

Co:=1{Q1,Q2,alc).P'} Cy:={P,P'} Cr={T} for all other extended processes T

We now show that R is a bisimulation by considering all (non-identical) pairs in R,
and we show that the conditions of Lemma |§| hold. Let be (Uy,Us) €R, with Uy # Uy (if
U, = Us, it is obvious that both conditions in Lemma @ hold).

e We first check Condition [I]in Lemma [6] We can see using Figure that for every
U e {Ul,Uz}, Hy = {(OU — 1 with U € Cy, Cg — 0 VE with U g E} (That’s
because U € {(Q1,Q2,a(c).P', P, P'}. Indeed no such process U can go out of its
equivalence class with only 7-actions, thus we can conclude. From there, we can
immediately conclude that Condition [I] in Lemma [g] holds.

e We now check Condition [2]in Lemmal6l First, if « is an action for static equivalence,
we see immediately that the condition holds: indeed all the relevant processes are
statically equivalent, since their frames are empty. (In the semantics of [GLPTOT]
channel names can be output without extending the frame.) Now, let us suppose
that o is not an action for static equivalence. As a first step, we compute the H¢, for
U € {(Q1,Q2,a{c).P',P,P'}. Observe that 0y := E +— 0 is always in H{,, because
the scheduler can always decide not to do the a action. Moreover, we specify by
(Ey = 11,...E, — r,) the function h and suppose it to be 0 on any class not in
Ey, ... E,.

1
0, =1(Ci—=1), (Ch = 5),07{} when o = @(c), {04} otherwise.

0, = 1(C1 = 1), Oy} when a = a(c), {03} otherwise.

Hao.pr = {(C1 = 1), Oy} when a = a@(c), {0y} otherwise.
S={{S}t—1), 04 U{({S} = 1,{Pyu} — 1) | i € {a,b}} when a = a(c), {04} otherwise.
> ={({S}t—1), 04} U{({S}— 1,{Psu}— 1) ]| i€ {a,b}} when a = a(c), {0y4} otherwise.

We perform a case analysis depending on the first element in (U, Us) (seen as an
ordered pair).

— U; = @1: Observe that there doesn’t exist a # 7 such that )y i>72n,(Nf;) D, thus
we conclude.

— U; = @Qy: Suppose that ) ﬁRnr(N{;) D with o # 7: it means that a =
a({c), and D = dp. So we need to show that (C; — 1) € Hf, for all U,
such that (U;,Us) €R. Then we conclude by seeing that indeed h : (C; +—

1) € HQI,HO‘ , (for @)y, for instance, it is simply the scheduling that does

Q1 R, (N8 300 P + 30a(). P R, () 30P + 50P).
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— Uy = a(c).P" Whenever a(c).P’ ﬁRm(Nﬁ) D, it means that o = @a(c), and D =
0pr. From there, we can see that the condition on ()2 holds by observing that
(Cl — 1) c %822’7{321‘

— U, = P: whenever P an,(Nﬁ) D, it means that o = @(c), and D = dg. So we
can conclude by seeing that ({S} +— 1) € H%.

— Uy = P’: there is no non silent actions that P’ can do in one step, so we conclude.

Now, we are going to show that ()1 A%, (2. First, observe that by definition ~¢,_ is closed

by application of evaluation contexts, thus it is sufficient to show that C[Q1] A$,.C[Q2]
for some evaluation context C'. We take C' =[] | a(z).a(z).d(x). For any extended process
T € P,, we write cl(T) for its equivalence class under ~¢, . Since in particular elements
connected by ~¢, . must have the same (supremum) sucess probability for each barb, we see
that the equivalence classes cl(bi(c)), cl(by{c)), and cl(C[Q,]) are distinct. By considering
the scheduler represented in Figure , we see that there exists a h € Hcjg,) such that
h(cl(bi(c))) = 3 and also h(cl(bx{c))) = 3. Suppose now that C[Q1]~3,,C[Q2]: it would
mean that also h € Hcjg,). But this is not possible, because of the following observation:
since the schedulers are not randomized, and there is no probabilistic choice in the process
ClQs], h(E) € {0,1} for every h € Hc(q,), and E an equivalence class (this statement can
also be checked directly by looking at all cases in the operational semantics). [

Another drawback of the definition of bisimulation given in |[GLPTOT7] is that it is
not conservative for processes without probabilities, as explicited in Lemma |8 below. We

write %bdf “ for the bisimulation defined from non-probabilistic one-step rules: it means

the weak bisimulation—in the LTS sense-on the LTS obtained as the restriction of N to
thoses processes in P, that do not contain probabilistic primitives.

Lemma 8. There exist extended processes Q1,2 € P, such that no probabilistic primi-
tives appear in 1, @2, and @ %y, Q2 and ¢y %2?’0 Os.

Proof. We consider the following pair of (non-probabilistic) programs:

Q, := if (c = ¢) then (a(z)|(@(0) + a(1)) else 0;
Q2 :=0C1+0

Observe that ) %2?’0 (2. Now, we are going to show that ¢y %y, Q2. Let R be a
bisimulation on P,. As previously, for any P € P,, we note cl(P) for the equivalence
class of P with respect to R. We do the proof by contradiction, so we suppose that
cl(@Q1) = cl(Q2). Using the fact that R is a bisimulation, we can show that the following
R-equivalence classes are distinct:

e (y: the class containing the process 0;
o (g, .0, the class containing the processes )1 and ()s;

e Dg: the class containing the process a(x) | @(0);
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e D;: the class containing the process a(x) | a(1);

We can see that there exists a (non-randomized) scheduler F' such that wpg,(Co) = 1,
wro,(Cor.0,) = 1, and wrg,(D;) = 0 for i € {0,1}. (F' is the scheduler that, starting
from @7 + 0, does the non-deterministic choice towards 0). But, by looking at all possible
scheduling from (), we can see that there doesn’t exists wgr ¢, such that wp g, = wrg,:
as a consequence Hq, # Hq,, thus we have a contradiction. O

5.3.2 The counter-example for a conservative variant of [GLPTO07] bisimula-
tion

We want to highlight here that the issue of non-conservativity is orthogonal to the issue
of coincidence between bisimulation and observational equivalence: our claim is that the
later is really based on the choice between randomized or non-randomized schedulers. In
this section, we present a variant of the bisimulation defined in [GLPTO07] on P,, which is
conservative but where schedulers are non-randomized, and we show that we still do not
have the coincidence between bisimulation and observational equivalence.

Definition 20. An observational congruence on P, is a symmetric relation R on P, such
that P R Q implies:

e RProbg, ng) (P, a) = RProbg, ng) (2, 1° a);
e if P ==x, (ng) D then there exists E such that Q@ ==x, (ng) E and D R E;

e for all closing evaluation context C', C[P] R C|[Q)].

<o

We note ~7;

for the greatest observational congruence on P,.

Definition 20labove can be seen as intermediate between our notion of observational con-
gruence and the one in [GLPTO07]: on the one hand, as in [GLPTO07] only non-randomized
schedulers are considered, the one step reduction relation is the same, and all evaluations
contexts (and not only contexts of the form [] | Adv) are taken into account. On the other
hand, we diverge from [GLPTOT7] on the following point when we look to replicate one step
a by a succession 7*a7t* of steps, we look only at the end point, and not at the path to go
there. It is this divergence that allow us to get back conservativity.

Definition 21. A bisimulation on P, is a symmetric relation R on P, such that P R Q
implies:

o if P :T>Rm(,\,g>) D then there exists E such that Q :T>Rm(,\,£) E and D R E;

o if P 1>Rnr(N£) D with a # 7, then there exists E such that Q :T>Rn,(|\|{;) Eand D R E;

We note =, for the greatest bisimulation on P..
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Observe that bisimilarity in the sense of Definition above does not coincide with
bisimilarity-in the sense of Definition on the labelled NPLTS N%. The important differ-
ence is that, as for observational congruence, in [GLPT07] only non-randomized schedulers
are considered. Another technical difference is the use of = instead of = on the left side
in the first clause.

We are now going to show the counterpart of Lemma [3|for the observational congruence
and weak bisimilarity in the sense of [GLPT07]. It actually disporoves [GLPT07, Theorem
2].

Lemma 9. There exist extended processes ()1, Q2 € P, such that Q1 ~5; Q2 and Q1 %,
Q2.

Proof. We need to change a little the processes used in the proof of Lemma |3 due to the
change in the one-step reduction relation. We define Q1, Q2 € P, as:

P = a(c).(d(c).bic) + d{c).ba(c))
P = if c=cthen P else 0

Q1 = alc).P ®ippa(c).P’

QQ = d(c)P

We first show that Q; &, Q, using the relevant fragment of N represented in Figure m
We are going to show that the relation R defined as the reflexive and symmetric closure
of {(Q1,Q2), (Q2,alc).P"), (P, P')} is a bisimulation on P, in the sense of Definition
We do that by considering all (non-identical) pairs in R, and we show that the conditions
of Definition 21] hold.

e (Q1,Q2): suppose that Q) :T>Rm(,\,£) D, then D is in {dg,, (%5@ + %(%@.p/)}. From
there, we can conclude by observing that (s :T>Rn,(Nf; ) dg,, and both d¢, R dg, and
(%(5622 + %5a<c>.pl) R dg, Now, suppose that )y i>7zn,(Nf;) D with o # 7. First, if a is
an action for static equivalence, we see immediately that the condition holds: indeed
all the relevant processes are statically equivalent, since their frames are empty. (For
this reason, we will not consider explicitly again actions for static equivalence in the
following). Looking at N, we see that there is no other non-silent action that @; can

do.

e ((Q2,Q): suppose that Qo éRm(Nﬁ) D, then D = 4q,, and we can immediately
conclude. Suppose now that ), i)Rn,(Nﬁ) D with o # 7: it means that o = @(c), and
D = §p. Then we conclude by seeing that ()4 :a>Rn,(Nf;) op.

e (()2,a(c).P"): suppose that Q)o :T>Rm(Nf;) D, then as in the previous case D = dg,,
and we can immediately conclude. Suppose now that ), ng(Nﬁ y D with o # 7: then

a =a(c), and D = §p. Then we can conclude by seeing that a(c).P’ :a>73m(,\,g) dp.
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e (a(c).P',Q2). The only 7 action that starts from @(c).P’ is the loop T action, thus we
can immediately conclude for the 7 clause. Whenever a(c).P’ <5 ¢y D, it means
that & = @(c), and D = dp/. From there, we can see that the condition on @2 holds

by observing that Q- i>Rm(,\,£) Op, and dp R 6p.

e (P, P'): the only 7 action that starts from P is the loop action, thus we can pass
immediately to the case of non-silent action. Whenever P ng(Nf; y D, it means that

a = a(c), and D = 5. Now, observe that P’ :a>Rn,(N5;) ds, and since R is reflexive
(by definition), dg R 0s.

e (P', P): suppose that P’ :T>Rm(,\,£) D, then D € {§p:,0p}. Since by the loop action
P :T>Rm(N£) dp, and moreover P’ R P, we can conclude. We look now at non-silent
actions: there are actually none to consider, since there is no non silent actions that
P’ can do in one step.

Now, we show that )1 A&¢, Q2. First, observe that by definition ~¢,_ is closed by appli-
cation of evaluation context, thus it is enough to show that C[Q.] A&,,C[Q2] for some
evaluation context C'. We take C' =[] | a(z).a(z).d(x). Looking at the NPLTS NY, we see
that C[Q] :T>Rm(N£) D = %5E(c> + %5@0). Now, we claim that it is not possible to find

—

E such that C[Q-] :T>Rm(,\,e) E,and D =,  E. The argument is as follows: first, observe

<

that all £ such that C[Q2] ==, (n¢) E are dirac distributions: it is because the schedulers
are not randomized, and there is no probilistic choice in the process C[Qs] (this statement
can also be checked directly by looking at all cases in the operational semantics). It means
that D = §,4, for some A € P,. But for having (D, dp) Eg*g;, A must be connected by
~%,. to all elements in the support of D, i.e. both to b;{c) and Op3(y- Since in particular
elements connected by ~¢,  must have the same (supremum) sucess probability for each

barb, we obtain a contradiction.
]

Remark 10. The processes ()1, Q2 used in the proof of Lemma [0 are not the simplest
possible counter-example. However, they have the advantage to be robust to small changes
in the defintion of bisimulation, in particular in the case where the double arrow =% (n¢)
is used both left and right in all clauses of the bisimulation definition.
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For readability, we ommit the actions (? € E) for static equivalence. Observe that since
none of these extended processes use active substitutions, in particular they are all in the
same equivalence class for static equivalence. We used the following notations: Py, =

d{c).bi{(c) and Py, = d{c).by{c).
(a) The fragment of N corresponding to @ and Q.

(Clale). P} (P | a(@).d(x) (S | d(z)}{bi(c)

7 0.5

(Clale). P} | a(x).d(@) (P | a(x).d(2) (S | d@)F>{bs(c)

(b) A non-randomized resolution on Ng witnessing C[Q1] =T>Rm(N€ ) %5E<C> + %55< o

Figure 10: Fragments of NPLTS showing @) ~j, P, and Q £5,. P.
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Part 11
Well behaved subclasses of protocols

It is a well-known phenomenon that non-determinism and probabilistic choices do not
interact well: a particular scheduler may for instance leak a secret probabilistic choice.
Such schedulers are generally deemed unrealistic, and several papers aim at restricting
schedulers [CP10, [AAPvR10]. We illustrate this phenomenon on the following example.

Example 3. Consider the following two processes.

P :=(in(c, z). if x = 0 then out(ok, 1) else out(bad, 1)) +1 2
(in(c, z). if = 0 then out(bad, 1) else out(ok, 1))

Q :=in(c, x).(out(ok, 1) +1 /5 out(bad, 1))

One may, intuitively, consider that these two processes exhibit the same behaviour. @)
takes an input and then with probability 1/2 decides to either output on ok or on bad. P
on the other hand first choses a branch with probability 1/2. Each branch performs an
input and according to the input value outputs either on ok or on bad. However, as the two
branches make opposite choices on the output depending on the input value, one might
expect the probability to output on ok to be 1/2.

However, we now show that P and () are not may testing equivalent and can be dis-
tinguished by the following adversary:

Adv = out(c,0) | out(c, 1)
Indeed, we can show that:

1

3 resolution R s.t. RProbg(P | Adv, | ok)
and V resolution R, RProbg/ (P | Adv, | ok) <

N —

Intuitively, this results from the fact that the resolution may leak the probabilistic choice
through the non-deterministic choice of the attacker to output 0 or 1. The resolution
chooses the attacker to output 0 in the first probabilistic branch of P and 1 in the second.

In this part we identify two subclasses of processes that avoid this problem. The first
such subclass is that of purely non-deterministic processes, i.e. without the +, operator.
This is the class of the original applied pi calculus which also enjoys good tool support.
Intuitively, the above problem is avoided as there are no secret probabilistic choices to
leak. However, we show that even on purely non-deterministic processes probabilistic ad-
versaries have a stronger distinguishing power for the may testing equivalence. We also
show that when additionally restricting protocols to a bounded number of sessions, i.e.,

39



considering processes without replication, may-testing coincides with similarity. We there-
fore inherit from [CKRI18] the fact that may-testing is coNEXP complete for a large class
of cryptographic primitives.

The second subclass considers purely probabilistic processes with (nearly) no non-
determinism. We show that trace equivalence in this class (as considered for instance
in [CSV17]) corresponds to may-testing with a restricted adversary process which again
avoids non-determinism. We also sketch how the algorithms of then DeepSec prover could
be adapted to check trace equivalence in this probabilistic setting.

6 Non-Probabilistic Processes

In this section, we consider protocols that do not make probabilistic choices, but an ad-
versary that can have a probabilistic behaviour. By Proposition [5, we already know that
simulation preorder implies may-testing equivalence. We show in this section that for
bounded non-probabilistic processes, may testing and simulation actually coincide. We
also show that this is not the case in general for processes with an unbounded number of
sessions, i.e., with replication.

6.1 May-testing with non-probabilistic adversary and trace equiv-
alence coincide

We show in this section that our definitions of may testing and trace equivalence coincide
with the classical definitions of the original, purely non-deterministic applied pi calculus
when both regular and adversary processes are non probabilistic (up to the difference on
static equivalence, discussed in Remark .

Indeed, when considering non-probabilistic processes, all distributions in the (labeled)
operational semantics are Dirac distributions. Moreover, we already shown in Proposi-
tion[2that trace equivalence with randomized or non-randomized resolutions are equivalent.
Thus, when considering non-randomized resolutions, one can notice that the probability
of executing a trace w from (P, ¢) will always be 0 or 1, and in fact is 1 if and only if
(P,¢) —ay --- —>a, (P',¢) where w = a; ...a, when having removed 7 actions and writ-
ing (P, ¢) =4 (P',¢') instead of (P, ) —4 d(pr,¢). Similarly, the probability of reaching a
barb ¢ from P is always 0 or 1, and in fact is 1 if and only if P —* P’ € | ¢ when writing
P — Q instead of P —, Q.

We show in the following lemma that may testing and trace equivalence coincide in non-
probabilistic settings. In particular, we recover the fact that for the classical definitions in
non-probabilisitic settings, trace equivalence implies may-testing.

Proposition 6. Let P, Q € MP"™.

VAdv € MP™ s.t. fn(Adv) C Npws. Ve € Ny
RProbg (P U Adv, | c) < RProbz(QU Adv, ] c)

The proof of this result can be found in Appendix [G.2]

(P,2) <4 (Q,2) iff
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6.2 May-testing and simulation coincide for bounded processes

To show that may-testing (with probabilistic adversaries) and simulation coincide for
bounded non-probabilistic processes, i.e. in MP<>**" we rely on a modal characteri-
zation of strong simulation on image finite LTS by a Hennessy-Milner logic. We can rely
on simple LTS since we consider non-probabilistic processes (which implies that all distri-
butions on the fragment of N* with states labeled by non-probabilistic processes are Dirac
distributions).

Definition 22. A LTS L = (S, A, —) is image-finite when for every s € S,a € A, the set
{t| st} is finite.

Note that even the fragment of N’ restricted to states in SP;°" is technically not

image finite. Indeed, the 7-action executing a restriction, i.e. new a; P, may lead to
infinitely many states (one for each fresh private name o’ replacing a). However, as all
these states (and subsequent states) are equal up to renaming, we can consider a fragment
of N where we only allow a single transition for the rule (NEW) per occurrence of name
restriction in a state.

Definition 23. We say that a NPLTS N is a new-determinization of N* when N =
(Sney Ane, trans) with the following constraints on trans:

e cither trans((P,¢))(a) = @ for a € Aye \ {7}, and trans((P, ¢))(7) is the singleton
{0(0.4)} where P —, dg by the rule (NEW)

e or trans((P, ¢)) = transye((P, ¢)) and for all D € trans((P, ¢))(7), (P,$) —, D by
any other rule than (NEw).

Though we use new-determinization primarily in this section for bounded processes to
obtain the image-finite property, we can show that new-determinization preserves trace
equivalence, simulation and bisimulation in general. The proof of the following lemma can
be found in Appendix [E]

Lemma 10. Let N be a new-determinization of N¥.

<N <M and <N =<V and AN =AY

It is a well-known fact (JAmal6]) that simulation for a LTS can be expressed as strong

simulation on the corresponding weak LTS. Thus, when we only consider non-probabilistic

processes, if we write (P, ¢) < (P, ¢') instead of (P, ¢) —, §(p 4 then we can build from a

new-determinization of N’ a LTS where the transitions (P, ¢) = %5 (Q,v) are merged
into a single transition.

Definition 24. Given a new-determinization N of N¢, we define the LTS Ly as follows:
its states and actions set are the same as those of N, and its transition function is defined

as: for all a € Aye, (P,¢) =1, (Q,9) when (P, ) RAQNGN (Q,%) in N and P is non-
probabilistic.
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Notice that the fragment of Ly restricted to states in SP;°""™ is image finite.
If we denote the strong simulation on the LTS L by <.L. = we obtain the following
result.

Lemma 11. Let N be a new-determinization of N*. For all P, Q € MP", we have:
(P.2) <% (Q2) it (P.2) <l (Q,9)
Proof. The proof directly follows from the following two observations: for all a € Ay,
e (P,¢) ==, D implies that for all (P’, ¢') € supp(D), (P, ¢) RN (P',¢'), and
o (P,¢) 5557 (P, ¢/) implies (P, ) == d¢pr .- O

For the remaining of this section, we fix a new-determinization of N and denote by
L¢ its corresponding LTS. Moreover, we denote by L% _ the fragment of L’ restricted to
bounded processes.

6.2.1 Hennessy-Milner logical characterization of strong simulation

Our Hennessy-Milner logical characterization consists in expressing strong simulation pre-
order by the means of satisfaction of logical formulas by the LTS.

Definition 25. Let A be a countable set of actions. We define the set of logical formulas
as:
FeF:=T|aF|FNF, where a € A

In our case, the set of a actions will correspond to A%, that is indeed countable. The

satisfaction of such formulas by a LTS is defined as follows.

Definition 26. Let L = (S,.A4, —) be a LTS. We say that L satisfies a formula F', written
skEF,ifforall s €S,

°skET;
e 5 = a.F when there exists t such that s = ¢ and ¢ |= F}
e s=F AFy, when s = F) and s | F.

The following proposition shows how to relate strong simulation with satisfiability of
logical formulas.

Proposition 7 (HML caracterisation of simulation). For an image-finite LTS L,

s<t.t iff VE€EF. sk Fimpliest| F

—ssim
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Proof. In  [Amal6], this caracterisation can be found with infinite disjunction. Using
the fact that the bisimulation operator on relation is co-continuous for image-finite LTS,
(as stated and shown in [Amal6]), we can show that the restriction to finite disjunction is
sufficient. A generic proof of the finite-disjunction restriction for any modal caracterisation
can be found in [GF12]. O

In order to prove that simulation coincides with may-testing for bounded non-probabilisitic
processes, we show that we can emulate any logical formula by a probabilistic adversary:
for all formulas F', we build a probabilistic adversary Adv such that for all extended pro-
cesses (P, @), PU{Advp} exhibits the adversarial barb ok with probability 1, if and only
if the state (P, ¢) satisfies the formula F in L*.

Definition 27. Let F' be a formula in F, ok € N, such that ok & fn(F) and n € N. We
define Advg¥, by induction on the syntax of F:

e if F =T then Advgt, = out(ok, ok).

o if I = in(§ ¢).F" then AdvgF, = out(,(); Advgh
AdvgF, = 0 otherwise.

when vars(¢,() € AX, and

s

o if F = out(¢,ax).F” then Advy, = in(,ax); Advys, , when ax = ax,41, vars(§) C
AX, and Adv}, = 0 otherwise.

o if F=(¢ < ().F' then Advy, =if £ = ¢ then Advf}  else 0 when vars(, () C AX,
and Advg¥ = 0 otherwise.

?
o if F'=(£# ().F' then Adv¥, = if £ = ¢ then 0 else Adv?i,, when vars(€,() € AX,
and Advgh = 0 otherwise.

o if F'= Fy A Fy, then Advf, = Advgy , +1 Advif .

In Definition the integer n and the conditions on the variables of &, ( ensure that
the adversarial process Advg’, is closed (no free variables). This is not a restriction as
(P,2) = F implies that F' satisfies these conditions.

Lemma 12. Let P € MP"™ and ok € N, such that ok & fn(P). For all formula F € F,
we have

(P,@) = F iff  RProbg,(PU{Advy,},lok) =1

The proof of Lemma [I2] can be found in Appendix Notice that the lemma in fact
also holds for processes with replication. The main result of this section follows almost
directly.

Proposition 8. Let P, Q € MP<"P,
4 .
(P,2) < (©,0) iff P <pay Q
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Proof. Suppose (P,2) <N’ (Q,@). By Propos1t10nl P <R
by definition.
Let us now assume P <may Q. From Lemmas |10 and . we know that (P, Q) <N’

—Sstm

(Q, @) if and only if (P, @) <., (Q, D). Moreover, since P and Q are bounded, we deduce
Z
that (P, @) <N (Q,2) if and only if (P, @) <,== (Q, ). As LL_ is image finite, we

can rely on Proposition Iﬂ to obtain that (P, @) < S;m (Q, @) if and only if for all F' € F,
(P,2) = F implies (Q,@) = F. Therefore, let F € F such that (P,2) = F. We take
ok € Ny such that ok & fn(F,P,Q). By Lemma , we have RProbg, (P U {Adv }, |
ok) = 1. Since P <pay Q, we deduce that RProbg, (Q U {Advy}, | ok) = 1 and so
(Q,9) = F once again by Lemma [12] O

Q, which implies P <4, Q

6.2.2 Complexity

Cheval et al. have shown [CKRI8| that both deciding trace equivalence and bisimilarity
is coONEXPTIME complete when cryptographic primitives are modelled by a subterm con-
vergent destructor rewrite system and the number of sessions is bounded. (We refer the
reader to [CKRI18| for a precise definition of this class of rewrite systems.) The hardness
proof reduces SUCCINT 3SAT to both trace equivalence and bisimilarity using a same en-
coding which also proofs hardness of similarity. The coNEXPTIME decision procedure for
bisimilarity can be directly adapted to the case of similarity, hence, by Proposition |8 we
have the following result.

Corollary 1. Let P, Q € MP<*"P Deciding P N may Q is coNEXPTIME complete when

= is defined by a subterm convergent destructor rewrite system.

6.3 May-testing and simulation do not coincide for unbounded
processes

To prove that may-testing and simulation do not coincide for processes with replication,

we consider the following two LTS L; and Ly, that are an asymetric variant of the LT'Ss

used in [vG8T] to show that the finitary Hennessy-Milner logic from Definition 26| do not
caracterise bisimulation.
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Though both L; and Ly may produce an unbounded number of a transitions, the initial
transition in L, decides on an arbitrary, but fixed number of a transitions in the rest of the
execution. This in particular shows that Ly does not simulate L, i.e. Ly £, Lo.

In the applied pi calculus, Ly can be represented by the process lout(c, a). Modeling Ly
in the applied pi calculus is more complex as it requires to non-deterministically choose an
integer n > 0, before outputting n + 1 times a. To non deterministically choose n, we rely
on the following process that outputs n encoded in unary as h"(b):

Qcount(€) = new d. (out(d, b) | lin(d, z).(out(e, z) + out(d, h(x))))

Intuitively, the channel d represents a memory cell initiated with a public name b (encoding
0). When reading on channel d the current value x, the process non deterministically
chooses to increment = (updating the cell with h(z)) or to select the value x by outputting
it on channel e.

It remains to model the process that given an integer x, produces x + 1 outputs of a:

Qout(e) = new d'.in(e, z).(out(d’, ) | lin(d', y).out(c, a).if x =y then 0 else out(d’, h(y)))

Similarly to Qcount(€), Qout(€) relies on a private d’ to increament b until reaching the value
x read on e. It is easy to see that the process outputs x + 1 times a .

Lemma 13. Let Q = new e.(Qcount(€) | Qout(€)). We have:

£
(tout(c,a), 2) 25, (@, @) but  lout(c,a) <,y @
Proof. To show that (lout(c,a), @) £V (Q, @), we rely on the same idea used to show
that Ly £,;,, L. Before the first output on ¢, the process () must produce a communication
on e, hence fixing the value of z used in Q.. (e) which bounds the number of following
outputs on ¢ by = + 1. As lout(c, a) may output on ¢ an unbounded number of times, we

conclude.

To prove that lout(c,a) < @, we need to show that for all Adv € MP, for all

—may

ch € Npup, if fn(Adv) C N, then RProbg ({lout(c,a)} U Adv, | ch) < RProbr({Q} U
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Adv, ] ch). Let P = {lout(c,a)}. By unfolding the definition of RProbg (P U Adv, | ch),
we know that :

RProbg (P U Adv, | ch) = sup RProbg(s, corrg' (J.ch))
R=(SR,corrg,transg)ER
corrr(s)=PUAdv

< _
= sup sup RProbg" (s, corrg* ({.ch))
R=(SR,corrg,transg)eR neN
corrr(s)=PUAdv

Let R = (Sg,corrg, transg) € R, s € Sg such that corrg(s) = P U Adv and let n € N.
By definition, the number of transitions from s in the computation of RProbg" (s, corrg (]
ch)) is bounded by n. Thus, the resolution R may at most unfold n times the process
lout(c,a). By denoting P" = out(c,a);...;out(c,a), we can therefore easily build a reso-

J/

Vv
n times

lution R" = (Sg/, corrr, transg/) € R and s’ € Sgr such that corrg(s’) = {P"} U Adv and
RProbg" (s, corrg (L ch)) = RProbs" (s, corrg! (L ch)).

However, one can easily show that (P", @) <N (Q, @) (Q only needs to choose integer
n—1 to output exactly n times a). Since, by Proposition , simulation implies may-testing,
we have:

sup sup RProb3" (s', corrg ! (1.ch)) < RProbr({Q} U Adv, | ch)
R/=(8gr,corrgs transg/ )eR n'€N
corrr(s")={ P" }UAdv

By selecting n’ = n, we deduce that RProbs" (s, corrz! (1.ch)) < RProbg ({Q} U Adv, |.ch)
and so RProbs" (s, corrg? (1.ch)) < RProbr ({Q} U Adv, .ch). Tt allows us to conclude that
RProbg (P U Adv, | ch) < RProbgr({Q} U Adv, | ch). O

7 Fully Probabilistic Agents Communicating on Pub-
lic Channels

We now do a formal comparaison with the probabilistic concurrent systems considered
in [CSV17, BCSV18|. They consider systems that are build as the parallel compositions
of independant agents, called roles, that are not able to communicate directly with each
others: all communications are mediated by the adversary. Moreover, there is no non-
determinism in the internal behavior of a role; the only non-determinism is controlled
by the adversary—thus external-and consists in the adversary’s choice for managing the
communications.

Definition 28. We say that a process P = {Py,...,P,} € MP is fully probabilistic(FP)
when:

e there is no non-deterministic choice + in P;, and no parallel composition | and no !;
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e there exists a list uq, ..., u, of public channels such that all input and output actions
in P; are only done on ;.

Notation 11. For a FP process Q@ = Q1 | ... | ...Qm, and j € {1,...,m}, we write
out(cj, t)-Q and in(cj, x)-Q for (Q1 | ... | out(cj, 1)-Q; | ... Qm)and (Q1 | ... |in(c;,2)-Qy |
... Q) respectively.

Remark 11. Observe that when looking at the un-labelled semantics for a component P;
without the syntaxic constructs + and |, the only source of non-determinism in — comes
from new -redexes. To overcome this residual non-determinism, we replace as in Section [6]
the NPLTS N’ by a strict new -determinization of N*. In the present section, by abuse of
notation, we will write N¢ for an (arbitrary) new -determinization of N¢.

In [CSV1T7, BCSV1Y], the authors consider the trace equivalence for a restricted frag-
ments of FP processes. More precisely, their processes have a constrained shape, used to
suppress the necessity of scheduling decisions for inteleaving of honest 7-actions, and thus
ensure that weak trace equivalence and strong trace equivalence coincide.

Remark 12. Observe that at this point, fully probabilistic processes have no replication.
As a consequence, whenever s = ), it is actually a finite scheme, and the sub-distribution
FE is actually a proper distribution.

7.1 Removing residual non-determinism

In this section, we are interested in the fragment of N* whose states are of the form (P, ¢),
with P a FP processes. Observe that this fragment has still internal non-determinism,
since starting from a state (P; | ... | P,, ¢), it can be possible to do a 7 action either in
a component P, or in a component P;. However, this internal non-determinism is much
more limited that for general processes: indeed, intuitively, that we chose to reduce first
P; or first P; will not have an effect on the resulting trace equivalence. In this section, we
formalize this intuition by transfering known confluence results from (non-probabilistic)
abstract rewriting systems to NPLT'Ss.

The first step consists in building, from any NPLTS N with only one action {7}, an
abstract rewriting system N by moving all information about probabilities from transition
to states.

Definition 29. Let N = (S, {7}, h;) be a NPLTS. We define (non-probabilistic) abstract
rewriting system N-i.e. a LTS with only one action 7—-as follows:

e its set of states is {y = [(au, 1), ...(Qns $n)] € M£in([0,1] X S) | D v = 1}.
e its only action is 7;

e the transition function — is defined as follows:
s —nF (cv, s) € Support(p)
1t = Uresupportyf (- D(8), )} U\ {(a, )}
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We formalize in Lemma below how we can recover informations about probabilis-
tic executions in a NPLTS N by looking at (non-probabilistic) execution in the abstract
rewriting system N. Here, it should be observed that this correspondance holds only when
N has no infinite sequence.

Lemma 14. Let N be a NPLTS with only one 7 action and no infinite sequence, s be
a state in N, A C S..+(N) a set of external states, and « € [0,1]. Then there exists a
non-randomized (maximal) resolution R € R,,(N) such that RProbg(s,corr™}(4)) = « if
and only if there is a finite (maximal) sequence o = {(1,8)} =5 t1 = - - fn, and

& = Zi,tiGA & with Hn = {{(ala tl)u R (O[m, tm)}}

Proof. =: Let R € Ry (N), sgr € Sg with corrr(sg) = s, and such that RProbg(sg, corr ' (A)) =
a. Since N has no infinite sequence, there exists n € N such that RProbg"(sg, corr—(A)) =
o, and when R is maximal, we can moreover require that {¢ | RProbz"(sg,t) > 0} C
{u | corrr(u) € Sext(N)}. We build a reduction sequence po = {(1,5)} Dx 11 =5
..t in N by first defining a family (p;)jen as p; := {(D;(u), corrgr(u)) | u € Sy},
with D; the distribution obtained after j steps from s” in R. Then we can observe that
for every j € N, it holds that there exists a N such that p; —% pj+1, and from there we
have the result. Moreover, if R is maximal, Support(D,,) C {u | corrg(u) € Sezt(N)},

thus p, is a normal form in N.

«: Let o be a reduction sequence g = {(1,8)} = t1 = - #n in N. We build a
resolution R € R,,,(N) by induction on n:

— if n = 0, the resolution has only one state s’ with corrg(s’) = s. Moreover, if
[y = po is a normal form in N, it means that s is an external state in N, thus
R is a maximal resolution.

— Suppose that the result holds for n € N. Let o := pg = {(1,8)} Dy 11 —x
o a1 We write pp = {(aq,81), .- (@m, Sm) . Looking at the definition of
the ARS N, we see that we can split o into m sequences {{(1,s,)} 5% P. —x%
Py, with Ny < n,and p, = {(a;- 8,5) [ i € {1,...,m},(B,s) € ply, }. From
there, we can apply the induction hypothesis, and we obtain a resolution R; for
i€ {l,...,m}, and a s; € Sg, with corrg,(s;) = s;. We can suppose that the
Sg, are all disjoints. From there, we build a resolution R as the disjoint union
of all R;, plus a fresh state s; with corr(sy) = s, and transg(sp) = > ;- g
Moreover, if f1,, = is a normal form in N, then also the Py, are normal from: it
means that the induction hypothesis tolds us that each of the R; is maximal,
and from there we can conclude that R also is maximal.

O

In the next step, we show that confluence and termination properties are passed down
from N to N. We are interested in these properties, because it is a well-known result of the
literature on abstract rewriting system (Newmann’s Lemma) that a ARS with no infinite
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sequence and locally confluent is normalizing, i.e. each state has exactly one normal form.

Lemma 15. Let N a NPLTS with no infinite sequence (that is there is no si, s, ... such
that for all i € N, s; —»n D;, and s;41 € Support(D;)), and which is locally confluent
(i.e. for any s € Sy, Dy, D such that s 5N D1, and s = D, then there exists E such that
Dy —=! E and D, =S! E). Then the abstract rewriting system N also has also infinite
sequence and is locally confluent.

Proof. e Let N be a NPLTS with no infinite sequence. We prove by contradiction
that also N has no infinite sequence: suppose that N has an infinite sequence o :=
fo — p1 — fig . ... We write g = {(aq,51),. .., (an, 5,)}. Looking at the definition
of N, we see that we can extract from o a s;, and an infinite reduction sequence
O(1,5) Donee it 5 gty ... in N. By iterating this reasonning, we obtain an infinite
sequence on N, and it ends the proof.

e Let N be a locally confluent NPLTS. We prove that also N is locally confluent. We
suppose D, By, B, such that D = FE;, and D = E,. Looking at Definition it
means that there exists (s,w;), (so,w2) € Support(D) such that (s;,w;) —ner Fj
and E; = D(s;, w;) - F; 4+ Dis\(s;w,) for @ € {1,2}. There are two possible cases:

— either (s;,w;) # (s2,ws), and in this case F; ;W Zie{l,Z} D(s;,w;) - F; +
Dys\{(s:,w)licf1,2}} for every i € {1,2}, thus we can conclude.
— or (s1,w;) = (s2,wsy). In this case, we can use the fact that by hypothesis N is

confluent, thus there exists Es such that Dy — D3 and Dy — Ds, and we can
conclude from there.

O

Proposition 9. Let N be a NPLTS with only one 7 action, that has no infinite sequence,
and which is locally confluent. Let A C S..4(N). Then for any maximal resolution R in

Rnr(N) it holds that:
RProbg(sr, corrgl(A)) = RProbg, (n)(corrr(sg), A).

Proof. Let A € Sewi(N). If p = {(ar, t1), . ., (am, tm) } € S, we write p(A) =305 ¢ 4 ca -
Let R; in R, (N) be a maximal resolution, and Ry, € R, (N) any resolution. Then
we obtain by Lemma [14] two finite sequences o' = {(1,s")} g 8 DO ... 4, and
RProbg, (s, corrg (A)) = > 1. vea of with gl = {(af, ), ..., (ol t )} for i € {1,2}.
Moreover, since R; is maximal, /%111 is a normal form for N. Using Lemma and New-
mann’s Lemma, we can see that N is strongly normalizing, thus JlS S5 pti. In order to
conclude, it is enough to see that ince A C S.¢(N), p =5 o implies that p(A4) < p/(A). O
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7.1.1 Determinizing may-testing for FP processes

Proposition 10. Let P be an FP process, ¢ a frame and Adv a fully determinate adversary.
Let A be a target subset of states of the form P'U Adv’, with P’ a FP process, and Adv’ a
fully deterministic adversary. Then for any maximal non-randomized resolution R on N°:

RProbg(P U Adv, A) = RProbg, (noy (P U Adv, A).
Proof. We first define a NPLTS (N°) 4 we obtain from N as follows:
e We remove all transitions starting from states a € A;
e we add a state success, and from each state a € A, we add the transition a — dsuccess

We can see that to each resolution R, we can associate a resolution R4 on such that:
RProbg(P U Adv, A) = RProbg, (P U Adv, success)

Since neither FP processes nor fully deterministic adversaries have !, the (smallest) frag-
ment of N° containing them has no infinite reduction sequence, and moreover using the fact
that we have no meaningful non-determinism, we can show that N° is locally confluent. As
a consequence, it is also the case for (N°)4. From there-and using the fact that A is a set
of external states for (N°) 4, we can conclude as a direct consequence of Proposition @] O

7.1.2 On trace equivalence for FP processes

It is possible to caracterise trace equivalence as the probility of reaching a particular exter-
nal state success on a NPLTS (Né)tr with only one 7 action, built from N*. The construction
is done in Definition [44]in Section [B.1], and the caracterisation is shown in Lemmal[33] Since
FP processes have no !, the FP fragment of N* has no infinite reduction sequences labelled
by 7, and moreover is locally confluent. Looking at the way we defined (Né)”, we say that
our construction preserves these properties.

As a corollary, and using Lemma we obtain that we can caracterise the trace pre-

order using the ARS (N¢)".

Proposition 11. For any non-randomized maximal resolution R on N’:

Vs € Sg,Vw € A7, Probgr(s,w) = Probge(corrg(s), w).

ext)

Proof. First, observe that the FP fragment of N has no infinite 7-reduction sequence, and
is locally confluent. Then, we can see that those properties can be passed down to ( N[)tr.
From there, we can conclude as a direct consequence of the caracterisation of the success
probability of reaching a trace from Lemma 33 and Proposition [0 ]

Remark 13. The proofs in the present section uses heavily the fact that there is no
replication into FP-processes. Indeed, suppose that we consider instead processes of the
form Py | ... | P,, where the processes P; have no non-determinism, but can implement
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recursion, then Proposition would fail. It is because maximal resolutions can then
lead to mon-optimal strategies, where non-essential part of the system can execute a loop
infinitely often. Nonetheless, we believe that is possible—for a given trace w—to build one
optimal resolution R, that would maximise Probg(s,w) for each process s, thus allowing
us to remove non-determinism in computing the success probability for traces.

7.2 May testing equivalence of FP processes with unrestricted
adversary.

As shown by the following example, even on [CSV17, BCSVI1E§|’s fragment, trace equiva-
lence do not coincide with may testing equivalence.

Example 4. Consider again the two processes of Example [3]

P :=(in(c,z). if z = 0 then out(c, ok) else out(c, bad))+/>
(in(c, z). if = 0 then out(c, bad) else out(c, ok))

Q :=in(c, z).(out(c, ok) +/2 out(c, bad))

We have already shown in Example [3| that they are not testing equivalent (using a non-
determinate adversary). We can however show easily that (P,@) and (Q,2) are trace
equivalent. Indeed, the relevant traces are of the form ¢, := in(c, k).out(c, z1).(z17 =
ok), for all the integers £ € N. We can see that for every k, Probg(((P,@),tx) =

Probz:((Q, @), t) = 3.

7.3 A fully probabilistic operational semantics for FP processes
and determinate adversaries

However, if we restrict the set of possible adversary and that we consider only adversaries

without non-determinism-i.e. written whitout using + or |-we obtain a (weaker) notion

of may testing equivalence for FP processes. The main result of this section is that this
weaker may testing coincide with trace equivalence.

Definition 30. We say that a process Adv is fully determinate if it is generated by the
following grammar:

P,.Q:=0]in(u,z)- P |out(u,v) - P|newa-P |if u=wvthen Pelse Q| P+, Q

Moreover, we ask for a sucess token—formally a channel ok—that only the adversary can
use. We say that two process P, Q) are determinate may testing equivalent whenever they
are indistinguishable by fully determinate adversaries.

Our goal is to show that two FP-processes are in the trace pre-ordered if and only if they
are in the determinate may-testing preorder. Observe that one direction is immediate: it is
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enough to show that any trace can be encoded by a determinate adversary Adv, thus two
process that are in the determinate may-testing pre-order are also in the trace pre-order.
In the remaining of this section, we show that the reverse implication also holds.

Definition 31. Given a fully determinate process Adv and an integer n, we define the set
Tro*(Adv,n) inductively on Adv as:

e Tro*(0,n) = @

o Tro%(in(u,z); Adv,n) = {(ps, (u ¥ ok).out(u, ax,y1).w;) B, when TroF(Adv{>m+1 /. }, n+
1) = {(pi, wi) }iy

o Tro(out(u,v); Adv',n) = {(p;, (u ;é ok).in(u,v).w;) B, U{(1,u < ok)} when Tro*(Adv,n) =
{(pi, wi) iz

o Tr*(Advi+pAdvy,n) = {(p - pr, wi) Jily V(L = p) - i, wi) 132y when Tro(Advi, n) =
oy, wi) Brly for i =1,2

o Tro(if u = v then Aduv, else Aduvy, n) = {(pL, (u = v).wh) }L UL (02, (u # v).w?) 2,

o Tro (new a; Adv,n) = Tr°%(Adv{®/,},n) with b € Ny fresh.

The proof of the following lemma can be found in Appendix [H]

Lemma 16. Let ok € N,u,. Let (P, ¢) be a purely probabilistic process. Let Adv be a
fully determinate adversarial process such that fv(Adv) C dom(¢).

P, L ok))x

RPI"Ome(No)(P U Adve, | ok) = RProbg,, (no) (P,lok)+ (1 — RPI”Ome(No)(
), w)

Z(a,w)ETr"k(Adv,|d0m(¢)\) - PrOb'Rnr(Né)«P
We can now show the main proposition of this section.

Proposition 12. Let P, Q be two FP processes. Then (P, Q) is in the may testing preorder
for determinate adversaries if and only if (P, @) and (Q, @) are in the trace pre-order.

Proof. We focus on the non-straightforward implication: the trace preorder implies the
may testing preorder for determinate adversaries. Let Adv be a fully determinate adversary
process and let ok be a public name.

First, notice that as P and Q are both fully probabilisitic processes, we have

RProbg,, oy (P, | ok) = Probg, vy ((P, @), out(ok, ax;))

RProbg,, (noy(Q, 1 0k) = Probg, ) ((Q, @), out(ok, ax;))

Let a; = Probg, (ne)((P, @), out(ok,ax;)) and ag = Probg, (v ((Q, D), out(ok,ax;)). Since
(P,2) and (Q, @) are in the trace pre-order, a; < as.
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Similarly, for all (a,w) € Tro*(Adv, |dom(9)]), as (P,2) and (Q, @) are in the trace
pre-order we have that Probg, ey ((P, D), w) < Probg, (v ((Q,9), w). Defining

by = Z Q- PrObRnr(NZ)((Pa ¢)7 w)

(a,w)€Trok (Adv,|dom(¢)|)

by = Z a - Probg, no)((Q,9),w)

(a,w)€Trok (Adv,|dom(¢)|)

we obtain that b; < bs.

Thus, by Lemma , RProbg, (ney (P, ok) = a1 + (1 — a1) x by and RProbg, ne)(Q, |
ok) =as+ (1 —ag) X by with 0 <a; <ay <land 0<b <b <1.

By considering the function f(z,y) = = + y — xy, we notice that showing a; + (1 —
a;) X by < as + (1 — ay) X by is equivalent to showing that f(as, b)) — f(as,b1) > 0. By
computing the partial derivations, we can see that f(ag,by) > f(a1,b2) > f(ay,b;) which
allows us to conclude. ]

8 Deciding trace equivalence and tool support

As previous mentioned, Cheval et al. [CKR18| designed a decision procedure for trace
equivalence when cryptographic primitives are modelled by a subterm convergent destruc-
tor rewrite system and a bounded number of sessions. This procedure is based on constraint
solving techniques that represent the infinite set of all possible concrete executions of the
processes and an arbitrary attacker as a finite symbolic tree, called the partition tree. In-
tuitively, each node of this symbolic tree represents the state of the two processes after
executing a trace tr. Due to non-determinism, a node may contain several constraint sys-
tems corresponding to every possible interleaving allowing the execution of a given trace tr.
Deciding trace equivalence between processes A and B, in the original, non-probabilistic
setting, requires to check that each node of the symbolic tree contains at least one con-
straint system derived from process A and one from process B; or the node is empty.

We show how to extend this procedure in order to decide trace equivalence in a general
setting where both probabilistic and non-determinism behavior may co-exist in the pro-
cess. Obviously, we inherit the setting of a bounded number of sessions and cryptographic
primitives modeled by a subterm convergent destructor rewrite system.

Following Proposition [2 proving (P, ¢) <,, (P’,¢’) is equivalent to proving (P, ¢) <
(P',¢'). Thus, by definition, we focus on the computation of Probg e ((P,¢),w) for
all w e Aﬁzt*. A main difficulty stems from the presence of universal quantification over
resolutions. However, as P is bounded, we can completely ignore resolutions and focus on
the labelled semantics, as shown by the following property.

Lemma 17. Let (P, ¢) € SP;™. Let a € A’,,. Let w € A’

ext: ext *

Probg, ney((P,¢),€) =1 Probg, ne)((P, @), a.w) = max(p1, p2)
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where

b1 = (’P,rg)zi}:rl? Z D((Pla Qb,)) : PI'Ome(NE)((P, ¢)7 a'w)
(P’,¢")€supp(D)
pp= max > D((P',¢))) - Probg, (P, ¢), w)
(P’,¢’)esupp(D)
Note that this inductive definition is well founded as the size of the processes strictly

decreases at each semantics step since there is no replication.

8.1 History

As mentioned above, partition trees [CKRI§| are a finite symbolic representation of the
concrete executions of the two initial processes. Each node contains all reachable states
of the two processes after executing some trace w. However, to compute the probability
Probg, (ney((P, ¢), w), Lemma (17 also requires to know the different semantics steps that
led to the process states after executing w. In other words, it requires the history of each
extended processes. Therefore, to simplify the probability computation, we extended the
labelled semantics by adding the history of transitions leading to the extended process.
To further simplify, we assume that each input, output, probabilistic choice and non-
deterministic choice are decorated with a label £ € £, denoted in(u,z); P, out’(u,v); P
and P +f; Q, P +' Q respectively. Additionally, we assume that all labels are distinct in
the initial processes.

Definition 32. We define history entries as elements from {hy(¢), ho(¢, '), h, (¢, p, 1), h.(¢,1) |
i €40,1},p €]0,1[, ¢ label}. A history, usually denoted H, is a sequence of history entries.

Extended processes and the labelled semantics can naturally be extended to include
history. In particular when (P, ¢) —, D and (P',¢') € supp(D), we define (P, ¢, H) =
(P, ¢',H') where:

o H=H- h,((,p,0) when P = QU {P +! Q} and P' = QU {P};

o H'=H-hy((,p,1) when P = QU {P +! Q} and P' = QU {Q};

o H =H h,((,0) when P = QU {P +* Q} and P’ = QU {P}:

o H'=H h.((,1) when P = QU {P +* Q} and P’ = QU {Q};

o H =H-hy(£,¢") when P = QU fout’(u, t).P,in" (v,2).Q}, P' = QU{P, Q{z — t} };
e H' =H-hy(f) when P = QU {out’(u,t).P} and a = out(,ax,) and P’ = QU { P};

e H = H-h(¢) when P = QU {in(u,z).P} and a = in(¢,¢) and P’ = QU
{P{z— (ot}

e H' = H otherwise.
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Given w € A%,,", we write (P,¢,H) = (P',¢',H’) when (P,¢,H) 2 ... 2% (P, ¢/, H)
and w is aq . ..a, with the 7 labels removed.

Since labels occur at most once in the initial process, intuitively, two extended processes
with a shared prefix executed the same semantics steps. In other words, if

(P, ¢, H) = (P1,¢1,Ho - Hi) and (P, ¢,H) = (P2, 2, Ho - Ha)

then there exist wp, w; and an extended process (P, ¢g, Hp) such that w = wow; and

w/ (7)17¢17 HO : Hl)

(Pv ¢a H) i (7)07 Cbo, HO)

Xl (P27¢27 HO ' HZ)

We now describe how we can compute the probability that (P, ¢) executes a trace w
from the set of histories obtained after executing w, i.e. {H | (P,9,[]) = (P',¢',H)}
where [] denotes the empty sequence.

Definition 33. Let S be a set of histories. We denote by S, = {H' | (h-H’) € S}. We
define compute(.S) inductively as follows:

e compute(@) =0
e compute({[]}) =1, i.e., if S is the singleton containing the empty sequence
e otherwise

max compute (S, ()

max compute(Sin,e,er))

compute(S) = max max compute(Si.e.)

n%%x(p - compute(Sin_ (¢,p,0)) + (1 — p) - compute(Sp, (¢p.,1)))

\

The correspondence between Probg ey ((P, ¢),w) and the function compute(-) is given
in the following lemma.

Lemma 18. Let (P, $) be an extended process, w € A’," and S = {H' | (P,¢,]]) =

ext

(P',¢',H")}. We have that Probg e ((P,¢),w) = compute(S).

Proof. Let A = (P,¢) be an extended process. Let w € A’ ,". Let us define S(A,w)
the set {H | (P,9,[]) = (P',¢,H)}. Then, we show by induction on (|A|,|w|) that

compute(S(A)) = Probg, (noy(A, w).
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Base case (|A],|w]) = (0,0), i.e., P =0 and w = €. In such a case, by Lemma [17] we
deduce that Probg e (A,w) = 1. Moreover, by definition of S(A,w), S(A,w) = {[]}
meaning that compute(S(A,w)) = 1. This allows us to conclude.

Inductive step (|A], |w|) > (0,0). We do a case analysis on w and the available semantics
steps on A (see Definition :

o Case (P,¢) =, §(P’, ¢)) with Nil, Par or Conditional rule: In such a case, as the rule
are deterministic, two simple inductive proofs allow us to show that Probg, ) (4, w) =
Probg, (vey(B,w) and compute(S(A,w)) = compute(S(B,w)). This typically indi-
cates that the order on which deterministic actions are applied does not matter.
Since |B| < |A|, we can conclude by applying our inductive hypothesis.

e Case w = aw’ with a = (¢ ~ (): In such a case, A /4, 64 iff (P,6,[]) = (P,o,]]).
Similarly to the previous case, we can easily show by induction that either (i)
Probg, ney(A,w) = 0 and A #, §4, meaning that (P, ¢, []) %, S(A,w) = @ and so
compute(S(A, w)) = 0; or (ii) Probg, vy (A, w) = Probg, ey (A, w') and A —, d4. In
the latter case, we deduce by definition that compute(S(A, w’)) = compute(S(A4, w)).
By inductive hypothesis, Probg, e)(A,w') = compute(S(A,w’)) which allows us to
conclude.

e Otherwise, the remaining semantic steps give us that for all B = (P, ¢), (P, ¢) —p D
and B € supp(D) if and only if (P, ¢,[]) LN (P', ¢, [h]). Moreover, due to distinct
occurrences on our processes, we also deduce that two distinct transition steps cannot

correspond to the same history. Therefore, (P,¢,]]) AN (P',¢,[h]) implies that
S(A,w)y, = S(B,w'). Applying our inductive hypothesis on (B, w’), we deduce that
compute(S(A, w) ) = Probg, ey (B, w').

Hence, when h does not correspond to a probabilistic choice, we have by definition
that D = d5 and so:
D(B) - Probg, (o) (B, w'") = compute(S(A, w))

When h = h,(¢,p,i) with i € {0,1}, we know that b = 7,¢' = ¢ and (P, ¢,[]) =
(P", ¢, [he(¢,p,1 —i)]) such that supp(D) = {B, B’} with B’ = (P”, ¢). Therefore,

Z D(s) - Probg, ey (s,w) = p; - Probg, ney(B,w) + p1—i - Probg, (ve)(B', w)
s€supp(D)
= p; - compute(S(A, w))+
P1—;i - compute(S(A, W), (ep,1-i))
with pg = p and p; =1 — p.
By definition of compute(S(A,w)) and Lemma (17, we conclude. O
This lemma provides the core property that allows us to update the partition trees

generated by the procedure in [CKR18] as well as the test performed on each node of this
partition tree to conclude trace preorder.
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8.2 Partition tree

The algorithm in [CKRIS§| relies on a symbolic semantics to finitely models the infinitely
branching concrete semantics of the calculus. They consider symbolic processes (P,C)
where P is a multiset of (non-necessarily ground) processes and C is a constraint system
containing a frame (non-necessarily ground). The frame included in a constraint system C
is denoted ®(C). We naturally extend symbolic processes with histories: (P,C,H).

In [CKR18], symbolic configurations are accompanied with a symbolic semantics as a

labelled transition relation, denoted i>S. We naturally extend this semantics to our proba-
bilistic settings. Intuitively, if (P,C) 5, (P’,C’") in [CKR1§| semantics then (P,C,p, H) 5.
(P',C",p,H") where H' is follows the construction described in Section Additionally,
we add a semantics rule for the probabilistic choice where we compute the new probability.

{P+QyuP,CH Lo ({PYUP,C,H -hy({,p,0))
{P+QYUP.CH) 5, ({Q}UP,C.H-h ((,p 1))

We do not detail how constraint systems are generated here as we do not alter their gen-
eration. We however recall that a solution of a constraint system is a pair of substitutions
(32, o) such that X is a substitution of recipes, hence representing how the attacker computes
messages, and o is the substitution instantiating the variables of the process. ¥ and o are
called second-order and first-order substitutions respectively. Given a constraint system
C, the set of solutions is denoted Sol(C). Note that later on, when talking about partition
tree, we will restrict the solutions of constraint systems that satisfy some predicates .
These solutions will be denoted Sol™(C)

The soundness and completeness of the semantics can be adapted from [CKR22|, Propo-
sition 3.2] as follows:

Lemma 19 (soundness and completeness of the symbolic semantics). Let (P,C,H) be a
symbolic process.

1. Soundness: for all symbolic steps (P,C,H) % (Q,C',H’) and (X, o) € Sol(C'), there
exists a concrete labelled transition (Po, ®(C)ol,H) oF, (Qo, ®(C")ol, H)

2. Completeness: for all symbolic processes (P,C,H), (3,0) € Sol(C) and concrete
traces (Po, ®(C)ol,H) % (Q,®,H'), there exists a symbolic step (P,C,H) a—/>s
(Q,C',H) and (¥',0') € Sol(C’) such that ¥ C ¥/, Q@ = Q'¢', a = d'¥ and
o = d(C)o').

We can now describe the partition trees that can be generated thanks to the procedure
described in [CKR22]. Each node of a partition tree is in fact labelled by a configuration
defined as follows.

Definition 34 (configuration). A configuration is a pair (I, 7) where I is a set of symbolic
processes and 7 a predicate on second-order substitutions. We also require that:

o7



1. the predicate 7 is defined on vars?*(T'), that is, for all 3, 7(2) iff 7(Zjuars2(r));

2. for all (P1,C1,Hy), (P2, Co,Hy) € T, if (X,01) € Sol™(Cy) then there exists oy such
that (3, 09) € Sol™(C) and ®(Cy)oy ~ P(Ca)0s.

We state the properties satisfied by the partition tree.

Definition 35 (partition tree). A partition tree of two bounded processes P and @) is a tree
T whose nodes are labelled by configurations and edges by visible symbolic actions, and
that verifies the following properties. First of all P,Q € I'(root(T)) and mw(root(T)) = T,
where root(T") denotes the root node of the tree. Then for all nodes n of T', (P,C) € I'(n)
and visible symbolic actions a:

1. Closure by T-transition: if (P,C,H) = (P',C’,H’) and Sol™™(C") # & then (P',C', H') €
I'(n).

2. for all (P,C,p,H) € T, Sol™(C) # @;

3. All symbolic transitions are reflected in the tree: if (P,C,H) =, (P',C',H’) and
(2, 0) € Sol™™(C’) then there exists an edge n = n’ in T such that (P, C’,H') € I'(n/)
and (X, 0) € Sol™™)(C’) for some ¥’ that coincides with ¥ on vars?(n).

Moreover for all edges n = n, of T and (P,,C., H.) € I'(n,):

4. Predicates are refined along branches: for all X, if 3 verifies m(n.) then it verifies
m(n).

5. Nodes are mazimal: if (X,0) € Sol™™(C), (X.,0.) € Sol™™)(C,) and ¥ C %, then
['(n.) contains all symbolic processes (P’,C’,H’) such that (P,C,H) =, (P',C',H)
and, for some substitution o', (2., ") € Sol(C') and ®(C.)o. ~ ®(C')o’.

The set of partition trees of P and () is written PTree(P, Q).

The children of a node n represent all the symbolic processes that can be reached by one
symbolic transition from the processes of n. This corresponds to Item [3] of the definition.
Note that these children a grouped by symbolic processes that are statically equivalence
following Definition [34] of a configuration. Note that Item [5| indicates that if there were
other symbolic processes statically equivalent to one in a configuration, then they should
appear in the same configuration. If we denote by A, the set of actions A%, minus the

ext— ext
one of the form & ~ (, we can generalize this property to trace in the following lemma.

Lemma 20 (Adapted from [CKR22, Lemma A.1]). Consider a partition tree T" € PTree(P, Q).
Assume (Py,Ci,Hy),n =7 (P;,Ci, H)), 7' and (Pa, Ca, Hy) = (P4, Ch, Hy) with (Py, Ca, Hy) €
(7). For all solutions (X, o)) € Sol™™)(C}) and (X', o) € Sol™)(C}) such that ®(C})o" ~
®(Ch)oly, we have (Py, Co, Hy),n =7 (Ph, Ch, HL), 1.
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Lemma 21 (Adapted from [CKR22, Lemma A.2]). Consider a partition tree T" € PTree(P, Q).
Let n be a node of T and (P,C,H) € T'(n). If (P,C,H) =, (P',C",H') and (Z,0) €
Sol™™(C') then there exist a node 7’ and a substitution ¥’ such that (P,C,H),n =7
(P',C',H), 1 and (X', 0) € Sol™™)(C").

These two lemmas allow us to prove our main theorem.

Theorem 1. Let P,Q € MP=> and = be defined by a subterm convergent destructor
rewrite system. Trace preorder ({P}, @) <, ({Q}, @) is decidable.

Proof. First, we show that we can restrict the set of traces we need to verify. In particular,
it suffices to look at traces w € A’,". In other words, we can push static equivalence
tests towards the end of traces. Moreover, for all concrete traces w; not containing static
equivalence tests, it suffices to check a finite number of concrete traces wi, ..., w built
only on static equivalence tests. To do this, we use a proof technique similar to the proof
in [CCD13|] showing that trace equivalence and may testing coincide for processes with
bounded number of sessions. Let us define the sets Sp(w,) = {(P’,¢',H') | ({P},2,[]) =
(P, ¢',H)} and Sg(w) = {(P',¢',H) | {Q},2,[)) = (P',¢',H)}. Since P and Q are
bounded processes, Sp(wy), Sg(w;) and (Sp(wy) U Sg(wy))\~ are finite (here ~ refers
to static equivalence of frames). Therefore, for all (P’,¢',H') € Sp(wi) U Sg(wy), we
can define a finite sequence of actions w, built only on actions of the form & = ( or
¢ # ( that exactly defines the equivalence class of (P’,¢',H’) in (Sp U Sg)\~, ie., for
all (P, ¢" H") € Sp(w;) U Sg(wy), ¢ ~ ¢" if and only if (P”,¢" H") = (P", ¢",H").
Thus, if we denote by W this set of traces sufficient for proving trace preorder, we have
that ({P},2) <, ({Q},2) if and only if for all w € W, Probg, o (({P}, 2),w) <
Probr,, e ({Q}, @), w).

Second, thanks to procedure in [CKRIS8|, we know that there exists a partition tree
T € PTree(P,Q). If we denote by H(S) the set of histories of the (symbolic) extended
processes in S, we will show that

VYw € W, Probg, ey ({ P}, D), w) < Probg, e, ({Q}, 9), w)
if and only if

Vn € T, compute(H(I'p(n))) < compute(H(I'g(n)))
To do so, it suffices to prove the following two properties and applying Lemma
e Soundness: Vn € T, Jw € W s.t. H(Sp(w)) = H(I'p(n)) and H(Sg(w)) = H(Tg(n))

e Completeness: Yw € W, 3n € T s.t. H(Sp(w)) = H('p(n)) and H(Sg(w)) =
H(To(n))

Let us denote 7, the root of T'. To prove the soundness, taken € T and (P,C,H) € T'(n). By
definition, there exists w, such that ({P},Cs, []), n =>7 (P,C,H),nor ({Q},Cx,[]),nr =>1
(P,C,H),n. W.lo.g., let us assume that ({P},Cs,[]),n =>r (P,C,H),n.

1. By Item [2| of Definition , there exists (2, 0) € Sol™™(C).
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2. By Lemma |19, ({P},2.[)) 5 (Po, ®(C)ol. H).

3. By taking w € W such that w,X is a prefix of w, i.e. w = wsX-w', and (Po, ®(C)ol, H) CN
(Po,®(C)ol,H), i.e. w' is the witness for the static equivalence, we obtain that
H e H(Sp(w)).

4. By Itemof Deﬁnition, if (Pa,Ca,Hy) € T'(n) and ({ P}, Cax,[]), nr =>1 (P2,C2,Ha),n
then there exists oy such that (X,05) € Sol™™(C,) and ®(C)o ~ ®(Cy)a,. There-
fore, by applying once again Lemma we obtain that Hy € H(Sp(w)). Hence,

H(T'p(n)) € H(Sp(w)).
It remains to show that H(Sp(w)) € H(T'p(n)): Take ({P}, @, []) = (Proch, ¢, Hy).

1. By Lemma , there exists ({PY},Co,[]) =>¢ (Pa,Ca,Hy) and (2, 05) € Sol™™(Cy)
such that Pyoy = Pj and ®(Cq)oal = ¢,

2. By definition of w, ®(Cy)oy ~ ®(C)o.
3. By Lemma, we deduce that (Procs,Cs,Hs) € T'(n). Hence, H(Sp(w)) € H(I'p(n)).

Let us now prove the completeness property. Let w € W. Thus, we can split w = wyws
where w; € A%,," and ws, only contain actions of the form & ~ ¢. Thus, ({P},2,[]) =
(P', ¢, H).

1. By Lemma, there exists ({P},Cq,[]) =5 (P,C,H) and (3, 0) € Sol(C) such that
Po =P and ®(C)ol = ¢'.

2. By Lemma, there exist a node 1 and a substitution ¥’ such that ({ P}, Cq, []), 7 =>
(P,C,H),n and (X',0) € Sol™™(C). Thus, H € H(I'p(n)). Moreover, we already
shown that H(Sp(wlZ’wg)) = H(Fp(?’]))

3. Consider now ({P},2,[]) KERETEN (P5, ¢4, Hs).  Once again by Lemma , there
exists ({P},Cs,[]) =5 (Pa,C2,Hy) and oy such that Pyoy = P’ and ®(Cy)oal = ¢h.
Moreover, by definition of w, ¢, ~ ¢'.

4. Notice that since (X,0) € Sol(C) and (¥',0) € Sol(C), we deduce that for all
X € dom(Y), X¥¢' = X¥¢'. Hence XX¢,), = XX¢,. This allows us to de-

duce that ({P},2,]]) DAY (P4, ¢, Hs) and so H(Sp(w1Xws)) C H(Sp(w X w,)).
With similar arguments, we can show that H(Sp(w;¥wy)) € H(Sp(w;Xw,)) and so
H(Sp(w)) = H(T'p(n)). 0

As a direct corollary we obtain that we can decide determinate may testing for purely
probabilistic processes as it coincides with trace equivalence.

Corollary 2. Let P,QQ € MPPP and = be defined by a subterm convergent destructor
rewrite system. Determinate may testing preorder ({ P}, @) <., ({@}, D) is decidable.
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We have implemented the procedure described above in the DEEPSEC tool. The input
language has been extended with a probabilistic choice operator +, where p is a real
number in ]0,1[. When trace equivalence between 2 processes is queried, the tool uses
the above procedure for verification. The development is available on DEEPSEC’s official
github repository at [?].

As we will see in Section [0} we can use DEEPSEC to show that the dining cryptographers
protocol does not provide anonymity when coins are biased.

9 An example: dining cryptographers

In this section, we look at how our formalism behave on a very standard of probabilistic
protocol: dining cryptographers.

9.1 Dining cryptographers, in probabilistic pi-calculus.

Notation 12. For b, € {0,1}, we note b b’ for b xor b'. (And similarly for the syntactic
construction xor in the terms grammar).

We split the definition of the protocol in several component. The first step is to model
the fact that two adjacent cryptographers can throw a dice, and obtain a probabilistic
information bit that will be known only by them. We model this by the oracle process
below (the two channels ¢; and ¢, model the pair of agents that throws the dice).

Definition 36 (Oracle process). We define a process, which is indexed by two communi-
cation channels ¢; and ¢,, as follows:

Oc, e, := (out(cy, 0) | out(cy,0)) +1/2 (out(cy, 1) | out(c,, 1))

We now define the process that correspond to one agent: this process is indexed by three
channels—a channel ¢; for communicating with the oracle placed to his right, a channel c,
for communicating with the oracle placed to his right, and a (public) channel ¢ for sending
its final answer. It also depends on whether the agent has payed or not, which we model
by a Boolean b.

Definition 37 (Agent process). For every Boolean b, we define a process indexed by three
communication channels ¢, ¢, and ¢, as follows:

A ene(b) ==in(c,, z,);in(c, 2p); out(c, 2 ® z, B D).

We are now ready to define the whole system: we put three agents, and their corre-
sponding oracles, in parallel. Please notice that the channels used to communicate with
the oracles are hidden from the adversary, thus binded by new , while the channels used
by the agents to communicate their final results are free.

In order to be able to give a compact presentation of this system, we use a three-vertices
graph. As represented in the graph below, we need to be able to talk about three families
of elements:
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e the set of agents (or wertices), that we note A = {ay,as2,a3}. (We take those to be
public names, this way we can identify an agent with the (public) channel they use
for returning their final result);

e the set of oracles (or edges), that we note £ = {ey, s, €3};

e the set of (private) channels that allow the oracle to communicate their random bit
to a pair of agent. We note this set C = {cy, ....,Cn}-

Notation 13. As represented on the figure below, we can associate at each vertex a pair
of channel-the first element being the channel on its left, and the second the channel on its
right; and similarly to each edge (i.e to each oracle). Reversely, we can associate to each
channel both a vertex and an edge. We formalise this by two functions ¢: AUE — C x C,
and e : C — E, a:C — A (we note c.l and c.r for the first and second projection of ¢
respectively).

Similarly, for any pair of distinct edges ey, es € €, we note a(e;&eq) for their (unique)
common vertex, and a(e; \ e3), for the (unique) vertex that belongs in e; but not in e,.

Cyq Cs

C3 Ce

We are now ready to define a process that represents the whole protocol.

Notation 14. If P;,... P, is a family of processes, we note ||;cf1,..ny P for the process
P|...| P,

Definition 38. Let B : A — {0,1} a Boolean-valued function giving the secret bit for
each participant a € A.

DCB = new (Ch v 7cn) (He€£ Ocl(e),cr(e) ’ HaG.A Acl(a),cr(a),a(B(a)))

Notation 15. We call 1-weighted those valuation functions B : A — {0,1} such that
card(B~'({1})) = 1. We write W for the set of all such functions.

Notation 16. In order to analyse the evolution of DC, we need a few notation for sub-
processes:

1. First, we introduce a notation for the part of DC that has not changed: for & C F,
and A" C A, we note:

Pg,A/ = HeES’ Ocl(e),cr(e) | HaG.A’ Acl(a),cr(a),a(B(a))-
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2. the next notation is for the oracle sub-processes that have already done their prob-
abilistic choice: for & C &, an assignment function f : & — {0,1}, and a set of
already fired pairs L C (&' x {l,r}):

O 5.1 =lleirer (out(ci(e), f(e)))-

3. We now look at how evolve the participants sub-processes. First, we introduce a
notation for the participants that have done exactly one input: for A" C A, and
f: A —{0,1}, we note:

Cl s = llaer in(ar(a), z1); out(a, f(a) & 2, & B(a));

4. finally, we look at the participants that have already done two inputs, but that have
still to communicate their final result. For A’ C A, and fi, fo : A — {0, 1}, we note:

Chv.prgs = llaca out(a, fi(a) & fo(a) & B(a))

By abuse of notation, we will note for example OSZ instead of 02,7 s since it is possible to
recover the domain &’ from the function f.
Observe that DCp = new (cy, ..., ¢,) P2 4.

9.2 Labelled semantics for the dining cryptographers protocol

Our goal is to show the following security property: for every two functions B, B’ : A —
{0,1} such that card(i | C(i) = 1) = 1 for C' = B, B’, it holds that DCg and DCp are
weakly bisimilar.

Unfortunately, the labelled semantics for DC' is quite complicated: in particular, since
we do not enforce a particular order for the communications between the oracles O; and
the participants A;, we have both probabilistic and non-deterministic behaviour. As a con-
sequence, it is difficult to prove equivalence directly in the LMP for the labelled semantics.
To solve this problem, we define an auxiliary simplified LMP Np¢e, and from there:

e We show that Np¢ is weakly bisimilar to the LMP for the labelled semantics;

e We show that the states corresponding to DCpg and DCp in Npe are bisimilar in
NDC'

As a first step, we formalise an intuitive notion of relevant steps in the execution of the
protocol, that we call events. The event e[<— b] means that the oracle e € & is sampling
the Boolean b € {0,1}. The event a[— b] means that the participant a € A is outputting
the Boolean b. For technical reason, we separate internal events, that corresponds to
probabilistic choice, to external events, that correspond to a participant outputting its
result.
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Definition 39. We define sets of internal events and external events, that we note A and
A®*t respectively, as :

A ={e[«+b] |e€ & be {0,1}}
A ={a[—b] | a € A be{0,1}}.
An history h is a pair (s,[), where s is a set of internal events in A such that no edge e € £

occurs two times in s, and [ is a list of external events in A’ such that no participant
a € A occurs two times in [.

Notation 17. To each history h = (s,1), we associate a frame ¢y, defined as: if [ = (a1[—
bi], ... an[— by)), we take ¢y := {ax; = by,...ax, = b, }.

For e € £, and h = (s,1) an history, we note e € [ when there exists a Boolean b such
that e[<— 0] € s, and e ¢ h when there exists no such b. We define similarly a € h
and a & h for a € A. We will write domy(h) :== {a € A | a € h}, and similarly
domg(h) := {e € £ | e € h} Moreover, by abuse of notation, we will note s for h = (s, ¢),
and also [ for h = (@,1).

Definition 40. We define a NPLTS Npo = (Spe, Apc, transpe) as follows:
e its sets are the pairs (h, B), where B : A — {0,1}, and h is an history.

e its set of action coincides with the one of N¢, i.e.{7} U A%,

e its transition function transpc is defined as:
1 1

((57 l), B) ; 5 ’ 5(su(e[e0},l),B) + 5 : 5(su(e[(—1]7l)’B) when e Q S

((s,1), B) outba), O(s,t::(a[—0)),B) When a & 1,3b, b, € {0,1}, e;(a)[< b)) € s Aep(a)[<b.] € s
ANb=1b,®b @ Bla)

(h, B) 9, 6. when vars(€, ¢) € dom(dn) A £(n) ~ C(én)

(h, B) $2% 55y when vars(€, ) C dom(én) A E(dn) % C(en)-
where ¢ is the initial empty frame.

Notation 18. In order to simplify the notations below, we introduce the following nota-
tion: if A’ is a finite set, and list = ay, ..., a, is an enumeration of A’, we define order(list)
as the total order relation generated by a; < a;,;. Observe that, with the notation above, an
history is entirely characterised by giving the data (dome(h),ve(h),dom4(h), <p,va(h)),
where vg(h) : domg(h) — {0,1}, <; a (total) order relation on dom(h), and v4(h) :
domy(h) — {0,1}

Proposition 13. There exists an NPLTS bisimulation R on Npc U N’ such that for every
B: A— {0,1}, it holds that (e, B) R (DCp, @).

The next subsection is devoted to the proof of Proposition (13| above. More precisely,
Proposition [13]is a direct corollary of Proposition [I4] that will be shown at the end of the
next sub-section.
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9.3 N’ and Np¢ are bisimilar

As a first step, we replace N’ by a new -determinization of it.

Notation 19. We write —4C SP, x SP, for the non-probabilistic T-reduction relation
on N¥. That is, (P, ¢) et (@, %) when (P, ¢) = d(g. in N°. Observe that no —qe step
can change the frame, thus it also implies that ¢ = 1.

In order to handle more easily all the processes that can be reached during the execution
of the protocol, we introduce the techinical notions of interaction pair: intuitively it encodes
the information about the internal communications between oracles and participants.

Definition 41. We call oracle interaction a set of the form S C {(e,s) |e € E,s € {[,r}.
We write I for the set of all oracle interactions. We write dom(S) for all e such that Js,
(e,s) € S.

We call participant interaction an element of the form T C {(a,s) | a € A,s € {l,r,—
}}. We write dom(7") for the set of all a such that 3s, (a,s) € T. We say that such a
participant is wvalid when for every a € A, (a,l) € T implies that also (a,7) € T, and
(a,—) € T implies that both (a,l),(a,7) € T. We write Ip for the sets of all valid
participants interactions. We say that a pair (S,T) € Ip X Ip is matching, and we note
S <aT when: Y(e,s) € S,(a.s(e),ns) € T, and ¥(a,s) € T with s € {l,r}, (e.s(a),ns) € S
(where =l = r, and —r =1).

Notation 20. To every matching pair S < T, and every function f : & — {0, 1} where
dom(S) C &', and B € Wy, we can define uniquely the corresponding process and frame:

P(B7 f? S <]T) ::ng’,A\dom(T) | O},S | C{laedom(T)|(a,l)€T},(ab—>f(e.T(a)))
2
’ C{aEdom(T)\(a,l)ET,(a,—>)€T},(ab—>(f(e.r(a)),f(e.l(a))))

Observe that P(B, f,S < T) is exactly the process obtained by doing all oracle proba-
bilistic choice as specified by f, and then the interaction between oracles and participants
specified by S <T. We can also observe that it does not matter-i.e. the resulting process
is the same—in which order the interactions and the probabilistic choices are done, as long
as they happens as specified by f and S<T.

We first prove a caracterisation of matchings interaction pairs.

Lemma 22. Let n: (e,s) € € x {l,r} — (a.s(e),~s) € A x {l,r,—}, and £ the partial
function defined as € : (a,s) € A x {l,r,—} — (e.s(a),ns) € € x {l,r} when s € {l,r}.
Then if S is an oracle interaction, and 1" a valid participant interaction, S <7 is a valid
interaction pair if and only if n(S) C T and &(T) = S.

Proof. First, we can see that 7o { = ideyy,}, and moreover we can rewrite immediately
the definition of matching pairs as: if S is an oracle interaction, and T" a valid participant
interaction, S <7 is a valid interaction pair iff n(S) C T, and &(T") C S. We now prove
the intended result.
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e Suppose that S<7T'is an interaction pair. Observe that, since {on = idgyx(;,}, We can
deduce from the first inequality: S = £(n(S)) C &(T), which is enough to conclude.

e Suppose that S is an oracle interaction, and 7" a valid participant interaction, such
that n(S) C T, and S = &£(T"). Then the result is immediate.

]

Observe that a causal order can be defined on the notions of matching pairs: we will
write S <T < 5" <T’ when the interaction defined in S <T” can be obtained by internal
communications (between oracles and participants) from the interaction defined in S <7
We formalize this idea in the notation below.

Notation 21. We define a partial order < on matching interaction pairs by: (S<7T) <
(8" <« T") when both (S <T) and (S’ <«T") are matching pairs in Ip x Ip, and moreover
S CS, T CT'. Wedefine <™ by (S<T) <™ (5’<T") when (S<T) < (5'<T") and moreover
there is no element of the form (a,—) in 7"\ T

Lemma 23. Let B € W, f: & — {0,1}. Let S<T such that dom(S) C &. Then for
every S"<T" with dom(S’) C & and (S<T) <7 (8" <T"), it holds that for every frame ¢,
P(B,f,S<T),¢ =%, P(B, f,5<T"), ¢.

Proof. Let S <T be a matching interaction pair such that dom(S) C & and (S'<7") <
(S<T). By definition of the preorder < on interaction pairs, it means that S’ C S, 7" C T.
So we note ng = card(S \ 9’), and ny = card(T \ T") respectively. We're going to do
the proof by induction on ng + np. First, observe that if n = 0, then S = S5, T = T,
and we obtain immediately the result. We now consider the induction case. Suppose that
n > 0. Observe that, by definition of <", we know that there is no element of the form
(a, =) e T\ T

e Suppose that there is an element of the form (a,l) € T\ T’. We take T" = T'\ {a, [}.
Since (a, <) is not in 7'\ 77, it cannot be in T either (that’s because, since (a, ) is in
T\T', it is not in 7", thus by definition of valid participant interaction, (a,—) ¢ 7").
From there, we see that (a,<) & T” C T, and thus 7" is again a valid participant
interaction. We note S” = S\ {(a, l)-observe that £ is well-defined on this element.
Using Lemma [22 we can check that S” <T” is again a valid interaction pair: indeed
78" = 0(8)\ (€@, D} = n(S) \ {a, 1} € T\ {a,1} = T", and £(T") = £(T) \
{&(a, 1)} = S\ {&(a,)} = 5”. So we obtain (5" <T") <7 (S” <T"), and we can
apply the induction hypothesis to S” <T”, thus it holds that: P(B, f, 5" <T"), ¢ =%
P(B, f,58"<T"),¢. In order to conclude, it is enough to see that passing from S”<T"
to S <T correspond to doing a communication on the left channel for the participant
a, and thus P(B, f,5" <T"), ¢ =4 P(B, f,S<T),¢.

e Suppose that there is no element of the form (a,l) € T\ 7", but an element of
the form (a,r) € T\ T'. We take 7" = T'\ {a,r}. Again, we can see that 7" is
again a valid participant interaction. We note S” = S\ &(a,l)—observe that £ is
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well-defined on this element. Using Lemma [22] we can check that S” < T” is again
a valid interaction pair. So we obtain (S’ <« T") <™ (S§” <T"), and we can apply
the induction hypothesis to S” <« T”, thus it holds that: P(B, f,S" <T"),¢ —34,
P(B, f,5"<T"), ¢. In order to conclude, it is enough to see that passing from S” <7
to S<T correspond to doing a communication on the right channel for the participant
a, and thus P(B, f,S" <T"), ¢ —aet P(B, f,S<T), .

e Actually, there is no other cases: indeed, when we are not in one of the previous case,
it means that 7" = T". But we can also use Lemma , that tells us that £(7") = S,
and £(T") = S'. It means that T'="T", and S = 5’, thus n = 0.

]

Lemma 24. Let B e Wy, f: & — {0,1}. Let S <T such that dom(S) C &'. Then for

out(d,a)

every frame ¢, (P(B, f,S<T),¢) ——— D if and only if:
1. {(a,1),(a,r)} € dom(T), and (a,—) & dom(T).

2. V' = B(a) ® f(e.l(a)) ® f(e.r(a)) (Observe that item [I] implies that e.l(a),e.r(a) € S
because T is valid, and S < T is a matching pair. Thus also e.l(a),e.r(a) € ', and b
is well-defined.)

3. D = (P(B, f,S<T"), ¢ U{ax,41 = '}, where n is the length of the ¢, and 7" :=
TU{(a,—)}.

Proof. Recall that by definition:

P(B, f,8<4T) =P e maom(r) | Of.5 | Clacdom(m)|(a)gT} (ams fler@))
2
| Clacdom(T)|(@ e (a,)2T} (@ (f(e.r(@)), f(e-1(@))

Looking at how we defined the components O, C*', C?... in Notation we see that the
only part of P(B, f,S <T) that can do an output action is the C*-component, i.e. :

P ::||{aedom(T)|(a7l)€T,(a7ﬁ)¢T} out(a, f(e.l(a)) ® f(e.r(a)) ® B(a))

We write Q for the non C?-part of P(B, f, S<T), that is for the process such that P(B, f, S«
T)=P|Q.

out(d',a)

e Suppose that (P(B, f,S<T),q)

(P, ¢) M d(pr¢)- Looking at the shape of P, we see immediately from there

that we must have a € {a € dom(T) | (a,l) € T,(a,—) & T}. Moreover, since
T is a valid participant interaction (by hypothesis), we can deduce from there that
a € {a € dom(T) | (a,l) € T,(a,r) € T,(a,—) ¢ T}, which is exactly item
Moreover—and again by looking at the shape of P, we see that the output ' must

D. It means that D = 0(pg,¢, With
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be: f(el(a)) ® f(e.r(a)) ® B(a): it is exactly item [l We now look at the resulting
process P’: we see that it must be:

P =|{wecdom(n)| (@ Der (@, g\ {a} OUt(d, f(e.l(a’) & f(e.r(a’)) & B(a))
)
- C{a’edom(T)l(a’J)GTv(a’,—>)€T}\{a},(a"—>(f(e-7’(a’)),f(&l(a’))))
Thus we see that @ | P = P(B, f,S<T’), with 7" = T'U {[(a, —)]}-and we can
check easily that S <T” is indeed a valid matching pair. Similarly, when we look at

the frame ¢, we see that it must be ¢ = ¢ U {ax, = f(e.l(a)) & f(e.r(a)) ® B(a)},
and that concludes the proof of item [3]

e Suppose that the conditions item [1 item [2] item [3 hold. Let 7" := T'U {(a, —)}.

We're going to show that (P, ¢) LELGEONYY First, observe that by item |1, the sub-
process out(d’, f(e.l(a’)) ® f(e.r(a’)) ® B(a')) is in P. Then, by item [2 we see that
b =out(d, f(e.l(a") @ f(e.r(a’)) @ B(a')), so we can indeed do the action out(V', a)
from P’. Finally, by item |3 we see that the target of this action is indeed D.

]

Notation 22. An history h is compatible with an interaction pair S <7 when: dom(S) C
{e|eeh},and {(a | (a,—) € T} ={a|a € h}. Wenote (S<T)II h when it is the case.

In order to show our simulation result, we will need the following auxilliary lemma:

Lemma 25. Let h = (s,1) € H, and S<T an interaction matching pair compatible with h.
Suppose that e € h. Then hy := (sU [e < 0],1), hy := (s U [e < 1],1) are both compatible
with S <7, and moreover:

1

* 0P(Bvg (ho),S<T) + 5 OP(B,vg (hy),S4T-

Proof. We first show that for ¢ € {0,1}, h; is compatible with S <T. Observe that
dom(S) € dom()&€(h) C dom(y&(h;), and {(a | (a,—) € T}=doma(h) = doma(h;), so
(S<T) I h;. We now look at the shape of P(B,vg(h),S <T): recall that

P(B,ve(h),S<T) 5

N =

P(B7 'Ug(h), S< T) ::Pgdomg(h),fl\dom ‘ O vg,S ‘ C1{a€dom( T)|(a, )T}, (a—ve (e.r(a)))
2
| C{aedom(T)|(a,l)GT,(a,%)%T},(w—)(vg(e.r(a)),vg(e.l(a))))
We look at the part of the system that remain unchanged since the beginning of the
execution, i.e. Pf\ dome (h), A\dom(T)- Recall that:
P& dome (), Avdom(r) = llecerdome () Oci(@)er(e) | llacardom(m) Aci(@).er(a).a(B(a)).

Observe that, for every eg € &, O¢,(eo),er(e0) — %'5out(cl(60) 0)lout(cy(e0),0 + “Oout(cy(eo), 1) out(cr(0),1)
From there, we can deduce, for every ey € £ \ domg(h): Pf\ dome (h), A\dom(T) — % 0Q0(e0) T

3 " 0 (c), Where Q;(eo) 1= PS\(damg(h)u{eo}),A\dom(T) | out(ci(€), 0) | out(c,(eo),0). Now,
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observe that, for i € {0,1}, O, ., 5 | out(ci(eo), i) | out(c,(€0), i) = O s (egrsiy: NOW,

putting everything together, we obtain, for every ey € £ \ dome(h):

1

1
P(B,ve(h),S<T) — 3 OP(Byve (h)+(eo—0),5<T) T 3 OP(B,ve (h)+(eo>1),5T)

And we can conclude by observing that ve(h) + (eg — i) = ve(h;) for i € {0, 1}. O

Definition 42. We define a binary relation R C Spo X Sye. We are going to define R
as R = Upp{(h,B)} x RZ x {¢1}, Let be h € H, and B € W;. We first look at the
case where no result is outputted (i.e. the only non-empty part of the history h = (s,1)
is the set of internal actions s). Recall that a h € H is characterised by the data of
& A<, f:& —{0,1},g: A — {0,1}), where all these objects are as in Notation
To build the RP, we do a case disjunction on the respective cardinality of A" and &’

o if card(A’) = card(€’) = 0-that is, h = ey-we take R} = {(DCg, ¢)}U{(new (¢, ..., cn).PE 4, 0) |
1>p>n};

. ?}f ={P(B,v,5<4T) | (S<THh) A (Va € A',g(a) = B(a)® f(e.l(a))® f(e.r(a)))Av =

Lemma 26. Let be B € Wy, h € H. Suppose that P € SZ.

o if (h, B) & D. Then there exists hy, hy with D = 1 -8, 5) + 20(n,.5), and (P, ¢p,) =
5 0(Pion) T 5 - OPoony)» With P € SP for i € {1,2}.

e if (h, B) % (K, B). Then (P, ¢,) = (P, ¢w), and P’ € S5.

Proof. e Suppose that (h, B) = D. Looking at the definition of Npc, we see that
the only possible case for a 7 action when the rule applied is: ((s,1), B) = % .
d(sU(e[«0),1),B) + % “O(sue[1],0),8) When e € s, and h = (s,1). So we take hy = (sU (e[«
0,1), B), and hy = (s U (e[+— 0],1), B). Then we can conclude using Lemma [25] (and

the fact that we have again (S <T) Il h;) for i € {0,1}).

e Suppose that (h, B) % (h/, B), where a is an action testing frame equivalence. Then
we see that A/ = h. By design of Npg, we can see that those actions match the
ones in N, and thus (P, ¢5) — (P, ¢5) (observe that this action depends only on ¢y,
thus no guarantee on P are necessary). Since by hypothesis (h, B)R(P, ¢p,), we can
conclude;

a

e Suppose that (h, B) — (h/,B), and a is not a testing frame action. By look-
ing at how we defined Npe, it means that the rule used was (with h = (s,[)):

(h, B) out(b,a) O(s,1::(a[—b]),3) and moreover the following conditions hold: a ¢ h,
b, b, € {0,1},e(a)[<+— b] € sAe(a)[«+ b] € sand b = b, & b & B(a). We
note f : & — {0,1} and g : A" — {0,1} for the two partial valuations functions
associated to h. By definition of R, we know that P is of the form P(B, f,S<T)

69



and moreover (S<T 11 h) and Va' € A, g(a') = B(d') @ f(e.l(a')) ® f(e.r(a’))). Since
(S<T1IILh), we can see that (a,—) ¢ T. As a first step, we build a new matching in-
teraction pair S’<T” compatible with h. To do that, we ensure that the participant a
has received both its left and its right input: We take S" = SU{(e.r(a),l), (e.l(a),7)},
and 7" = T'U {(a,r), (a,l)}. We can easily check that 7" is indeed a valid partici-
pant interaction, that S’ <T” is a matching interaction pair, and that (S’ <7”) I h.
Moreover, it is immediate by construction that S <7 < S < T, (and also, by
compatibility with h, in particular dom(S), dom(S)" C E’) and thus by Lemma
P(B,f,S<aT) =4, P(B,f,S"<T"). From there, we obtain using Lemma [24] that

(P(B, f,S4T),¢n) 222 (P(B, F, S aT"), ¢) with T" = T' U {(a, —). Now, we
can check easily that (" <7”) Il k. It means that (h', B) R(P(B,F,S" <T"), ¢p'),
which conclude the proof.

[

Lemma 27. Let (h, B) € H x W;. Suppose that P € SP.
1. if (P, th) ;det (P,,(b/), then ¢/ = (bh/ and P’ € ShB,

2. if (P,¢,) = D, and D is not a dirac distribution. Then there exists h;, hy, and
Py, P, with P, € S,]i, P, e S,’Z with D = % -5(p1,¢h1) + % . 5(p27¢h2), and moreover

(h, B) N % . 5(;1173) + % . 5(h2,B)§

3. (P,¢n) = D, then there exists P',h/ with D = dprg,), (h,B) % (K, B), and
P e SE.

Proof. Let be P € SP. Recall that a h € H is characterised by the data of (domg(h), ve(h), doma(h), <,
,va(h)), where all these objects are as in Notation P € S? means that there exists a

valid interaction pair S <7, and such that (S <T II h), and (Va € domy(h),va(h)(a) =

B(a) ® ve(h)(e.l(a)) @ ve(h)(e.r(a))), and moreover P = P(B,vg(h),S <T).

1. We look at all the possible deterministic 7 actions from (P(B,veg(h),S <T), ¢n):
intuitively, those are the 7-steps that correspond to a communication between a
participant and an oracle. Observe that when an oracle process throws its dice, i.e.
does a probabilistic choice, it is not a deterministic 7-step. From there, we can see
that all these deterministic 7-step reach a state of the form (P(B,vg(h), S'<T"), ¢n),
where S < T" is a valid interaction pair compatible with the history h. From there,
we see that P(B,ve(h),S'<T") € SE.

2. Suppose now that (P(B,ve(h),S<T),¢n) = D, and D is not a dirac distribution.
Looking at the definition of P(B,vg(h),S < T'), we see that the only possible 7-
step here is when some oracle process e ¢ domg(h) does a probabilistic choice—
i.e. throws its dice. It means that neither the frame, nor the history of internal
communication S <7 is modified: the only difference is that the partial valuation
function is more defined. So we end up in the distribution over processes: D =
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S O(P(B.fo,5aT).0n) + 3 O(P(Bf1,5<4T).6n), Where f; = vg(h) 4 (e — 1), where here +
represents the union of partial functions with disjoint domains. We now want to
find h; € H such that ¢,, = ¢p, and moreover P(B, f;,S<T) € S,{z. We define
hi = h :: [e < i]. We need to show two things: (a) that S < T II h;; that (b) that
(Va € dom(h;) 4,va(h;)(a) = B(a) ® ve(hi)(e.l(a)) ® ve(h;)(e.r(a))) ; and (c) the
partial function ve(h;) coincides with f;. We can see immediately that a) holds,
since S <« T IT h, and h; extends h. We can see that b) holds by observing that
dom4(h;) = dom4(h), and va(h;) = va(h). To conclude, we see that also ¢) holds—
by construction of h; and f;.

3. Suppose now that (P(B,ve(h),S<T),¢n) = D. Then, looking at the shape of the
process (P(B,vg(h), S <T), ¢p), we see that there are two options:

e cither o is a testing frame action; in that case D = 0(p(B,ve(n),541),6,), and
moreover the test specified by « is successful on the frame ¢,. From there, we
see immediately that (B, h) <> d(p);

e or « is of the form a = out(b,a), with b € {0,1} and a € A. In that case-by
Lemma [24}-it means that a € domT, (a,l) € T, (a,—) ¢ T, and b = B(a) &
ve(h)(e.l(a))®ve(h)(e.r(a)), and moreover D = 0p(B v, (h),S<(T:((a,—)]),bn U axns1=b}
with n the length of ¢p,. From S <T I h, we deduce that: dom(S) C domg(h),
and {a | (a,—) € T'}=dom4(h). We are now ready to show that (B, h) outba),
(B,h :: [a — b])-with h :: [a — b] is a shortcut for (s,l :: [a — b]) when
h = (s,1). To do that, we need to check three requirements—that come from
the definition of Npe. (a) First, from {a | (a,—) € T}=dom4(h) we deduce
that @ € domy(h). (b) Second, since S < T is a valid matching interaction
pair (a,l) € T implies that also (a,r) € T, and from {(a,!), (a,7)} C dom(T)
we obtain {e.l(a),e.r(a)} € dom(S) C domg(h). (c) Finally, by hypothesis
we already know that b = B(a) @ ve(h)(e.l(a)) @ ve(h)(e.l(a)).. Now, to con-
clude, we need to check that P(B,vg(h),S < (T :: [(a,—)]) € S,f:[aﬁb], and
Phifast] = On U {aXpq1 = b}. It is easy to see that it is indeed the case, which
ends the proof.

[
Proposition 14. The relation R of Definition [42]is a bisimulation on Npc U N
Proof. Tt is a direct consequence of Lemmas [26] and 27] ]

9.4 Security of the dining cryptographers protocol

Proposition (13| allows us to study the simple system Npe instead of working directly with
N

Proposition 15. Let B, B’ € W,. Then the Npc-states (ey, B) and (€3, B) are bisimilar.
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Proof. We fix B, B’ € W;. We build a relation R on Np¢c-states that contains the pair
((e3, B), (€3, B")), and we show that it is a bisimulation. We use again the history charac-
terisation of Notation which tells us that h = (sp, ;) € H is uniquely defined by giving
ln, and a set Fj, C &£ equiped with a function f, : F — {0,1}.

Our construction is as follows: the states (h, B) and (h/, B') are connected by R when
all the three following conditions hold:

1. Iy = by, Fp = Fpr (we will simply note them F below);

2. Ve, e € Fp, €1 # €9, it holds that B(a) @ f(e1) @ f(e2) = B'(a) ® f'(e1) ® f'(e2),
where a = a(e1&es) as in Notation [13]

3. Ver,ea € Fi, 1 7 €2, (f(e1) @ B(a1)) @ (f(e2) ® Blag)) = (f'(e1) @ B'(a1)) @ (f'(e2) ©
B'(as)), where a; = a(e; \ e2) and as = a(es \ e1) as defined in Notation [13]

First, observe that (€3, B) R (e3, B'). Thus to show Proposition it is enough to show
that R is a bisimulation. Let (¢,#) € R, and o € Ap¢ such that ¢+ = D. We need to
show that ¢ = D', and D(R)D'. First, observe that since (¢,#) € R, we know that there
exists s, s’ set of internal events such that ¢t = ((s,), B) and s’ = ((s',1), B'). Moreover,
we can see that s, s’ have the same underlying subset of edges, i.e. s, s’ are characterised
by fs, fs : F €& —{0,1}.

We do a case disjunction on the form of a; the only relevant cases are the ones men-
tionned in Definition [40l

e if o is of the form (¢ ~ ), or (¢ 7?& ¢) we have immediately the result, because

On = O = Pp;

o if a = out(b,a), then D = 0(s;..(aj)),B), and Jb;, b, € {0,1}, e;(a)[«+ bi] € sAe,(a)[+
b)) € sand b = b, & b; & B(a). Actually, with our history characterisation—from
Notation [I&-we have b, = f,(e)(a)), b, = fs(a,(a)). By condition (1)), 3b},b, €
{0,1}, ei(a)[« b)) € s Aer(a)[«b.] € ', and actually b = fo(e;(a)) and b, = e,(a)).
By condition ({2)), we also have b = b, @ b; ® B’(a). From there, we obtain that
3 O(s' 1::(a[—)),B)- Lo conclude, we need to show that (s, :: (a[— b]),B) R(s',1 =
(a[— b)), B'), i.e that the requirements (), and (3]) hold. We can do this easily
in that case: on the one hand, the internal part of the history hasn’t been changed
by the action a. On the other hand, the external parts of the histories coincide for
these two states: it is [ :: (a[— b]), so all the requirements hold.

e if « = 7, then Jde € JF such that D = % . 6(su(e[<—0],l),B) + % . 5(su(e[<—1],l),B)- In that
case, we see that we can replicate this 7 action on ¢, in the sense that (since e ¢ F)
5 D= %-5(5/U(e[<_0],l)73/)+%-5(5@(6“_1]7;)73/). For b € {0, 1}, we note u(b) = (sU(e[+
b, 1), B) and u/(b) = (s' U (e[< b],1), B'). Observe that in order to show that DRD’,
it is enough to show either (u(0)Ru'(0) A u(1)Ru'(1)) or (u(0)Ru'(1) A u(1)Ru'(0)).
First, we can immediately check that Condition holds for all these pair of states.
So it is enough to look at Conditions and . Here, we do a case disjunction on

the cardinality of F—that here, can be 0,1 or 2:
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— if card(F) = 0 (i.e. s = § = ©), then we can show that (u(0)Ru/'(0) A

u(1)Ru/(1)). We do the proof that u(0)Ru/(0) (the proof of u(1)Ru/(1) is sim-
ilar. Since card(F) = 0, the cardinal of the internal part of the history in the
states u(0 and «/(0) is 1: that means that the requirements and are
empty, and we can conclude.

if card(F) = 1, we note F = {ep}. We note a for the (uniquely defined)

participant that belong to both e and eg. We now do a case disjunction on the

boolean by := (B(a) ® f(eg)) ® (B'(a) ® f'(eo)). If by = 0, we are going to show

that (u(0)Ru'(0) A u(1)Ru/(1)), and if by = 1, we will show that (u(0)Ru'(1) A

u(1)Ru'(0)). We can deal with these two cases at the same time, by stating our

new goal as:
Vb e {0,1}, u(b) Ru' (b by).

We fix b € {0,1}. It means that we need to show Conditions and for

u(b) and u' (b by):

Cond (2): When we rewrite (2) in that case, we see that it boils down to: B(a)®
fleo)®b= B'(a)® f'(ey) ® (bDby). We can write this equality equivalently
as:

(B(a) @ f(eo) ©0) @ (B'(a) @ ['(e0) & (b D bo)) = 0.
Now, we are able to conclude using comutativity and associativity of & and
the definition of by.

Cond (3): When we rewrite (3)) in that case, we see that it boils down to: f(eq)@®
B(ae,)®b® B(ae) = f'(e0) ® B'(ae,) ® (0B bo) ® B'(ae), with a., = a(eg\ €)
and a. = a(e \ ep). Recall that both B and B’ are 1-weighted, so we have:
B(a) ® B(a.) ® B(ae,) = 1= B'(a) ® B'(a.) ® B'(a.,). From there, we can
conclude as above.

if card(F) = 2, then we note F = {ey, e}, and a = a(e;&es). Observe that

since tRt', we know that f(e;) @ B(a1) @ f(ea) ® B(az) = f'(e1) ® B'(a1) &

f'(e2) ® B'(ay), with a; = a(e; \ e3), and ay = a(ez \ e1). Observe that this
equality can be rewritten equivalently as: f(e1)®B(a1)® f(e2)® B(a)® f'(e1)®

B'(a1) ® f'(e2) ® B'(a2) = 0, and thus also as f(e1) ® B(ay) ® f'(e1) ® B'(a1) =

fle2) ® Blas) ® f'(e2) ® B'(az2) := by. We note by for the resulting boolean. We

are going to show:
Vb e {0,1}, u(b) Ru' (b by).

Observe that it is enough to check Conditions and on the pair of edges

{e1,e} and {eq, e}. (We already know that it works for {e;, es}, since tRt'.) We

do the proof for {ej, e} (it is similar for the other pair).

Cond (2): We need to show: B(a)® f(e1) ®b= B'(a) ® f'(e1) ® (b by), where
a = a(e;&e). Observe—looking at the geometrical disposition of the edges,
that @ = a(e;&e) = ale; \ e2) = a;. Thus we can rewrite our goal as:
B(ay) & f(e1) ®b® B'(a1) ® f'(e1) & (b ® by) = 0. From there, we can
conclude using the fact that by = f(e1) @ B(a1) @ f'(e1) ® B'(aq).
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Cond (B)): We need to show that (f(e1) ®B(a)) ®bd B(a)) = (f'(e1) ® B'(a)) ®
(b® by ® B'(a)), where a = a(e; \ e) and a = a(e \ e;). First, we can
connect the a,a to the a,ay, ay already defined, by noting: a = a(e; \ €) =
a(e1&es) = a, and a = a(e \ e;) = a(e&ey) = ales \ €1) = as. So we can
rewrite our goal as:

(f(ex) ® B(a)) ®b© Blaz)) & (f'(e1) & B'(a)) & (b & by & B'(az)) = 0.

By hypothesis (i.e. tRt"), we know that Condition ([2)) holds for {e;,es}, so
we have: B(a) @ f(e1) @ f(e2) = B'(a) @ f'(e1) @ f'(e2). We can rewrite
that as: B(a) ® B'(a) = f(e1) ® f'(e1) ® f(ea) ® f'(e2). Using this, we can

rewrite our goal as:

fle1) @ Blag) @ f'(e1) @ bo © B'(a2) @ (f(e1) © f'(e1) © flea) © f'(e2)) = 0.

We can now simplify the equation above as:
B(as) © by © B'(as) & f(e2) ® f'(e2) =0,

and finally we can conclude since by definition of by we have: by = f(es) @

Blay) ® f'(ez) ® B'(as).
O]

Corollary 3 (Security for the dining cryptographers protocol). Let B, B’ : A — {0,1}
two functions such that card(B=!({1})) = card(B~!({1})) = 1. Then the states sp :=
(DCp, ¢) and sp := (DC%, ¢), with ¢p := {ax; = ay,axy = ag,axs = a3} are bisimilar in
N¢.

Proof. Since we know by Proposition [15| that ¢ := ((&,€), B) and tp = ((&,¢€), B') are
bisimilar in Npc, we also have (t5,tp) € (~npoune) (because N© and Npe have disjoint
state spaces). By propositio we also have tp ~N, . une S, and tpr ~n, une Spr. Since
~NpcUNE 18 an equivalence relation, we can combine all this to obtain that sp ~y,.un¢ S5
From here (again because N* and Npc have disjoint state spaces), we can conclude that
SB ~“N¢, SB!- O]

10 Conclusion and future work

11 Conclusion and future work

In this paper we introduced a framework to reason about indistinguishability properties,
modelled as process equivalences, in symbolic models enhanced with probabilities. Defining
such a framework turns out to rely on subtle technicalities such as the need for randomized
schedulers, overlooked in previous attempts. In addition to solving technical problems,
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we believe that randomized schedulers capture more faithfully the idea that one cannot
predict how non-determinism is resolved. Randomized schedulers generalize the idea that
a schedulers chooses a particular distribution among the ones available by allowing an
arbitrary combination (in the convex hull) of the available distributions.

We define different, classical behavioral and labelled equivalences and show their precise
relations. As usual in models mixing non-determinism and probabilities, the resulting
equivalences may be considered as too strong: indeed arbitrary schedulers may leak the
(private) probabilistic choices of the processes and give the attacker an unrealistically
strong distinguishing power. Defining more restricted schedulers that are only allowed
partial knowledge of the current state, such as in [CP10], is orthogonal to our work. We
however believe that our work provides a convenient framework for defining such more fine-
grained notions of schedulers and consider this an interesting direction for future work.

We therefore study two classes of protocols where this problem is avoided. First, we
study protocols that do not make probabilistic choices, but allow the adversary to do so.
This class of non-probabilistic protocols corresponds to the classical setting and captures
all major case studies performed in the context of symbolic models. Our results high-
light that the classical notion of may-testing, considered rather intuitive as it models an
arbitrary attacker running in parallel, does not take into account attackers that make prob-
abilistic choices. Interestingly, when bounding the number of sessions, (non-probabilistic)
similarity exactly captures such probabilistic attackers and offers an attractive target for
automated analysis. Second, we study a class of fully probabilistic protocols, also consid-
ered in [CSV17], and show that trace equivalence on such protocols coincides with may
testing in the presence of a (syntactic) class of determinate attackers. One may indeed
argue that determinacy removes artificial non-deterministic choices that the attacker could
exploit and that correspond to unrealistic behaviors. When protocols can be expressed in
the class of purely probabilistic processes, from a formal analysis point, it seems appealing
to do so as it also simplifies the analysis.

We also show how deciding trace equivalence can be automated in the presence of
probabilities. We propose a decision procedure that extends previous work by Cheval
el al [CKR1§| and implement this procedure in the DEEPSEC tool. Hence, we provide tool
support for proving determinate may-testing on the class of purely probabilistic processes
when the number of sessions is bounded and cryptographic primitives are modeled as a
subterm destructor rewrite system. On more general classes of processes, our tool can
be used for attack finding: disproving trace equivalence implies that may testing (and all
stronger equivalences) does not hold either, therefore violating security properties stated
as an equivalence.

Finally, we illustrate our framework by studying the well-known Dining Cryptographers
protocol. We model the protocol and its anonymity property in the probabilistic applied
m-calculus. Then, we use our framework to prove that anonymity holds, and demonstrate
DEEPSEC’s attack finding ability on a variant of the protocol that uses a biased coin.

Our work paves the road towards several future works, in addition to exploring re-
stricted schedulers mentioned above. The insight that (purely possibilistic) similarity takes
into account probabilistic adversaries (as it coincides with may testing) when the number
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of sessions is bounded and protocols are non-deterministic motivates adding support for
(bi)similarity in a tool such as DEEPSEC (which currently only verifies trace equivalence).
A different direction going beyond the subclasses considered in this paper is to investigate
restrictions of the scheduler (building, e.g., on ideas from [CP10,[AAPvR10]) in our frame-
work to limit the adversary’s power without restricting the class of protocols. Finally,
a more prospective direction is the use of more quantitative equivalences, i.e., distances
between processes, that might be interesting to compare different protocols that try to
achieve a same property.
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A Randomized and non-randomized resolutions coin-
cide for may-testing

Lemma 28 (One-step derandomization). Let N = (Sy, A, transy) be a NPLTS, such that
transy(s,7) = D implies that D has finite support. Let R = (Sg, corrg, transg) € R,(N),
and s € Sg an internal state. Let (7, D) € A;,; X D(SR) the R-transition step from s, i.e.
transg(s) = (7, D). We define the set of possible de-randomizations of f = (s, 7, D) as.

A(B) = {F € D(SR) |(7,corrg(F")) € transy(corrg(s)),
corrg injective on supp(F),

supp(F') C supp(D)}

Then the randomized transition step § can be expressed as the convex sum of de-randomized
step, or more formally:

In e D(A(B) st. > n(F)-F=D.

FeA(p)

Proof. By hypothesis, R € R,(N), thus there exists a distribution v over transy(corrg(s))(7)
such that corrr(D) = 3~ petransy(corn(s)) () V(E) - E. Recall that, for any ' € A(B), since
corrg is injective on the support of F', we can define (corrr)_, o (t) € Sr, for any t € Sy.

We define, for F' € A(B) C D(Sg):

1
|supp

D((€OrrR) sy (5)

|[supp(F')

corrr(D)(s)

n(F) =(corr(F)) - ]

sesupp(corrg (F))

Notice that supp(F') C supp(D) implies supp(corrg(F')) C supp(corrg(D)), and so for all
s € supp(corrr(F)), corrr(D)(s) # 0 which ensures that n(D) is correctly defined.

e First, we check that n is indeed a distribution.

> = Y Alcomr(F))- ]

D((corrR)fSLllpp(F) (s))

FeA(B) FeA(B) sesupp(corrg(F)) corrr(D)(s)
D RE D SR | =
B 7 corrr(D)(s) '
Ectransy(s)(T) FeA(p)|corrr(F)=FE scsupp(corrg(F))

Recall that 7 is a distribution over transy(corrr(s))(7). Hence, for all E' € transy(corrg(s))(7),

v(E) # 0 if and only if E € supp(y). Hence:

D((corrg); .} (s))
[supp(F)
> n(F) = > y(E)- > 11 v :
corrr(D)(s)
FeA(p) Ectransy ((S))(T) FeA(B)|corrg(F)=E sesupp(corrgr(F))
N supp(y
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Observe that, given some E € transy(s)(7) Nsupp(y), choosing some F' € A(3) such
that corrr(F') = E is equivalent to choosing, for every s € supp(FE), a unique s € Sg
such that corrg(s) = s, and then to define F'= - ) E(s) - 65. Notice that by
construction, we have corrg injective on supp(F). Moreover, for all v € supp(F),
corrg(v) € supp(E). Since E € supp(y) and corrr(D) = 3~ petransy(corr(s)) () V(E) - E,
we deduce that corrg(v) € supp(corrr(D)) and so v € supp(D). This ensure that
FeA@p) .

As a consequence, for E € transy(s)(7) N supp(7y):

3 11 D((c0r®) qupp(r (5)) 3 11 D(¢(s))
FeA(B) sesupp(corrr(F)) corrR(D)(s) ¢:supp(F)—Sgr  s€supp(F) OrrR(D)( )
|corrr(F)=FE |Vu, corrg (p(u))=u

(3)
Recall that for all E' € supp(7), for all s € supp(E), corrr(D)(s) # 0 and corrg(D)(s) =
Zuecorrgl({s}) D(u), and thus u € corrz'({s}) — ﬁ}%(s) € [0,1] is a distribution.
From there, we can consider the product distribution for any (finite) set Sy = {s; | i €

I A corrr(D)(s:) # 0} € Sy given as: (ui)ier € [Lie; corg' ({si}) = [ies amtbiT-
In particular, since this product distribution is indeed a distribution, it holds that:

Z H corrr(D =1 (4)

¢:S1—SR SEST
|Vu, corrr(¢(u))=u

By taking S; = supp(FE), tells us that: ) gcupp(E)sse HSESUPIJ(E) % =1,

|Vu, corrr(¢p(u))=u
and we can conclude from there.

e we want now to show that > p x5 n(F) - F' = D. Let t € Sg. By unfolding the
definition of n(F) and using the same reasoning as in the previous bullet point, we
obtain:

> alF)-F()

FeA(B)
D((corrg supp() (5
= 2 o)) ]] <<corrR>(D)((S))( Dk
FeA(p) sesupp(corrr(F))
- ) L‘S)) . -1
—Eetra%l\l:(s)(T)fy(E) ¢:SupPZ(E:)—>SR sEsg(E) OrrR(D)() E((b (t»

|Vu, corrr(¢p(u))=u, teIm(e)

The last equality is obtain using the same reasoning as in the previous bullet point.
Additionally, we restrict the function ¢ we consider by only taking the one where
t € Im(9) (as t € Im(¢) would imply F(t) = 0). Also notice that F(t) = E(¢~1(t)).
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Finally, since ¢~!(¢) = corrg(t), we obtain the following:

D RIS SR | e L)

Ectransy(s)(T) ¢:supp(E)—Sr  s€supp(E)
[Vu, corrg (¢ (u))=u,
d(corrm ()=t

_ . _D(gls)
= > B > cortr(D)(s))

Eectransy(s)(7) ¢:supp(E)\{corrr(t) }—Sr s€supp(E)\{corrr(t)}
|Vu, corrg (¢p(u))=u

D(t)
" corrr(D)(corrg(t)) E(corrg(t))
B Eetrang,\,(s)(ﬂWE) ‘ CorrR(liEf;)orrR(t)) - E(corrg(t)) by
B corrR(é;EZ)rrR(t)) - corrr(D)(corrr(t)) by hypothesis on y
_ D(1).

]

Lemma 29 (finite steps derandomization). Let N be a NPLTS defined by its transition
function transy : SN — A U A — P(D(Sn)). Moreover, we ask N to be such that
transy(s,7) = D implies that D has finite support. For every set 7 C Sy, for every
randomized resolution R = (Sg, corrg, transg) € R,(N), for every state s € Sg, it holds that
for every n € N:

RProbs" (s, corrg ' (T)) € conv({RProbg (s, corrg! (T))
| R" = (Sr/, corrrr, transg/) € R (N), corrr(s) = corrri(s')})

Proof of Lemma[29. Let T C Sy, and R = (Sg, corrg, transg) € R,(N). We do the proof
by induction on n:

e Base case n = 0: We define Ry := (S, id, transg, ), where id stands for the identity
function, and all states in Sy are external states such that transg,(u)(a) = * for
every u € Sy,a € Aeyr. We can see immediately that Ry € R, (N). Observe that
RProbgr,(u,7) = 1 when u € T, and 0 otherwise. As a consequence, for s € Sg,
RProbg’ (s, corrg' (7)) = RProbg, (s, T).

e Inductive step: We suppose that the result holds for n > 0. Let s € Sg. We do a
case disjunction on the first R-transition from s:
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— if s is an external state or s € corrg'(7) then RProbz"*!(s,corrg!(T)) =
RProbz’(s, corrg' (7)) by definition. By applying the same reasoning as in the
base case, the result holds;

— otherwise there exists a distribution £ € D(Sr) such that transg(s) = (7, E),
with 7 an internal action, and corrgr(E) € conv(transy(corrg(s))(7)). For each
v € Sy, we define the set of resolutions starting from v as: Rn(N,v) = {(R',w) |
R = (Sgr/, corrp/, transg/) € Ry (N),w € Sgr,corrg(w) = v}. By applying the
induction hypothesis to the states in the support of E, we obtain that for all
t € supp(E) there exists a distribution ©; € D(R,,(N, corrg(t))) such that:

RProby"(t, corrg*(T)) = Z ©(R’, u) - RProbg (u, corrg (T)).
(R’,u) ERnr(N,corrg(t))
(5)

Observe that choosing, for every ¢ € supp(F), one non-randomized resolution
starting from corr(t), i.e a (R, us) € Rar(N, corrg(t)), means choosing a function
f:t esupp(E) — (R, uy) € Rar(N, corrr(t)). We write F for the set of all those
functions. Using the distributions ©;, we can built the product distribution, that
compute the probability of choosing some f € F, when choosing each f(t) with
the probabilities specified by the distribution ©,. This way, we obtain © € D(F)
defined as O(f) = Htesupp(E) ©:(f(t)). Observe that, for any t € supp(FE), and
(R, u) € Rar(N, corrg(t)), it holds that:

&R u)= Y Of). (6)

FIF(®)=(R"w)

Moreover, by defining 8 = (s, 7, F) and using Lemma , we obtain the existence
of a distribution n € D(A(B)), with A defined in Lemma [28] such that:

S (D). D=E. (7)

DeA(B)

For every element D € A(f), and any function f : t € supp(EF) — (Ry,uy) €
Rar(N, corrg(t))}, we build a non-randomized resolution Rp f as:

* Srp = {5} U{Sr, | T € supp(E), f(t) = (R, w)};

* the correspondance function corrg,, , is defined as: corrg, ;(u) = corrg, if
z € Sg,, and corrg,, ;(s) = corr(s);

* the transition function transg,, , is defined as: if u € Sg,, then transg,, ;(u) =
transg, (u), and for all u € Sg,, ,, transg,, ;(s)(u) = D(t) when 3t € supp(FE)
such that f(t) = (R, u) for some R;; and 0 otherwise.

We can easily check that Rp s € R (N): to do so, we need to use the fact that,
by induction hypothesis, all the R; given by f are in R,,(N), and the definition
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of A(f) given in Lemma In order to conclude, we are going to show:

RProbg™ ™ (s, corrg*(T)) = Z n(D) - O(f) - RProbg, (s, corrgéhf (7).

DeA(B)
fer

RProbs™ ™ (s, corrg*(T))
= Z E(t) - RProbg"™(t, corrg*(T)) by Definition

tesupp(FE)
= Z E(t) - Z ©,:(R’,u) - RProbgs(u, corrg! (T)) by
tesupp(FE) (R”,u)ERnr(N,corrg(t))

= > () uD)-D)

tesupp(E) DeA(B)

Z ( Z O(f)) - RProbg (u, corrz! (T)) by and ()

(R";u)€Rnr(N,corrr(t)) f1f()=(R',u)

= Y wpy-en- Y Dy > RProbg (u, corrg (T))

DeA(B) tesupp(E) (R",u)ERnr(N,corrg(t))
feF [f(t)=(R",u)
= Y (D) e(f)- > D(t) - RProbgs (u, corrg (7))
DeA(B) tesupp(FE)
fer (R";u)ERnr(N,corrr(t))
[f()=(R";u)

By definition of Rp, for all ¢t € supp(£) with f(t) = (R’,u), we know that
transg,, . (s)(u) = D(t), and for all other states u € Sg, ,, transg, ,(s)(u) = 0.
Hence:

RProbs™ ™ (s, corrg*(T))
= Y a(D)-6(f)- > transg, (s)(u) - RProbe,, (u,corrg) (T))

DeA(s,T,E) UESRp, ¢
feF ’

Finally, RProbe,D(u,corrgiD(T)) = lim, 40 RProbEZD (u,corrg;yD(T)). With
supp(transg, ,(s)) being finite, we deduce that:

Z transg,, , (s)(u) - RProbRD’f(u,corrE;J(T))

UESRDf
. BT <n -1
= Z transg,, , (s)(u) HETOORPrObRD,fW’Co”RD,f<T)>
UESRDf
. < _
i 3 e 90 R o, ()

UESRD ¥

= RProbg,, (s, corrgéyf (7))
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We conclude that:

RProb§"+1(s, corrs ' (T)) = Z n(D) - O(f) - RProbg, (s, corrgi_)yf (7))

DeA(B)
feF

Lemma 30. For all P € MP, for all ¢ € N, RProbg. (P, ].¢) = RProbg. (P, | ¢).

Proof. Since RY, C R?, we immediately have that RProbg. (P, lc) < RProbg.(P, | c).

The reverse inequality follows by Lemma (observe that the NPLTS N° is indeed such
that transyo(s,7) = D implies that D has finite support): for any resolution R € R?, it
holds that for every n € N

RProbs™(P, lc) < RProbge (P, lc)
As a consequence:

RProbg. (P, |¢) = sup (sup(RProbg" (P, c)) < RProbg. (P, |c).

RER? neN
O

Proposition 1. The may testing preorder coincides for randomized and non-randomized

resolutions:
<R? — <R

—may ~  —may

Proof. Direct from Lemma ]

B Appendix on trace equivalence

B.1 Randomized and non-randomized resolutions coincide for
trace equivalence

Lemma 31. Let N = (Sy, Aest U Ait, transy) be a NPLTS, and R = (Sg, corrg, transg) €

R.(N). For n € N, w € A" and s € Sg, we define Probg(s, w) as:

Probj(s,a.w) =0

Probg(s,e) =1

Probg(s, a.w) = Z RProbg"™ ' (s, {t}) - Z D(s") - Prob (s, w)

teSR s'esupp(D)
s.t. 3DE€D(SR), transg(t)(a)=D

Then, for any u € Sy, it holds that:

Probg (u, w) = sup sup Probg(s, w)
neN R=(Sg,corrg,transg) R
SESR s.t. corr(s)=u
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Proof. The proof is by induction on the length of w. O

Here, we develop the tools to compute the trace success probability as reachability
pribabilities on a new auxilliary NPLTS: the traces NPLTS N, that we build from any
NPLTS N. We first define a particular kind of NPLTS: aprobabilistic abstract rewriting
system(PARS) is a NPLTS with no external actions, and a unique internal action 7.

Definition 43. We say that a NPLTS N is a probabilistic abstract rewriting system when
N has exactly one internal action 7, and no external action. When it is the case, we say
that a N state s is a normal form when trans(s,7) = &, i.e. no transition starts from s.

Definition 44. Let N = (Sy, Azt U Ay, transy) be a NPLTS. We define the PARS N as
follows: its states are {(s,w) | s € Sy, w € A}, } U {success}. The transition function —
is defined as:

o (s,w) —ner (D, w) when s=yD:;
e (s,aw) —ner (D, w) when s—yD;
o (57 6) % 6SUCC€SS'

Observe that the normal forms of this PARS are: either the state success, or states of the
form (s,a.w), with s 2 and s /.

Our goal is to prove that the trace equivalence can be computed directly in the PARS
P instead of the labelled NPLTS N. As a first step, we build a correspondence between
N resolutions and N resolutions. This correspondance consists actually of two operators:
C:R/(N) = R,(N") and D : Ry (N") — R, (N). Observe that, for technical reasons, the

operator D can only be applied to non-randomized resolutions.

Definition 45. We define an operator C : R,(N) — R,(N) as follows: let R = (Sg, corrg, transg) €
R.(N). We take CR = (Scg, corrcr, transcg) where:

o Scr={(s,w) | s € Sg,w € A%, } U{success};
e corrcr(s,w) = (corrr(s),w), and corrcr(success) = success ;

(transg(s),w) if s is an internal state in R
; (5, w)(7) Osuccess 1L s external state and w = €

e transcr(s,w)(7) = :
R (transg(s)(a),w’) when w = a.w’ and transg(s)(a) is defined

undefined otherwise.

Observe moreover that whenever R is a non-randomized resolution over N, CR is a non-
randomized resolution over N,

Definition 46. We define an operator D : R, (N") — R, (N) as follows: let R =
(SR, corrg, transg) € R,(N). We take DR = (Sg, corrg, transpgr) where: transpr : Sg X
An — D(SR) is defined as:

86



e if u € Sg is such that transg(u)(7) is undefined, then transg(u)(a) is undefined for
every a € Aepe U {7}

e suppose now that transg(u)(7) = D. Since R is a non-randomized resolution, we can
do the following cases disjunction:

— either u € Sg is such that corrg(u) = (s,€), and corrr(D) = Osyccess- Lhen we
take transpr(u)(a) as undefined for every a € A..; U {7};

— or u € Sg is such that corrg(u) = (s,w), and corrgr(D) = (F,w). Then we take
transpr(u)(7) = D, and transpr(u)(a) as undefined for every a € A..;

— or u € Sg is such that corrg(u) = (s,ap.w), and corrgr(D) = (E,w). Then
we take transpr(u)(ag) = D, and transpr(u)(a) as undefined for every a €

{7} U (Acar \ {ao}).
Lemma 32. Let N a NPLTS, and w € A* ,, . Then:

ext)

1. For every R € R,(N), and s € S, Probgr(s,w) < RProbcr((s, w), corrgg(success)).

2. For every R € R,,,(N'"), and s € Sg such that there exists u, corr(s) = (u, w), it holds
that Probpg(s, w) > RProbg(s, corrg! (success)).

Proof of item[1] in Lemma[39 Let us suppose R € R,(N), and s € Sg. First, we can show
easily by induction on n, that for all non-empty trace w, for all states t € Sg, 2z € Scr, it
holds that:

RProby"(t,u) if z = (u, w);

0if Au with z = (u,w). (®)

RProbéﬁ((t, w),{z}) = {

Now, observe that corrgy(success) = {success}. We use the limit-based caracterisation of
trace success probability (see Lemma , and we obtain a rewriting of our goal—i.e. item
in Lemma [32}-as the Equation (9) below:

Vn € N, Probg(s, w) < RProber((s,w), {success}); (9)

Th proof of Equation [J] is by induction on length(w). If w = ¢, then Probg(s,w) = 1.
Moreover, RProbcr((s, €), {success}) = 1 since transcr(S, €)(T) = dsuccess, thus the result
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holds. Suppose now that w = a.w’, and that Equation [9] holds for w’. Then:

Probg(s, a.w'")

= Z RProbg" (s, {t}) - Z D(s) - Probg(s’,w') by Lemma
)

teSR s’esupp(D
s.t. 3DED(SR),
transg(t)(a)=D

= Z RProbgp((s, a.w'’), {(t,a.w')}) - Z D(s") - Probg(s’, w')

tESR s'esupp(D)
s.t. 3DED(SR),
transg(¢)(a)=D

Z RProbgn((s, a.w'), {(t,a.w')}) - Z D(s") - RProber((s', w'), {success}) by HI,;

tESR s'€supp(D)
s.t. 3D€D(SR),
transg(t)(a)=D

= Z RProbgp((s, a.w'), {u}) - Z D(v) - RProbegr(v, {success})

u=(t,a.w’')EScRr v=(s',w’)€Esupp(D)
s.t. 3IDED(Scr),
transcr(u)(7)=D

Z RProbcr((s, a.w'), {u}) - Z D(v) - RProbcgr(v, {success})

u=(t,a.w')EScR v=(s’,w’)Esupp(D)
s.t. 3DeD(Scr),
transcr(u)(7)=D

= RProbcgr((s, a.w'), {success})

IN

IN

]

Proof of item[d in Lemma[33 Let be R € R, (N), and s € Sg such that there exists u,
corrr(s) = (u,w). First, observe that we can restate our goal as:

Probpr(s, w) > RProbg" (s, corrg ! (success)).
We do the proof by induction on n:

e n =0: since by hypothesis corrr(s) = (u,w) # success, it holds that RProbg (s, corrg ' (success)) =
0, thus the result holds;

e n = 1: looking at the way we define N, we see that RProbg " (s, corrg* (success)) > 0
implies that w = e. When it is the case, Probpgr(s, w) = 1, thus we can conclude;

e n — n+ 1 with n > 0: if RProbg" (s, corrg ! (success)) = 0, we have immediately
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the result. Otherwise, it means that there exists D such that s —g D, and:

RProbs™ ™ (s, corrg ! (success) Z D(t) - RProbg"(s', corrg ! (success)) (10)
= Z D(s') + Z D(s") - RProbg"(s', corrg ! (success))
s'|corrr(s’)=success t| 3w/ w’ s.t. corrg(s’)=(u',w’)

(11)
< Z D(s') + Z D(s") - Probpgr(s’, w') by induction hyp.

s'|corrr(t)=success s'| T’ w’ s.t. corrg(s’)=(u/,w’)

(12)
Looking at the way N is defined, we do the following case disjunction on s —g D:

1. either w = €. In that case, we see that Probpgr(s,w) = Probpg(s,w) = 1, and
we can conclude.

2. or w = a.w;. In that case, 3o t)=success () = 0, and using the fact that
R is a non-randomized distrubution, it holds that:

— either D = (E,w) with E € D(Sy), and u—nFE; In that case, looking
at the definition of the operator D, we see that s—>pgrD. From there, we
can rewrite Equation (12]) as: RProb<"+1(s, corrg ' (success)) < Y. D(s') -
Probpr(s’,w) =", (transDR( )(7))(s")-Probpgr(s’, w), and we can conclude
by looking at how we defined the probability of doing a trace.

— or D = (E,w;) whith u->NE; in that case, looking at the definition of the
operator D, we see that s—prD. From there, we can conclude as in the
previous case.

U]
Lemma 33. Let N = (Sn, Aezt U Ay, transy) be a NPLTS. Let be s € Sy, and w € A?

ext”

1. Randomized case:

Probg, (s, w) < sup{RProbr(s’, corrg' (success)) s.t. R € R,(N"), s’ € Sgcorrr(s’) = (s,w)}.

2. Non-randomized case:

Probgz_ (s, w) = sup{RProbg(s’, corrg! (success)) s.t. R € R (N, s" € Sgcorrg(s’) = (s, w
nr(N) R

Proof. We do the proof using Lemma [32} let us fix s € Sy.

e Using (the first part of) Lemmal[32] we see that for every R € R,(N), and s’ € Sg with
corrr(s’) = s, it holds that Probr(s’,w) < RProbcr((s’,w), corrgg(success)). From
there, we can see that Probr(s’, w) < Supgieg, (tr) uesy corrg (u)=(s,w) RETObR (U, corry! (success)).
As a consequence, we obtain the item[I]in Lemma (33)). Since moreover C(R,(N)) C
Rar(N'), we obtain also the < inequality for the item [2]in Lemma (33).
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e Using (the second part of) Lemma [32] we see that for every R € R, (N), and
s' € Sg, such that corrg(s’) = (s,w), it holds that RProbgr(s’, corry'(success)) <
Probpgr(s’,w). From there, we obtain that RProbg(s’, corrg ' (success)) < Probg,, (s, w),
thus we can conclude.

]

Proposition 2. Let (P, ¢) and (P’, ¢’) be two extended processes.

J4
r

(P.o) < (P.¢) it (P.g) <™ (P¢))
Proof. First, observe that it is enough to show that for every trace w, for every N’-state
u: Probg, vey(u, w) = Probg, (ney(u, w).
e Since Ry (NY) C R,(NF), we see immediately that Probg, ey (u, w) > Probg, e (u, w).

e We now show the reverse inequality.

Probg, ney(u, w)

= sup{RProbg(s, corrz' (success)) | R € Rr(Nm), s’ € SR, corrr(s’) = s} by Lemma [33}

= sup{RProb3" (s, corry ' (success)) | R € R(N*"), s’ € Sg, corrg(s') = s, n € N}

< sup{RProbg" (s, corrz ! (success)) | R € Rar(NY), s € Sg, corrg(s’) = s, n € N} by Lemma [29]
= Probg, n¢)(u, w) by Lemma

C Relations ==, and =, coincide

Lemma 34. Let N = N = (S, Aexr U Ajpt, transy) be an NPLTS and a resolution R =
(Sg, corrg, transg) of N. For all subset T C Sg, for all s € Sk,

1 ifseT
0 otherwise.

1 ifseT
RProbg(s,7) =<0 if s € T Atransg(s) = %
> uesupp(p) D (1) - RProbr(u, T)  if s € T Atransg(s) = (a, D)

RProbgr(s, T) = {

Proof. Direct from Definition [7| and the fact that RProbE"(s, T) is increasing on n. ]

We now state three technical lemmas-Lemmas 136}, about basic properties of
the reduction relation — on distributions. These lemmas are used later in the proof of
Lemma [
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Lemma 35. Let X be a discrete set, —C X x D(X) a binary relation, and s € X.
d0s = D iff D econv({E|s— E})

Proof. Direct from Definition [14] and Notation O

Lemma 36. Let N = (Sn, Aext U Ajne, transy) be a NPLTS, R = (Sg, corrR,transR) € R.(N)
and D € D=!(Sg) such that supp(D) C S;i(R). We have corrR(D) s, corrg(transg(D)).
)

Proof. By Definition |5, for all s € supp(D), corrg(transg(s)) € conv(transy(corrg(s))
Hence corrg(transg(s)) € conv({Es | corrg(s) — Es}). Furthermore, corrg(transg(D)

)-
) =

ZsEsupp(D) D(S) ~corrR(transR(s)) = Esesupp(D) D(S) Znsl as ES = ZsEsupp(D) ZZL ( ( )
af) - Ef with corrg(s) — E7 for all ¢ € {1,...,n;} and ) ;°;af = 1. Since D =

> sesupp(p) D(8) 2212 @5 -85, we conclude that corrR(D) =D scoupp(D) D(S)-Z?;l o - Ocorrp(s)
and so corrg(D) =, corrg(transg(D)). O

Lemma 37. Let X be any discrete set, and let — be a binary relation in X x D(X).
Suppose that D —, E. There there exists a family of sub-distribution over X: (E;)scsupp(n)
such that for all s € supp(D), s =, Es and E =) py D(s) - Es.

sesupp

Proof. Assume that D —, E. By definition, there exists a countable set I and a multiset
{z;}icr with for all i € I, x; € X such that:

e D= Zielai + 0z,

° foralliGI,xi%Di

o [ = Zielai Dz

Note that E = Zsesupp(D) Z il - D; and for all s € X, D(s) = Z il . Hence,
E =3 cappn) D(8) D icr O] D 'If we define for all s € supp(D), Es = Z iel o Dis
we obtain that F = Zsesup; py D(s) - Es and for all s € supp(D), E; € conv({F | s— F})
which implies s —, F, by Lemma 35. ]

Corollary 4. Let X be any discrete set, and let — be a binary relation in X x D(X).

Suppose that D —, E' + F. Then there exists two families of sub-distribution over X:
(Es)sesupp(D)s (Fs)sesupp(p) such that for all s € supp(D), ds = Es+F,, E =) D(s)-
Esand F =5 D(s) - Fy.

sesupp(D)

se€supp(D)

Proof. By Lemma[37, we know that there exists (Ds)sesupp(p) such that for all s € supp(D),
0s = Dsand E+F =3 p) D(s) - Ds.

We define the two families (£;)scsupp(p) and (F)sesupp(p) as follows: for all s € supp(D),
forall x € X,

Ds(z)-E(z)
* E,(%) = Farre
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_ Ds(2)F(=)
o Fy(z)= B(z)+F(z)

We trivially have D, = E + F. [l
Lemma 1. Let N = (S, Acut U Aie, transy) be a NPLTS and D, E € D=Y(Sy).
D ==, E if and only if D =, F

Proof. We prove the two directions of the equivalences separately.

Left-to-right direction. Let us suppose that D ==, E. It means that there exists an infinite
scheme of the form:

D =Dy + Dy

T

Dy 5, Dy + Df

— T — T
Dy = Dy + Dy

with £ = >, . D/ . The proof consists of two steps: we first define a resolution R € R,(N),
and in a second step we use R to show that D =%, E.

1. We define R = (Sg, corrg, transg), where Sg = {(s,n,a) | n € Nya € {—, T}, s €
supp(D2)} and corr(s,n, ) = s for every n € N and every a € {—, T}, and

x4 fa=T;
transg(s,n, ) = (7,2 ecs A5, 1, T)(S') - O ns1,7) + A(s, 1, =)(8") - O(srn1,))
ifa=—.

where x4 stands for the function (a € A = x), S = {s | (s,n,) € Sg} and for
all s € supp(D;’),n € N,a € {—, T}, the sub-distributions A(s, n,«a) are obtained
from Corollary [4] such that:

s = A(s,n, =)+ A(s,n, T), Vs esupp(D,); (13)

Diy= > DJ(s) Als,n,—): (14)
sesupp(D;”)

D;Lrl = Z D:(S> ’ A(Sv n, T) (15)
sesupp(D;?”)

We first check that R is indeed a N-resolution: first observe that for all external
states ' € Sext(R), for all a € Ag,y, transg(s’) = . Secondly, for all internal states
s" € S;(R) with transg(s’) = (7, F'), it means that s’ = (s,n,—), s € supp(D,’) and

F= Z A(s,n, T)(s") - 8 ms1,m) + Z A(s,n, =) (") - 05 nt1,)

s'eS s'eS
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Note that for all s € S,n € N, supp(A(s,n,T)) C S and supp(A(s,n,—)) C S.
Hence corrg(F) = A(s,n,—)+A(s,n, T). From and Lemma [35] we obtain that
corrr(F') € conv(transy(s)(7)), thus we can conclude that R € R,(N).

. We define a distribution over R-states: D' = > ¢ Dy*(s) 050+ o5 Dg () 0507
We see immediately that corrg(D’) = D.

Looking at Definition we see that we need now to compute the sub-distribution
corr(E"), with £’ defined as supp(E’) C S..+(R) and for all «' € S..+(R), E'(u) =
> vesy P'(8") - RProbr(s’, {u'}). First, recall that for all v € Set(R), ' is of the
form (u,p, T) with p € N and u € S. Additionally, note that both supp(D;’) and
supp(Dy ) are included in S C Sy.

'(u,p, T) =Y Dy’(s) - RProbg((s,0,—), {(u,p, T)})
SESN
+ " DJ(s) - RProbg((s,0,T), {(u,p, T)})
s€SN

Observe that for every (s,0, T) € Seut(R), RProbr((s,0, T), {(u,p, T)}) =1 if u=s,
p =0 and 0 otherwise.

Furthermore, by definition of transg, if transg(s,n,—) = (7, F) then (s',n',a/) €
supp(F’) implies n’ = n + 1. Thus, we can easily prove by induction that for all
(s,n,—),(t,m, T) € Sg, RProbr((s,n,—),{(t,m, T)}) > 0 implies that m > n.
Using these two facts, we obtain that:

E’(u 0, T) = Dy (u) (16)
"(u,p, T Z Dy’ (s) - RProbg((s,0,—),{(u,p, T)}) for p>1. (17)

To go forward from here, we are going to show the following auxiliary statement: for
allpe N, forallm < p e N, for all u € S,

Z D_(s) - RProbg((s,m,—),{(u,p, T)}) = D;(u). (18)

SESN

We do the proof by induction on p — m. For all (s,n,—) € S (R), let us denote
F ,, the distribution such that transg(s,n,—) = (7, Fs,).

Z D, (s) - RProbr((s,m, =), {(u,p, T)})

SESN
= DJ(s)- Y. Fun(t) - RProbg(t, {(u,p,T)}) by Lemma
SESN tesupp(Fs,m)
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By definition of Fj,, t € supp(Fs,,) implies that ¢t = (#,m + 1,«) with ¢’ € S and
a € {T,—=}and Fy,(t) = A(s,m, T)(t') + A(s, m,—)(t'). Hence:

Z D’ (s) - RProbg((s,m,—),{(u,p, T)})

SESN
=Y D(s)- (O _(A(s,m, T)(t) - RProbr((t,m +1,T), {(u,p, T)})
SESN teSn
+ > A(s,m, —)(t) - RProb((t,m + 1,—), {(u,p, T)}))
teSN

e if p=m + 1 then for all ¢t € Sy, RProbg((t,m + 1, T),{(u,m +1,T)}) =1 if
t = u and 0 otherwise. Moreover, as we previously shown, RProbg((t,m + 1, —
), {(u,m+1,T)}) =0. Therefore:

Z D, (s) - RProbr((s,m, =), {(u,p, T Z D, (s (s,m, T)(u)

SESN SESN

= D;(u) by .

e if p > m + 1 then for all t € Sy, RProbg((t,m + 1, T), {(u,p, T)}) = 0. Hence:

> " D, (s) - RProbg((s,m, =), {(u,p, T)})

sESN

=Y " D(s)- Y Als,m,—)(t) - RProbr((t,m +1,—), {(u.p, T)})
s€SN teSN

= Z (Z D’ (s (s,m,—)(t )) - RProbr((t,m + 1,—=),{(u,p, T)})
teSN \sESN

=Y D (t) - RProb((t,m+1,—), {(u,p, T)})) by
teSN

= DpT (u) by induction hypothesis

This concludes the proof of Equation . Combining , and , we have

shown:
E'(u,p, T)=D, (u) VpeN.
We conclude the proof by noticing that corr(E')(u) = 3 o D, (u) = E(u).

Right-to-left direction. We suppose that D =>5_ E. It means that there exists a resolution

= (Sg, corrg, transg) € R,(N) and D', E' € D=!(SR) such that corrg(D’) = D, corrg(E’) =

E, supp(E’) € St (R) and for every u € Seut(R), E'(u) = > cs, D'(8") - RProbr(s’, {u}).
From there, we are going to build an infinite scheme, in the spirit of Definition [15] We
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define by induction on n two families of sub-distributions on Sg, (D', )nen and (D' )nen,
as follows:

-
D/c? - D|/Smt(R) Dy = D\/sm(R)
D/:—i-l = transR(D':)‘gmt(R) D,T 1= transR(D’:)wezt(R).
We denote for all n € N, D, = D'.’ + D' Hence, D’ = D},. Using Lemma [36, we can
check that for all n € N, corrg(D'.) =, corrg(D’p41). Then we define, for every n € N,

a € {—, T}, D2 = corrg(D') € D=L(Sy).
We now show that for all n € N, for all j < n, for all u € S..4(R),

> D'y(s") - RProby" (s’ {u}) = Y Dy (u (19)
s'€SR i<k<n

We prove this property by induction on n — j:

o if n = j, then we can first see that »_, s D';(s') - RProbz’(s', {u}) = D';(u). Since

u is an external state, and by definition of D’;, it holds that D’;(u) = D’]T(u), so the
result holds.

e casen —j > 0:

Z D,'(s') - RProb:" (s’ {u})

s'ESR

=Y D7(s) - RProbz" /(s {u}) + Y D'; (s) - RProbz" (s’ {u})
s'ESR s'€Sr

= Z D'7(s') - RProb%" (s, {u}) + D’]-T(u) since s' € supp(D’jT) = 5 € Senr(R)
s'€Sr

- 3 D7 (s") - Y Fo(v)) - RProby" 7~ (v/, {u}) + D', (u)
s'€Sg,transg(s’)=(1,Fy) v ESR

= Z Dl (v ) - RProby"~ D (o {u}) + D'J.T(u) since transg(D'}") = D)4
v ESR

= Z D'} (u) + D’;(u) by induction hypothesis,
J+1<k<n

and that concludes the proof of (19).
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We are now able to end the proof, by seeing that for all w € Sy,

E(w) = Z E'(u) since by hypothesis corrg(E') = F

u€Ecorrg ~1(w)

= Z Z Dy(s") - RProbg(s’,{u}) by hypothesis, and since D' = D,

u€corrg—H(w) s'E€ESR

= sup Z Z Dj(s') - RProbz"(s', {u})

nen u€corrg 1 (w) s’€SR

= sup Z Z D'} (u) by instantiated with j =0
neN uecorrg 1 (w) 0<k<n
= sup Z D/ (w) since corrg(D',) = Dy

neN 0<k<n

=>_Dl(w),

keN

which ends the proof. O

D Observational equivalence with name restriction in
context

In the original applied pi calculus, observational equivalence is closed by application of
an adversarial context, i.e., if P ~ @ then C[P] ~ C[Q] where C[] is a context of the
form new aq;...;new a,; (- | Adv) where Adv is a process. Intuitively, previously public
names aq,...,a, in P and ) may becomes restricted, i.e. private, by the application of
the adversarial context.

In our definition of observational equivalence (Definition , we only require that the
adversarial process Adv is put in parellel of P and () without allowing for additional name
restrictions. In our formalism, this corresponds to the third bullet point of Definition
ie.:

for all closed Adv € MP such that fn(Adv) C Ny, {Adv} UP R {Adv} U Q.

We show in this section that in fact adding these restrictions in the definition of obser-
vational equivalence does not add any power to the attacker by showing that the classical
definition and our definition coincide. Note that the original formalism of the applied pi
calculus is slightly different from ours as they do not separate names in public and private
names as we do. Furthermore, they do not have a rule that executes the name restriction
as our rule (NEW). Instead, they consider a structural equivalence = that manages name
restrictions. For instance,

new a;0 =0 new a;new b; P = new b; new a; P
P | new a;Q = new a; (P | Q) when a & fu(P) U fn(P)

96



Similarly, by the fact that our calculus relies on multisets of processes, the rules (NULL),
(PAR) and (REPL) capture the following equations in the structural equivalence:

P=P|0 P |(R|P)=({P|R)|P P|lQ=Q|P P=P|IP

Thus, as mentioned in [ABFI17, Section 2.3], any process P in the original applied pi
calculus is structurally equivalent as a process of the form new aq;...;new a,; (P | ... |
P,) where name restrictions have been pushed to the top, which can be expressed by a
configuration ({ay,...,a,}, {P1,..., P.}). In our calculus, the distinction between private
and public names enforces that all names ay,...,a, are in N, which allows us to only
keep the multiset { Py, ..., P, } (see Figure [2)).

Therefore, applying an adversarial context with restriction is equivalent in our formal-
ism to applying a renaming from public names of our process to fresh privates names. This
leads to the following definition of the original observational equivalence:

Definition 47. The original observational preorder <X is the largest relation R on MP
such that P R Q implies :

e for all ¢ € N, RProbg(P,lc) < RProbr(Q,lc);
o if P==s, D then Q ==, E and D R E;

e for all closed Adv € MP, for all renaming p, if fn(Adv) C Ny, dom(p) C Npup,
img(p) C Npriv and tmg(p) Nnames(P, Q, Adv) = & then {Advp} UPp R {Advp} U
Qp.

The original observational equivalence ~%, is defined by addltlonally requestmg R to be
symmetric and in the second bullet point, by requesting both D R E and E R D to hold.

Let us now show that the two notions coincide.

R = <R ~R. = R
Lemma 38. <. = <y and =}, = =,-

Proof. Trivially, we have that <%, C <% and =%, C &% since we can always take p
being the empty renaming.

Consider the relation R defined as PR Q iff there exists P, @ and a renaming such
that p such that P = P'p, Q = Q’p, P <R Q' dom(p) € Npw, img(p) € Nprin and
img(p) N names(P’, @', Adv) =

Recall that = is closed under substitution of names by terms. Therefore, for all u,v
such that img(p) N names(u,v) = &, u = v if and only if up = vp. Thus, Pp —, D’
implies P —, D where dom(D') = dom(D)p and D'(xp) = D(xp). Furthermore, if
P —. D then Pp —, Dp where Dp is the distribution such that dom(Dp) = dom(D) and
Dp(zp) = D(xp). Notice that for the rule (NEW), we consider w.l.o.g. that a’ is fresh
also with respect to the private names in p. In other words, we have that Pp —, Dp iff
P —,D.

This can be propagate to schedulers, i.e. (corr, R) € R? if and only if (corrp, R) € R?.
Hence, we derive that

—obs
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e RProbg.(P,T) = RProbg.(Pp, T p)

e D ——T—>R? E if and only if Dp ——T—>Rg Ep

We now show that R satisfies the three items in Definition 47}

E

o Let ¢ € Ny If ¢ € dom(p) then ¢ does neither occur in P’p nor in Q'p. Hence,

RProbg.(P', 1 ¢) = 0 = RProbg.(Q',] ¢). Otherwise, | ¢ =] ¢cp UT where for
all P" € T, fn(P') Ndom(p) # @. Since, P'p and Q'p do not contain public
names from dom(p), they can never reach states from 7. Hence, RProbg.(P'p, |
¢) = RProbge(P'p,d ¢p) = RProbre(P’,] ¢). Since P’ <X Q' we deduce that

obs

RProbge (P’, | c) < RProbg.(Q', 1 c) < RProbgr.(Q'p, lcp) < RProbr.(Q',1c).

IfPp :T>7gro Dp then P’ :T>Rg D. By P’ <% Q' we have Q' :T>R? Eand D S/gs E.

obs

This implies that Dp R Ep with Qp =0 Ep.

Let Adv € MP and p' be a renaming such that fn(Adv) C Ny, dom(p’) € Nyu,
img(p') C Npriw and img(p’) Nnames(P’p, Q'p) = &. Note that the domains of p and
P may not be disjoint. Similarly, the process Adv may contain public names from
dom(p).

Hence, let pp be a renaming such that dom(p,u) = dom(p) N (dom(p') U fn(Adv)),
img(ppus) S Npws \ fn(P', @', Adv). Hence, we define p; = pp. 1, p'.

We have P'p; = (P'p)p’ since img(ppus) S Npw \ fn(P’, Q', Adv). Moreover, as
dom(ppuy) = dom(p) N (dom(p’) U fn(Adv)), we have that

(Advppub>p = Advppubp|dom(p)\dom(ppub) = Advp|dom(p)\dom(ppub)ppub = Advppub

Therefore, Advppuwpr = Advppub/);;bp' = Advp'. This allows us to deduce that
{Advp' YUP'p' = ({Advpyus YUP')p1. Similarly, we have { Advp' }UQ'p' = ({ Advppus YU
Q/)PL

We know that P’ <% Q'. Hence {Advpyuw} U P <K {Advppw} U Q which al-

lows us to conclude that {Advppuwp1} U P p1 R{Advppuwpi} U Q' p1 and so {Advp'} U
Pp' R{Advp'} U Qp. O

T-determinisation

Notation 23. We says that a NPLTS N is a new -determinization of N when N =
(Sne, Ane, trans) with the following constraints on its transition function trans:

o for a € Aye \ {7}, trans(s)(a) = transye(s)(a), and trans(s)(7) C transye(s)(7);

e for every D € transye(s)(7) not obtained by a new reduction, D € trans(s)(a);

98



o for s = ({new a.Q}} UP, ), there exists at least one E € trans(s)(7) with E of the
form d(go(s/aypup,e) With b € N, fresh in s. We say that the new -determinisation
is strict when there is exactly one such E € trans(s)(7).

Observe that we can easily build a particular strict new -determinization by ordering the
private names, and choosing for each new -reduction the first available fresh private name.

Notation 24. We define an equivalence relation on SP,, that we call equivalence with
respect to private names substitution, and that we note =u,..: (P,¢) =n,,., (Q,%) when

there exists private names ay, ..., ay, by, ..., b, with by,...,b, fresh in (P, ¢) such that

(Q,¢) = (P{ai/bi} .. . {an/bu}, d{ar/bi} .. {an/bn}).

Lemma 39. Let N be a new -determinization of N, and s,t € SP, such that s =Nprio
Then s <N t.

—sim

L.

Observe that in particular N is a (non strict) new -determinization of itself, thus
Lemma 39 also holds for N = N*.

Lemma 40. Let N be a new -determinization of N¢. Let s € SP,, and a € Ay such that
s Zn¢ D. Then there exists E such that s <y E, and D(=w,.,)E

Lemma 41. Let N be a new -determinization of N*. Let s € SP,, and a € Ay such that
s =n¢ D. Then there exists F, such that s =y E, and D(=y;,,,)E.

Notation 25. Let Ny = (Sn,, Aezt U Ains, transy, ) and No = (Sn,, Aext L A, transy,) be
two NPLTSs, with the same set of actions. We define the disjoint union of Ny and Ny as
the NPLTS N; + Ny := (Sn, U Sn,, Aeat U Aint, transy, in,) where the transition function
transy, in, defined as:

transy, (s) when s € Sy,

transy, in,(S) = {

transy,(s) when s € Sy,.

In the following, when considering N; +N,, where N; and N, have non disjoint states spaces,
we will write sNt, sN2 to design the copies of s in Sy, and Sy, respectively. Similarly, if D
is a distribution over Sy, U Sy,, we will write DNt and DN2 to mean the distributions over
Sn, U Sn, where all states s in the support of the distribution are taken in Sy, and Sy,
respectively.

Lemma 42. Let N be a new -determinization of N¢. Then the binary relation R C
Snein X Snein defined as R = {(sN,tN) | s =, t}U{(sN,tN) | s =n;., t}, is a (strong)
bisimulation on the NPLTS N; 4 Ns.

Proof. First, we can easily check that it is an equivalence relation (reflexive, transitive and
symmetric).
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o Let (sNz,tN) such that s =, . t, and let be a such that sV' NN DN'. Then

priv

by definition of the transition function transyeiy, it means that s ~»y D. Using

Lemma , we see that there exists E such that s <y E, and D(=y;,,,)E. Since we
know from Lemma (39 E 9/ that =, .. is a bisimulation on N, and since by hypothesis

priv

8 =N, 1, We obtain the existence of a third distribution F' such that ¢ Sn F, and
E=, _F. Recall that by definition of N¢ 4 N t 5N F implies that tN Syepy FN.

priv

Moreover, since =5, . is transitive, and since ~ preserves transitivity—from 77—, we

przv

can conclude that D=, F.

priv

e Let (sV, V) such that s EN”U t, and let be a such that sN Sy DV. Then it is
also true that sN° 2y iN DN’ Since by Lemma |39 = =\, 18 & bisimulation on N, we

obtain directly a distribution F such that t <y F, and D=y, - o ks and we conclude
from there.

[
Corollary 5. Let N be a new -determinization of N*. Then <N coincides with </'.

Proof. 1t is known—and easy to prove-that any pair (s, ¢) of bisimular states in a NPLTS N
have also the same supremum probability of doing a trace. Using that fact, and Lemma[42]
we see that for any state in N, and for any w € ((Aezt)ne)*:

Probg, ney(s,w) = Prome(NqN)(sNé, w) by definition of NPLTSs dijoint union

= Prome(NqN)(sN, w) since sN°, sV are bisimilar by Lemma

= Pl"Ome(N)(S, ’LU),
and we can conclude from there. O]

Corollary 6. Let N be a new -determinization of N*. Then <V coincides with <5N1fn

Proof e Let us first show that <N is a simulation on N let s,t € SP, such that
Slmt We suppose that for some a € Ay, s <ye D. From there, we can erte that
sN Snein DV By Lemma there exists F such that D—NT E, and sN Sy

EN. From there we are able to use the fact that s<N_¢. to obtain a third distribution

—stm )
—_—

F such that tN =y n FN, and E<N F. Since a strong bisimulation is also a weak
bisimulation for any NPLTS-and Proposmon A}-we can agaln use Lemma [42] to get
a distribution H such that F=, =N, H and tN" 2 ey HY'. To recap, it means that

we have t =y H, and D (Ey . ; <N =x,..) H. By Lemma c<N and

pr'w ) —827717 priv — —S1M?

we can conclude by transitivity of <N —and Lemma ?7?.

e We show similarly that </ is a simulation on N.

]

As a consequence from Corollary [5| and 7?7, it is enough to consider N, a strict new -
determinization of N.
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F Simulation and observational preorders coincide

This section is dedicated to the proof of Proposition

F.1 Some preliminary results

Lemma 43. For all a € NV, for all ground terms ¢, if a & st(t) then a # t.

Proof. Recall that = is closed under substitution of names by other terms. Let b € N\
{a,st(t)} and o0 = {®/,}. Thus, if a =t then ao = to and b = t which would imply a = b
which contradicts our hypothesis. ]

Lemma 44 Let (P,¢) € 87% For all P = &p by application of the rules (PAR) or
(NIL), P =% P and (P, ) =N (P, ¢).

Proof. Trivial. [

Lemma 45. Let P, P’ € SP, ¢, ¢ be two frames and p be a renaming of names.
If one of the two following properties holds

e img(p) Nnames(P, P, ¢,¢') = @ and dom(p) Nimg(p) = &
o (fn(P, P, ¢,¢") N Nyriw) = dom(p) and img(p) C Npriv
then

e Forall R € {<% xR} P R P if and only if Pp R P'p

obs? "~ obs
e Forall R e {<\,~}, (P.¢) R (P',¢/) if and only if (P,¢)p R (P',&/)p.

Proof. Direct by noticing that = is closed by under substitution of names by other terms,
i.e. for all u,v such that img(p) N names(u,v), u = v if and only if up = vp. O

Lemma 46. Let N = (Sy, Aeet U Ajnt, transy) be a NPLTS, D, E € D='(Sy) and R be
a relation over Sy. If D has a finite support and D R E then there exists a family of
sub-distributions {F, }zcsupp(p) such that:

o for all y € SNy X pcqupp(p) Ba(y) < E(y)

e for all z € supp(D), D(z) - 6, R E, and supp(E,) = R({z})

Proof. For this proof, we rely on [LSA14, Lemma 3.9] that states the following: Assume
Piy--,pn < 1 and a family {r; < 1}cp,.ny. Ifforall I C {1,....n}, > ..,;p <

Y oscq1,..my Ty < 1 then for all nonempty I C {1,...,n}, for all k € I, there exists s;,; < 1
JNI#2
such that:

o forall T C{1,...,n}, > sk <1

101



e forall k € {1, . ,n}, e < Z[g{l .... n} Sk,1 " TT-
kel

We know that D has finite support. Hence, we can consider supp(D) = {z1,...,z,}
and so we define for all i € {1,...,n}, p; = D(z;). For all I C {1,...,n}, let us define the
sets X; = {x; }ic; and Sy such that:

Si={yeSn|Vie{l,....n},z; Ry i€ l}

First, notice that S; N'S; # & implies I = J. Second, let us show that R(X;) =

Uscq,.my Ss- Let y € R(X;). There exists ¢ € I such that z; R y. By taking the
JNI#£0
largest set J C {1,...,n} such that for all j € J, x; R y, we deduce that y € S;. Notice

that ¢ € J and so J N1 # @&. On the other hand, for all J C {1,...,n}, for all y € J, if
J NI # & then there exists ¢ € I such that z; R y an so y € R(X)).

Thus, for all I C {1,...,n}, we define r; = E(S;). Recall that D R E and S;NS; # @
implies I = J. Therefore we obtain that for all I C {1,...,n}, > .., ;i = D(X) <
E(R(X1)) = > scqr,..ny E(Ss). Hence, for all nonempty I C {1,...,n}, for all k € I,

INI£

there exists s ; < 1 such that:
o forall I C{1,....,n}, > sk <1

o forall ke {1,....,n}, D(xx) <Y rcqr,...ny Sk, - £(S7).
kel

For all k € {1,...,k}, we define the sub-distribution E,, = > icqi,..n} Sk,1- ZyeS; E(y)-6,.
kel
Let us show the two desired properties:

e Let y € Sn. Since S;NS; # @ implies I = J, there is a most one I C {1,...,n} such
that y € Sr. Hence > i, Ey, (y) = Zzzl,kel sprE(y) = E(Q)'Zzzl,kel sk < E(y).
o forall k € {1,...,n}, D(xx) < > rcqr,..my Ska - £(Sr). By taking Xy, we already
kel
showed that R({zr}) = Uicqi,..ny Sr. Hence E (R({x}) = > icqr,...n} Eu (S1).
kel

IN{k}£2 R
Since E,, (Sr) = sk.r - E(S5), we conclude that D(xy) - d,, R E,. O

The following lemma is similar to the previous one but for equivalence relation.

Lemma 47. Let N = (Sy, Aeyt U Amt,transN) be a NPLTS, D, E € D=!(Sy) and R be
an equivalence relation over Sy. If D R E and E R D then there exists a family of
sub-distributions { £, }sesupp(p) such that:

o ZxEsupp E =E

e for all z € supp(D), D(z) -6, R E,, E, R D(z) - 6, and supp(E,) = R({z})
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Proof. Since R is an equivalence relation, D REand ER D imply that for all z €

supp(D), D(R({x})) = E(R({z})). Hence, we define B, = 3 _p) 20550, For all
y € S,

_ E(y) - D(x) _

z€supp(D) xesupp(D)NR({y})

Moreover, for all x € supp(D), E.(R({z})) = >_,cra) lgé’)f(}z) = D(x) which allows us
to conclude. [

In the following, we say that D =, E has finite support if both D and E have finite
support. Similarly, D ==, E has finite support if all D’ 5, Dy + D,IH composing the
infinite scheme of D ==, E have also finite support. Note that it implies that D has finite
support but F may still have infinite support.

Lemma 48. Let N € {N* N°}. Let Dy, Do, Ey, E5 € D='(Sy). Let R be a relation on Sy.
We have the following properties:

1. D1 ./F\{ D27 E1 ﬁ E2 and (Dg + EQ) € Dgl(SN) 1mply D1 + E1 ﬁ D2 + Eg.
2. Ya, Dy R Dy and « - Dy € D=Y(Sy) imply « - Dy Ra- D,

3. if Dy + Dy R E and Dy, D5 have finite support (resp. D; + Do R EE R D+ Dy
and R is an equivalence relation) then there exist Fy, Fy such that Fy + Fy = E and
D; R E; (resp. D; R E; and E; R D;) fori=1,2

4. if Dy R E, and Vz € supp(Ds), Vy € R(x), x — F; implies 9§, =, F, and F} R Fy
then

(a) D, =, D, with finite support implies E; ==, E, and D, R Es
(b) Dy ==, D, with finite support implies E; ==, E; and D, R Es

5. if R is an equivalence relation, D; R Ey, By R Dy and Vx € supp(D1), Yy € R(x),
x — Fy implies 0, =, Iy, I} R Fy and Fy R F) then

(a) D1 L>,— D2 1mphes E1 :T>r E27 D2 j\% E2 and E2 f% D2
(b) Dy ==, Dy and Dy € D(Sy) imply Ey ==, Es, Dy R E5 and Ey R D,

Proof. Properties [1] and [2 are immediate, by definition of R.
For Property [3 let D = Dy + D,. If D has finite support, we can apply Lemma [40] to
obtain the family sub-distributions {£; }sesupp(p) such that

o for all y € Sny X pcqupp(py Ba(y) < E(y)

e for all x € supp(D), D(z) - d, R E, and supp(F,) = R({z})
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Let us define

, Dll' , DQI‘
Ei= ) D((x>).Em and Ej= ) D((x))'E’”

z€supp(D) z€supp(D)

We first prove that D; R E! for i € {1,2}. We know that for all z € supp(D), D(z) -
5, R E,. Hence, Di(x) - 4, R —sz and so D; R E!. Finally, since for all y € Sy,
Y vesupp() Ex(y) < E(y) and Zx€supp(D) E, = E] + Ej, there exists H such that Ej + E)+
H = E, meaning that we can arbitrarily define Fy = E] + H; and Ey = E}, + H, with
H, + H, = H in order to conclude. R R
If Ris an eivalence relation, D1 + Dy R E and E R D, + Dy, then we can instead
47

apply Lemma {47, Hence, for i € {1,2}, for all € supp(D), D;(x) - 6, R % and

Digg)E t R Di(z) - 6,. Defining E} and E} as above we obtain that D; R E! and E! R D;.
Moreover, by Lemma {7, for all y € Sn, 3 cqupp(py Bo(y) = E(y) and so Ej + E) = E

which allows us to conclude.

We now prove Property . Assume that D has finite support, Dy R E; and Vz €
supp(Dy), Vy € R(x), x — F1 implies 0, ==, I, and F} R .

Let us assume that D; —, Dy and D, has finite support. Thus there exists a countable
set I and a multiset {z;};c; with for all i € I, x; € Sy such that Dy = Y, ; ;- 6,
Dy =3, ;- Fyand for all i € I, x; — F;. Note that by hypothesis, x; — F; implies that
F; has finite support. Thus, Dy having finite support allows us to consider w.l.o.g that [
is finite.

By applying Lemma , D\ R E, implies that there exists { £, },ep, such that

e for all y € Sy, Zzesupp(Dl) E.(y) < Ei(y)

e for all z € supp(D,), Di(z) -8, R E, and supp(E,) = R({z})
Let i € I. Let y € supp(E,,). As y € R({z;}), by hypothesis, §, =, F/, and F; R

Y

F},. Thus by properties |I| and , ZyESupp(Exi) E.,(y) - F; R ZyeSupp(Exi) E,(y) - F!, and
hence F; R ZyeSupp Ba,) %(R—&Z/j;m - F},. Since By = . ;«; - Iy, if we denote Hy =

D ier Zyésupp(Exi) —Ej’(g?{ii}),)) . Fi”y then Dy R H,. Notice that:

Q- EQU (y) /
Hy = - ThiNgs F
P IRDIEDD B (R({r))
az€supp(D1) ZEI yEsupp(E i
-y ¥ % i B y)
,Y
x€supp(D1) Z'GI yEsupp(Ex,) E$(R({I}))

> Z {x}))' > Bl F,

zesupp(D1) ZEI y&supp(Faz;)
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Furthermore, we know that for all i € I, for all y € R({x;}), 6, = F,. Therefore,
B, =Y E.,(y) - F!,, which implies that:

2,y

> Z {x} - B, ==, Hy

x€supp(D1) zEI I

y€supp(Eyz; )

Note that the following holds:

ZZEI Q
> Eme 2 Eai "

x

xesupp(D1) xlfi z€supp(D1)
D
- > mmg )}>> e
zesupp(Dy) " v
Hence, if we denote H; = Zm€supp(D1) #({“2})) - E,, we obtain H; ==, H,. Finally, we

know that for all z € supp(D;), Dy(z) <

E(R({z})) and for ally € S, D, coupp(nn) Ee(¥) <
Ey(y). Thus, there exists Hj such that £y = H; + Hj. This allows us to deduce that
B, ==, Hy + H| and D, R (Hs 4+ HY). This completes the proof of property

The proof for property |bal follows very closely. Instead of using Lemma |46, we rely on
Lemma . Note in this case, D1(z) = E.(R({z})) implying that H1 = > . p,) B =
E;. This allows us to conclude the proof of property [bal

Let us now prove property . Assume D; ==, D, with internal finite support. By
definition, there exists the following infinite scheme:

Dy =Dy + Dy
Dy’ =, D + D/

- T — T
Dy = Dy + Dy

such that Dy = Y, D, and for all k € N, D;” and D, have finite support. We can
easily show by induction that for all £ € N,

o B =, EI?+Z?:O Ef
e D RE;

i Zf:o Dz‘T E Zf:o EzT
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In the base case k = 0, we can apply Property I to deduce that there exists F,” and E,
such that F = Ej” + ET and for all & € {—, T}, DO‘ R EQ.

In the inductive step £ > 0, we know that D", —, D,’ +DT By induction hypothesis
we know that there exist ), ==, E;”, —i—Zk | ET such that F,” R E,7, and Zk ' D/ R
Zk ! E.. By applying Property | we obtain that F;” | ==, E' such that DH—I—D; RE.
By applymg Property we deduce that there exists E;7, E" such that ' = E;” + E],
Dy RE; and D] R ET Therefore, ZZ oD R ¥ B Note that Ej” | ==, E'”qLET
implies B, | + Zk VE ==, B+ ZZ o B . This concludes the inductive proof.

In the case where limy_,, £} exists, we obtain that £} =, limy_,o0 E>7 + ZkeN ET
with ZkeN D] R Y ken E,. Hence, we conclude by defining Ey = limy_,o, ;" + Y oken ET
and so D, R E,. In the case limy_,o, £ does not exist, the semantics in Figures 2/ and |1
imply that there exists k&y € N and a set S such that for all k& > ki, supp(E;”) N {{!P} U
P € SP} = S (resp. {({!P},¢) UP € SP} when N = N). Note that if we define
Ef =3 ,cs By (x) - 6, then limy_o Ef exists. Morecover, thanks to Remark [7, we have
that E.’ =, E,f . Thus, B, ==, E,f + Z?:o EZT . We can therefore conclude by defining
By =limy oo B} + 3oy B

Finally, the proof of property [5b] follows the same reasoning as property b} We prove
by induction that for all £ € N,

o B =, EI?+Z?:O Ef
e D R Ey and E” R Dy

i Zf:o EZT fl) Zf:o Dz'T

The base case once again uses property |3| but the inductive step relies on property
rather than property [fal To conclude the final proof, we know that E» € D(Sy). Thus,
limy_,o ;" = @. This allows us to conclude by defining E =Y,  E} . O

F.1.1 Properties on RProbg.(P,|c)

We define R = {(8, corr, trans) € R° | Vs € S, trans(s) = D implies D has finite support}.

Let us define P = P’ when there exists a renaming of names p such that fn(P)NN,.m =
dom(p), img(p) € Ny and Pp = P’. Note that P = P’ implies P ~,,, P’ thanks to
Lemma . Given a distribution F', we denote F'/= =" oy, >, F(y) - 6, Given
two distributions F' and F’, we say that F' = F’ when F/= = F'/-.

Lemma 49. For all F, H € D<Y(N°), F 5, H with F having finite support implies that
F 5, H' with H = H' and H’ having finite support.

Proof. F 5, H implies that there exists F = >, a; -6, and H = 5 - D; with

zeI
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el

= D D ad

z€supp(F) 1€l
T=x;

= 2 2 () e

zesupp(F) DeD(N°)/= i€l
|le—D lz=a;

AND=D;
Notice that by Figure 2] given z the set {D € D(N°)/=} is finite. Indeed we only consider
finite multisets of processes and the only rule that can generate an infinite number of
successor is the rule (NEwW) but they are all equivalent under =. Thus, by defining H' =

Zazésupp(F)/E ZDGDSI(ND)/E (Z "LEI O{,L) . _D7 the I‘eSLllt hO].dS D
[==D AD=D;

Lemma 50. Let R = (S, corr, trans) € R? (resp. RY) . For all n € Ny, for all ¢ € Ny,
for all P € MP, for all s € S, if corr(s) = P then there exists D € D(SR) such that:

e P ==, D (resp. with finite support)
e RProby"(s,corr 1(lc)) < D(l¢)

Proof. We prove this property by induction on n.

Base case n = 0: In such a case, RProbg" (s, corr~!(J.¢)) = 1 if P €].¢ and 0 otherwise.
Thus, we can define D = §p to directly obtain that P ==, D and RProbs" (P, ]c) < D(]
c).

Inductive step n > 0: If s € corr™!({ ¢) or if trans(

1

D = 0p to conclude. Let us now assume that s & corr™
case,

s) = x then we can again define
(J¢) and trans(s) = E. In such a

RProbs" (s, corr ™ ({¢)) = Z E(u) - RProbz™ " (u, corr™({.¢))
u€supp(F)

By definition of a resolution, corr(E) € conv(transy.(corr(s))) and so dp —, corr(E). Note
that when R € R, we know that corr(E) has finite support.

By inductive hypothesis, we know that for all u € supp(F), there exists D, € D(SR)
such that:

e corr(u) ==, D, (with finite support when R € R%)

e RProby" '(corr(u),corr™(lc)) < Dy(}c)
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Let us define D =) E(u) - D,. Furthermore,

u€supp(F)
> D@=> > Ew-D(Q= ) B ) Du
Q¢€le Q¢€lcuesupp(E) u€supp(E) Q¢€le

Thus, RProbg"(s,corr ' (}.¢)) < D(}c). Note that since for all u € supp(FE), corr(u) ==,
D,, we conclude that 6(P) ==, D. Furthermore when R € R, we know that corr(E) has
finite support and corr(u) ==, D, has finite support. Hence so does §(P) ==, D. O

Lemma 51. For all P € MP, for all ¢ € N,
e 0p ==, E implies E(}.c) < RProbg.(P, lc)
e §p ==, E with finite support implies F(]c) < RProb.r (P, dc)

Proof. Thanks to Lemma , we know that §p ==, E implies that there exists R =
(S,corr,trans) € R°, and D', E' € D=!(S) such that corr(D’') = 6p, corr(E') = E,
supp(E’) C Set(R) and for all u € Seu(R), E'(u) = > .5 D'(s") - RProbg(s’,{u}).
Therefore,

s'eS

Elog= Y E
uesert (R)
|corr(u)€le

Z Z D'(s') - RProbg(s’, {u})

UESext(R) s'ES

|corr(u)ele
= Z D'(s') - Z RProbg(s’, {u})
s'€S uESest(R)
|corr(u)€le
< Z D'(s') - RProbg(s’, corr *(lc))
s'eS
< sup RProbg(s’, corr™(lc))
s'eS
corr(s’)=P

< RProbg. (P, lc)

Note that one can easily check from the proof of Lemma [If that the results carries over to
§p ==, D with finite support, i.e. in that case, the resolution R is in R, and so the rest
of the proof follows. O

Lemma 52. For all P € MP, for all ¢ € N,

RProbge (P, lc) = sup{ D({c) | p ==, D}
=sup{ D(l¢c) | 0p ==, D with finite support}
= RProbg. (P, )
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Proof. Consider the set S = { D({ ¢) | 57> =, D}. By Lemma we know that
RProbg.(P,] ¢) < supS and by Lemma we have that sup S < RProbRo (P, o).
Similarly, if we denote Sy = { D(l¢) | p :>r D with finite support}, we have sup Sy =
RProbger (P, dc).

However, by Lemma , a simple induction on the infinite scheme building 6» =, D
allows us to deduce that there exists D’ such that §p ==, D’ having finite support and

such that D = D’. Since the equivalence = only affects private names, we conclude that
D(lc) =D'(c) and so S = S. O

F.2 Restricted characterization of observational relations
Let us define the following equivalences:

<L

<0 <iper <.o. are the largest rela-

Definition 48. The restricted observational preorders <"?
tion R on MP such that P R Q implies :

e for all ¢ € N, RProbg, (P, lc) < RProbg,(Q,lc);

<" . if P ==, D then Q ==, E and D R E;
Case </} : if P 5 D then Q——T—>rEandD§E;
Case <" : if P ==, D with finite support then Q ==, FE and D R E;

—obs*

e for all closed Adv € MP such that fn(Adv) C Ny, {Adv} UP R {Adv} U Q.

e Case <" .

The restricted observational equivalences =79 , ~! and =’ are defined by additionally

requesting R to be symmetrlc respectlvely in the cases of <[P <" "and <7 . The restricted

—obs
observational equivalence Ob‘;, ~ . and /= 2 are defined respectively in the cases <0 <\ .
<. by additionally requesting that R to be symmetric and in the second bullet point, by

requesting D to be a distribution and both D R E and E R D to hold.

! !
~T0 T g2 g TO g T
obs?’ obs? obs? obs? obs

<0 <M ognd <2

Lemma 53. <., <., <. <,i. coincide. and ~

coincide.

obs

Proof. Let us start with the simple results: Notice that <!? is in fact the same definition
as <,,,- In the definition of &'} if P = D then Q@ ==, E and D ~/} E. However, D is
a distribution by Figure Hence, D NZ%, E also implies that E' is a distribution. Since

,-\ﬂ"l ~T1
~ . is symmetric, we deduce that £ ~], D and so ~;_

We show that <'¢ coincide with <77 . We trivially have <79 implies <> . Let us thus
focus on the other implication. Assume that P <> Q. Take P ==, D. By definition,

and ~" coincide.

109



there exists the following infinite scheme:

6p = Dy’ + D
Dy 5, Dy + Df

Dy = Dy + Dk+1

such that D =Y, D[

Thanks to Lemma , a simple induction allows us to deduce that there exists P =, D’
with finite support (D’ may have infinite support) such that D = D'. By P <I7. Q we
deduce that there exists Q =, F such that D’ <7"2 E. But D = D' implies D <Obs F
which allows us to conclude.

The same proof allows us to show that NZ?) and Ngis coincide. A minor modification of

the proof also allows us to show that ~ it o and =~ ™ . Indeed, only the last sentence would
change as we would obtain that there exists Q ==, E such that D' =~ ””2 E and F NOZQS D'.
7“2 D.

obs

But once again D = D" and F =~ T D’ also imply F ~

obs

Let us now show that </, and <[} coincide. We trivially have <[> implies <!}, thus

let us focus on the other implication. Assume that P <} Q. Hence op <l 0o. Let

P ==, D with finite support. By Property 4b| of Lemma , we have that there exists F

such that @ ==, E such that D S/Z\})S E. Hence we conclude the proof. Note that the same
proof allows us to prove that =7} and ~7 coincide.

The same proof where we apply Property . of Lemma 48| allows us to prove that ~

and ~ b coincide. O]

obs

F.3 Observational preorder implies simulation

For this direction of the equivalence, we need to represent as a process the frame of an
extended process (P, ¢). Intuitively, for all ax; € dom(¢), we will output on a public name
Cax; the term ax;¢. Formally, consider a frame ¢ = {ax; — t1,...ax, — ¢,} and a sequence

of public names N, = [Cax, € Npwp)?;, we define F (¢, Nop) = {out(cay;, t:).0},
Given a frame ¢ and a sequence N, we define the following sets and functlons:

o SPy(¢,Nen) = {(P,¢) € SP¢ | fn(¢, P) N Nen = D A 6] = | Nanl}-

o SP(¢. Nan) = {PUF(d,New) € SP | fu(¢, P) N New = @ A || = [Neal}

o 70 SPu(d, Nar) = SP(¢, Now) such that 752 (P, ¢)) =P U F(¢,Nay)
o T, P SP(6, Nun) = SPu(, Nup) such that w7 (P U F(¢,Nen)) = (P, 9)
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To prove that observational preorder and equivalence imply simulation and bisimulation
respectively, we define the relation R,, with op € {<,~} on extended processes as follows:
For all (P,¢),(P’,¢') € SPs, (P,¢) R, (P',¢) if and only if (P,¢) € SPu(¢, Non),
(P, ¢') € SPu(¢/, New) and 75 3F (P, ¢)) oplr T, (P, @) for some N,

Our definition of R,, parametrized by op will allow us to prove intermediate results
that will holds both for the proof of observational preorder implying simulation and the
proof of observational equivalence implying bisimulation.

Lemma 54. Let N, be a sequence of public names and ¢, ¢’ two frames. Let D, E €
DSI(U¢8P(¢,J\Qh)). For all op € {<,~}, D opﬁ’s E implies Z¢ ZQE‘SP(@NC“D(Q) .
5#27\}; (@) Rop Z¢ ZQGSP(¢,NCh) E(Q) : 57@]; Q-

ch

Pmof. Let S C SPy. Let [S] = {(P",¢") € SP, | (P,¢) € SA (P, (;5) op (P, ¢")}. Let
= U, Mo\, (SPu(6 Non) 01 S) and [$1] = {Q' € SP | Q € Si A Qopyy, Q')
Since D op’r, E, we know that D(S;) < E([S1]). By definition of S; and since D is a
sub-distribution of U¢SP(¢,NCh), we have D(S1) = 324 >"0.6)e5Py (NS D(W;_ffh(Q))
Moreover, we know by hypothesis that £ € (J, D='(SP(¢, Nep)). Hence, if we define
[So] = {Q € SP(p,Nu) | Q@ € St AQ oplr. Q' A frame ¢} then E([S1]) = E([Sa]).
Therefore, by definition of R,, and [S,], we deduce that Sz = {7} 7 (Q) | Q € [S2]} C
[S]. This allows us to deduce that >°, > ocspn,) P(@) - 0x pe Q)(Sl) = D(51) <
([31]) < E([Sﬂ) = Z¢ZQ€3P(¢,NCh) E(Q) ) 5775;—’6 (83) < Z¢ ZQesP(w\/Ch) E(Q)
0 (@ ([S]): O

Corollary 7. Let N, be a sequence of public names and ¢, ¢’ two frames. Let D €
D<1(SP(¢,Mh)) E € DY (SP(¢',Na)). For all op € {<,~}, D op~ E implies
Z_J:/e (D) ROP 772/_)6 (E).

F.3.1 7 transitions

Lemma 55. For all op € {<,~}, for all (P,¢),(P',¢') € SPy, if (P,¢) Rop (P, ¢') and
(P,¢) Sne D then (P, ¢') ==, n¢ E and D Rop E (and E R D when op = =).

Proof. By Definition m, D = (D', ¢) with P no D', Since (P, ¢) R,y (P',¢'), we know
that (P, ¢) € SPo(d, New), (P, ") € SPo(¢', No,) and P U F (o, Nop) OpZ)%rs P UF(¢, Na)
for some No,.

By Figure , we deduce that P U F(¢, Nop) —ne Dy = 2 oesupp(p) D' (Q) * 6aur(s.N)
and so P U]—“(gb Nen) == no Dy. By Definition u P UF(¢, Noy) = no E; for some E;
such that Dq opobs E, (and E; R~ D; when op = =).

Let us analyse the support of E;. For all QU F(¢', Nop,) —ne F with Ny, N fn(Q) = @,
the only transition from Figure [2] that may reduce an output from F(¢',Ny,) is the rule
(ComM). However that would imply that Q = {in(u,z).Q}UQ’ with c,,, = u for some i €
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{1,...,|¢'|}. But, we know that c.,, & st(u) and so by Lemma Cax; 7 U, hence a contra-
diction. This allows us to deduce that supp(F) C SP(¢', Nu,) and (Q, ¢') Drne 7Tg/_;\6/h(F ).
Lemma and a simple induction on the infinite scheme defining P'UF (¢', Noy) == no Ei
allow us to conclude that supp(E;) € SP(¢', New) and (P, ¢') ==, ne 7 % (E1). Since
Toa, (D1) = D, we conclude by Lemma . O

F.3.2 Static equivalence transitions

Lemma 56. For all op € {<,~}, for all (P,¢), (P, ¢') € SPy, if (P,¢) Rop (P',¢') and
(P,¢) Sne D with a € {€ = (,§ #,ax €,ax €} then (P',¢') ==, ¢ E and D R,, E (and
E é; D when op = =).

Proof. By definition of R,,, we know that (P, gzﬁ) op (P, @) implies (P, ¢) € SPo(é, Nen),
(P, ¢') € SPu(¢/,Na) and w5 ((P,¢)) oply, 7r2,_>p ((P',¢')) for some N,. Hence,
|¢| = |¢/|. Hence, for all a € {ax €,ax €}, (P,¢) —n¢ 6pg) implies (P, ¢') “sne Sipr o)
which implies (P, ¢/) ==, n¢ d(pr ). Since (P,@) Ry (P',¢'), we directly have that
) fi; dpr¢y. When op = =, R is symmetric hence (P, ¢') R~ (P, ¢) also implying
O(pr ) Ifz; d(p,¢)- Thus the result holds.

Let us now focus on the case where a = £ o ¢ with o € {=,#}. Let n = |¢| and assume
that Mo, = [cax, 7. We consider a public name ok such that ok & fn(P,P’, ¢,¢'), some

variables zy,...,x, and the renaming p = {*/.,}7-,. We build the following processes
Test™ and Test”.

Test™ :=in(Caxy, 1) - - - iN(Cax,,, xn).Test;c
Testlf if £p = Cp then out(ok, ok).0 e|§e 0
Test” :=in(Caxy, 1) - - - IN(Cax,, Tn)- Teszf;'é
Testf; = if £p = (p then 0 else out(ok, ok) 0

Since &, are recipes we know that fn(€,¢) C Npw and so fn(Test=,Test”) C Ny
71;1@6_1)1}()3(3((1;; ];,e;f)imtlon , for all 0 € {=,#}, {Test’} U ﬂz,_j(}zh((P,qS)) oplr {Test*} U
" Let us denote Pr = {Test°} Uny 7 (P,¢)) and Py = {Test} Uns, X (P, ¢)).
Notice that (P, ¢) sy d(p.g) implies that £6 o (. Furthermore, 75 ¥ ((73 qﬁ)) =PU
{out(cax;, ax;0).0} ;. Hence, by successively applying the rule (COMM) ON Caxys -« - 5 Caxy s
we deduce that Pr == no 57>u{{Testgfa}} with 0 = p~1¢. Since £¢ o (¢ implies (Ep)p~1¢ o
(Cp)p~t¢, we can apply the rule (THEN) when o is = and (ELSE) otherwise to obtain that
PT :T>r7|\|o 577U{out(ok,ok).0}- Thus, RProbR, (PT,\LOk) = 1.
Since Pr opz;s P, we deduce that RProbg, (P},| ok) = 1. Hence, there exists
a resolution R = (Sg,corrg,transg) € R, and s € Sgr such that corrg(s) = P, and
RProbg(s, corrz ' (1 ok)) > 0, meaning that there exists p € N such that RProbg? (s, corrz ! (J
ok)) >0
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Let us define A = {Q U {out(cax,, ax;¢").0}7_; U {in(cax;, 7)) - - - in(Cax,, Tn) Testpo; }} |
j=1...n4+1,(Q,¢) € SPu(¢,Nap)} where o; = {>¢/, 1V~ We first notice that
P} € A. Moreover, thanks to the fact that (Q,¢’) € SPu(¢', Nop)} implies cay, & frn(Q)
and thanks to Lemma , we can show that for all Q' € A, @' Dsno F implies supp(F) C
AU |ok.

This allows us to prove by induction on p € N that for all s € Sg, RProb%p (s, corr§1(¢
ok)) > 0 and corrr(s) € A imply there exist sj,s2 € Sg such that corrr(s;) = Q' U
{Testy;o,}} € A, corrr(sy) = QU {out(ok, 0k).0} and sy € supp(transg(si)). For s, to be
in supp(transg(s1)), it implies that Q' U{out(ok, 0k).0} Srne do/Ugout(ok,ok).0p DY application
of the rule (THEN) when o is = and the rule (ELSE) otherwise. Thus, {po,, o (po,, holds
and so £¢' o (¢’ holds.

We can therefore conclude that (P’;¢') e d¢pr.¢y and once again noticing that

(P,¢) R,y (P',¢') implies §(p 4 ]/%O\p dp); and that when op = =, Rx is symmetric
hence (P', ¢') R~ (P, ¢) also implying 0(p 4y Rx 0(p,¢)- O

F.3.3 Input and output transitions

For input and output transitions, we will need to consider predicates on the relation —
of a NPLTS. Given a predicate m, we will write 7(z — D) when 7 holds on z — D.
Given a logic formula ¢ with predicates as atoms, we denote by (z — D) = ¢ the natural
satisfiability of ¢ by  — D. Given D 5, E with D = Yoier i 0y, B =3 ;i - Dj and
x; — Dy, we will write (D 5, E) |= ¢ when for all i € I, 7(z; — D;) | ¢. Finally, given
D ==, E with the infinite scheme D = Dy* + D and Dy’ 5, D’y + D[, for k € N, we
write (D ==, E) = ¢ when for all k € N, (D> =, Di’.y + D/,) = ¢.

For some of our proof, we will consider a measure function on states of our NPLTS
associated with a total order. Formally, a measure for a NPLTS N = (S, Acx U Aip, transy)
is a function m : Sy — I for some set I associated with a total order <, on I that

includes a minimal element for <,,. Given a sub-distribution D € D=!(Sy), we denote
m(D) = max{m(x) | x € supp(D)}.

Lemma 57. Let N = (SN, Aest U Ajpe, transy) be a NPLTS with A;,; = {7}. Let my, ..., 7,
be predicates on —. For all (3,74 A; =, Y12 B)) | m V...V m,, there exist {A} | p =

L...nk=1...ma}and {B}; |p=1...n,k=1...ma,i=1...mp} such that:
o forallp e {1,...,n}, forall k € {1,...,ma}, (A7 5, S "5 B, E
o forall k € {1,...,mu}, Ak:ZZﬂAi
o foralli e {1,... ,mgp}, B, = ZZ:l ZZZH Bi,z-

Proof. By definition of (374 A; =, Y12 B;)) = m V...V m,, we know there exists a
countable set I and a multiset {x;},e; with for all ¢ € I, 2; € Sy such that ) "4 A; =
Y oier 0 Oy > By =" ;- Dy and for all i € I, x; — D; with m,(x; — D;) for some
pe{l,...,n}.
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With partition I into I3 U ... U I, such that for all p € {1,...,n}, for all i € I,
mp(x; — D;). We define for all k € {1...ma}, p € {1 n} the sub-distribution A? =

i Ap(zi) p T ai-Ap (i)
> ier, =T Zk(xi) 0z, Hence, (Ap = Xicp Zm“f“ ) D;) | m,. Therefore, for all
¢ € {1,...,mp}, we define By, such that for all z € supp(By), By ,(v) = By(z)

S By(z)
;i Ag (i) ) : m P ai-Ag(zi) . p T
ZZEIP m - Di(z). We directly have » " By, = Zielp ST A () Zj(zi) D; and so (A} —,
=1 Bz,z) = Tp.
Let us show that for all k& € {1,...,ma}, Ay = > A}, Let k € {1,...,ma}
n n azA T4
and r € Sy We have SO, ANe) = Y0, ALa) = S, Sy, gL, (1) =

;- Ag( Ap(x Ak (z m
Zp— Zzelp mAZ ()) 5$z(x) = mAqu () Zp 1 Zze[ Q- wz(x) = ZmAkA) Z 9 A ( ) =
A ().
Finally, let us show that for all £ € {1,...,mp}, Be =", > /" B{, By definition,
for all x € Sy,

SN SN Ozz Ag( xl
“ a; - Ag(z;)
o ZZZ S Ay
B a; - Y 0 Ak
_ZWBZ(B)U'ZlZI S <>>’D“<9”>

By(z)
_ ZmBZB( )‘ZZO‘Z"Dim

p=1 i€l

_ BE( ) N By

Lemma 58. Let N = (SN, Aezt U Aipt, transy) be a NPLTS with A;,, = {7}. Let 7.7, 7,”
7. be three predicates on —. Let 7° be a predicate on Sy such that for all z € Sy, for
all D € D=L(Sy),

e if 75(x) then 7.’ (x — D) or 7.’ (z — D)
e if 77(x — D) then 7%(D)
For all D, E € D=Y(Sy), if D ==, E with the following infinite scheme
D=Dy +Dy VkeN. D —. D+ Dl
and 75(Dy’) then there exists A, AT, B, BT, C' € D=(Sy) such that
(D=, A+ANEr" (AL, B+BYEr, B=,C E=C+B'+A"
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Moreover, if we assume the existence of measure function m on N such that for all z €
Sk, for all D' € D=Y(Sy), n;*(z — D') implies m(x) >, m(D’) and if m(A) <,, m(B+ B")
then (D ==, E) = 7.".

Finally, if (D ==, E) |= 7y then (D ==, A+ A") |= 7y, (A ==, B+ B") |= my; and
(B :T>r C) ): Tall-

n—1

Proof. Consider the following property P( ) defined as: there exist ((Save;})pZ Y Vs
((Save/,)i= 0)ico s k€10, — i}, (Fy )k o (FY )izo» and (F7)iZ, such that

1. for all k € {0,...,n}, wS(FZ)
2. for all k € {0,...,n}, D}’ = F: + Zf:_ol Save;)_;
3. for all k € {0,...,n}, D] = F[ + Y1~ Save],

7

4. foralli € {0,...,n—1}, forallk € {0,...,n—i—1}, Save;] —, Saveﬁcﬂ%—SaveZkH

5. for all i € {0,...,n — 1}, (Save;}y =, Save;; + Save],) = w7

6. forall k € {0,...,n— 1}, (7 5, Fy + FL) =
7. forall k € {0,...,n — 1}, F}, = F;* + Save;/,

We show that for all n € N, P(n) holds by induction on n.

Base case n = 0: By choosing F: = Dy and Fy = Dy, the result directly holds since by
hypothesis 7°(Dy*) holds.

Inductive step n > 0: We have that by hypothesis that D’ —, D,’,; + D, . Furthermore
by inductive hypothesis, D> = F,” + S, ; Saver, ;.

By Lemma, we know that there exist some sub-distributions Save;}, ; , and Save;, _;
for all i € {0,...,n — 1} and H~ and H' such that:

e F — H”+H'
e foralli € {0,...,n — 1}, Save;;, ; =, Save;;, ;.| + Savezn_i+1
o forallae{—,T}, D¢, =H*+> ", S(wezn i1

By hypothesis, 75 (F ) hence (F, =, H* + H") =7’ V 7;*. By Lemma , we deduce
that there exists F F ,He= HS™ H®T H*T such that:

° Fn = F; + Fi

e forallac {s,c}, (F, = H>> + H*") =1,

a

o forall o € {—, T}, H* = H®* + H*“
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We define the sub-distributions F,” = F,, F,,, = H**, F] | = H*T, Save;}, = F,,
Save, , = @, Save,’; = H*~ and Save, | = H* .

We prove the different properties of P(n + 1) by applying the inductive hypothesis
on P(n) and the following reasoning: Since (F,, —, H*” 4+ H%") = 7.7, we know from
our hypotheses on 7" and 7° that 7° (F:H) holds, hence property (1| holds. Moreover,
D, = H%—l—Z?:_Ol Save;;, ;. andso D7 = F:H—l—Save;l—f—Z?:_Ol Save;), ., = F:+1+
YoroS ave; (, 1) hence hence propertyholds. Similarly, D}, = H T—|—Z?:—01 Save], ;.
and so D,y = FJ; + Save,, + >0, Save/, ;.. = Fl,, + >, Save], ., ,, hence
hence property [3| holds. Notice that we showed (F, —, H** + H*") |= x*. Thus,
(Save,)y = Save;’, + Save, ;) |= w7 and so property |5 holds. We already proved that

for all i € {0,...,n — 1}, Save;}, ; —, Save;), ., + Save/, . . Since (Save,; —,
Save,’, + Save, ;) |= w7, we directly deduce that for all i € {0,...,n}, Save;),_; —
Savean i Savez(n +1)—; and so property @f holds. Similarly, we proved that (FZ —

He™ + HOT) b= o nieguing_that_(Fn_) — F;g—i— Fl.) E 7, thus property |§| holds.
Finally, we know that F," = F, + F, implying F,| = F,>+S ave,’y. Therefore, property
holds. This conclude the proof of P(n) for all n € N.

To complete the main proof, notice that Fy> + Savegl, = Dg’, F = Dg and for all
keN, F7 5 Fiiy + (Savep,, o+ Fl) imply that D =, 3, . Save, + Fy|. Notice
that for all k£ € N, we already proved that (F;" =, Fj7; + (Saveiy o+ FiLy)) 7. By
denoting A = Y~ .\ Save,y and AT =37, F,, we deduce that (D =, A+ AT) = 7.

Now notice that for all i € N, we know from the property |5 of Vn € N.P(n) that
(Save;}y = Save;i+Savel,) |= 7,7 Thus (3, Save;y = Y,y Save; i +Save ) = 7.
By denoting B = )", Save;} and BT = Y, Save/,, we deduce that (A —, B+B") |
T, .

Finally let us build By> = »,  Save;; and By = @. We know from the property
Vn € N.P(n) that for all i € N, for all k > 0, Save;}, =, Save;},, + Save], . Hence for
all k>0, >, oy Saves), = e Saveiy + Doy Save] . Hence, if we define for all
k>0, for all a € {—=, T}, By = >,y Saved,,,, we deduce that for all k € N, B —,
By + Bj,,. Therefore, by denoting C' = 37, > Save], ,, we obtain B =, C. It
remains to prove that £ = AT + BT +C: AT+ BT +C = >, (F + 2oy Save], +
D k>0 2ieN SaveiT,kH =2 ien I+ Dhen Dien Savez—',rk—i-l = Dpen Dii = E (see PTOPGFW
of the property P) . This allows us to conclude that E = AT + BT + C.

Let us now assume that m(A) <, m(B+ BT). We proved that (A =, B+ BT) = 77".
Thus, m(A) >, m(B+ BT) andso A = B = B" = @. Since B ==, C, we deduce
that C = @. With £ = C + BT + AT and (D ==, A+ AT) = 7.7, we conclude that
(D= E) =r. O

Lemma 59. Let N = (S, Aext U Ay, transy) be a NPLTS with A;,, = {7}. Let m,m be
two predicates on — and 7%, 75 be two predicates on Sy such that for all z € Sy, for all

D e DSI(SN)
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e 75 (x) A 75 (z) does not hold;
e for all i € {1,2}, n¥(z) iff m;(x — D)
e for all i € {1,2},m;(z — D) implies ¥ (D).
For all Ay, Ay, B € D=Y(Sy), if
A+ A= B wS(A) (A
then there exist By, By € DS(Sy) such that B = By + B, and for all i € {1,2}, 75(B;)
and (A, ==, B;) = 7

Proof. By definition of A; + Ay ==, B, we know there exists an infinite scheme A; + A, =
Cy'+Cy and forall ke N, Cp" =, Ciy + Ol and B=Y", O/

Let us consider the property P(n) defined as: there exist {Cf; | o € {—,T},i €
{1,2},k € {0,...,n}} such that

L foralla € {—, T}, forall k € {0,...,n}, C¢ + Cpy = CF
2. for all @ € {—, T}, for all k € {0,...,n}, for all i € {1,2}, 77 (Cy;) holds.
3. forall k € {0,...,n—1}, for all i € {1,2}, (Ci} =+ Cily; + Cilpys) E

We prove P(n) for all n € N by induction on n.
Base case n = 0: Since for all z € Sy, 77 (x) A 78 (x) and m;(4;) for i = 1,2, we deduce
that there exists Cg}, Cyh, Cg 1, gy such that for all « € {—, T}, C§, + C§, = C§, and
w2 (Cg,) for i =1,2.
Inductive step n > 0: By our inductive hypothesis, we know that C7 = C7, + C,’, with
79 (Cry) and 7§ (C). Furthermore, C 5, Cpty + Cf.

By hypothesis on 7 and 7 and the fact that both #{(C.%) and 73 (C.%) hold, we

deduce that (C,;> =, C;7 + CL,) | m V mp. By Lemma E we deduce that there exists

(G lp=12ANk=1,2} and {CF, , |« € {—, T}, k € {1,2},p € {1,2}} such that:

o forallp=1,2, forall k =1,2, (C’;,;p 5, C’:ﬂk - CL’FPM) =,

o forall k =1,2, C7 = C’Zél—i—cz,f
o forallac {—, T}, Co = 232721 Zi:l C',?ka

By hypothesis on 7y and my, for all p = 1,2, forall k = 1,2, (C, 7 5 C;r”ikjLC’Lka) =,
implies 75 (C,7F) holds. However, n$(Cy%) implies that for all 2 € supp(C,’), =75 (z).
Hence —5 (C, ;%) and so C,;* = @. Similarly, we deduce that C,’3' = @. Both of them
imply that C, 1, = Cpih, = Coit ) = C,4 ) = @. To summarize, we have that for all

p € {1,2},
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—, i —P T.p
d (Cn,pp —r C’n—&-l,p + Cn+l,p) ): Tp
— (1,
° Omp - Cn,pp
,1 ,2
o foralla € {1, =}, Oy =Cpiyy + O

We conclude by defining Cy,, ; = Cﬁfl’i forie {1,2} and a € {—, T}

T

Since P(n) holds for all n € N, we directly obtain that for all i € {1,2}, (Cg;+Cy; =

> ken CTra) | om with w8 (32, oy CTri). With B =37, Cf = 3, v Cly + 2 ien Crlas
we conclude by taking B; = ), C’,IZ» fori=1,2. ]

Lemma 60. Let N = (Sy, Aexr U Aing, transy) and N’ = (Syr, AL, U A.

ot it transyy) be two
NPLTS with A,y = Al,,, = {7}. Let f: Sy = Snv. Let 7y and 7. two predicates on —y.
Let 78 be a predicate.

If for all A, B € D=Y(Sy), for all D € D(Sy), for all z € Sy,
o if 7.7(x —n D) then (D)
o (A5, B) E —m. ATy implies f(A) = f(B) and either A= @ or m(A) > m(B)
o (AD N B) = A gy implies f(A) Do n f(B) and m(A) = m(B)
then for all (D :T>r7N E) & mau, we have f(D) :T>r,N/ f(E)

Proof. Consider three sub-distributions A, A], A] such that (D ==,y A+ A]) & 7T,
E=Al +A], (A=,nAj) |E Ty and f(D) ==, f(A+ A]). Such sub-distributions
exist since we can take A = D, A] = @ and A) = E. Let us take 4, A, AJ a maximal
for the following order (A, A], A)) < (B,B),By) when A] <p B or A] = B/ and
m(A) >, m(B) (where <p stands for the inclusion of distribution, i.e. D <p D’ if for all
z, D(x) < D'(z)).

By applying Lemma |58 on (A ==,y AJ) E 7 (With 77 = 7. and 777 = —7.), we
deduce that there exist ZH, ﬂT, E%,ET,G such that:

(AL A+ A ErAtar (A SNB +B) E mhtar (B =n C) = Ta

with A] =C+B' +A4 . Letusdefine A=B ", A, =4 +B' + Al and 4, = C. We
show the following properties:

o (D) == n f(A) + f(ZlT): We know that (A ==,y A + f) = e A Tau. By
hypothesis on 7, A ma;, we deduce that f(A) ==, f(A )+ f(zT). Hence f(A) +
FAT) = fAT) + f(zT) + f(A]). By hypothesis on =7, A 7., we deduce
from (A" D,y B+ B ') = —m A may that f(A°) = f(B) + f(B'). Hence
F(A) + FA]) Zow f(A) + f(A) and so f(D) Z>on () + F(A)).
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o (D= Z—l-zf) = Tar: (A== zH—FXT) = T ATy implies that (A+A] ==,
A —i—ZT +Al) E Amy. Furthermore (Zﬁ SEWN B —l—FT) = . A gy implies that
(A7 +A +A] == nB 4B +A +A]) = 7. WithB +B +A4 +A] = A+4,
and the fact that (D ==,y A + A]) |= 7, we conclude that (D ==,y A + ZlT) =
Tall-

o (A== y Z;) = . V ms: Notice that Z; —C and A =B hence the result holds.
e A +A, =4 +B + Al +C=A] +A] =E

Since we selected A, A, A) as a maximal, then (A4, A, AJ) £ (A, Zj,z;). Since XlT =
A 1B+ A7 > A], wededuce that A' = B' = @. Therefore, (A, A7, A]) # (4,4, | 4, )
implies m(A) <., m(A).

Note that by hypothesis on 7. A 7oy, (A == A+ ET) = m. A mau implies that
m(A) = m(A”) and so m(A") <, m(A) = m(B”). By Lemma we obtain that
(A= N AJ) E 7o Ay and so (A+ Al ==, E) |= 7. A Tay. By hypothesis on 7, A 7,
we conclude that f(A) + f(A]) ==.n f(E) and so f(D) =, f(E). O

Lemma 61. For all op € {<,~}, for all a € {in(¢, (), out(§,ax) | &, recipes,ax € AX'},
for all (P, ¢), (P',¢') € SPy, if (P, ¢) Rop (P',¢') and (P, ¢) <ne D then (P, ¢') ==, n¢ E
and D R,, E (and E R~ D when op = =).

Proof. The proof for both input actions and output actions follows the same structure.
We will start by considering the case when a = in(&, () and only illustrate the part that
change for the case a = out(&, ax).

By definition, (P, ¢) %\, D implies that P = P, U {in(u, 2). P}, u = £6, Msg(Co),
vars(&,¢) C dom(qﬁ) and D = dgpice/siyure) - By definition of R,,, we know that
(P, 8) Rup (P, ) implies (P, 6) € SPy(6 Nw). (P, &) € SPu(e!, Nos) and 732 (P 6)) op,

To N, ((73’ ¢')) for some N,. Hence, |¢| = |¢/| and let us denote n = |gz5| Thanks to

Lemma | we can assume that Ny, N fn(€, () = @

Let us consider a fresh sequence NV}, = [c], ]i~, of public name, i.e. fn(NZ,)Nfn(P,¢, P,
&', Neon) = @. Let us define p = {* /4, }7-;. Finally, consider a fresh public name ok € N,
We build the following process Out:

Out := in(cg,le ,T1). .. iN(Cax,,, Tn).0ut(€p, Cp).(Frame +¢ 5 out(ok, ok).0)
Frame = out(c,, ,x1).0 | ... | out(c, ,x,).0

aXl’ ax )

First notice that Out is closed and fn(Out) C N, since £ and ¢ are recipes such that
vars(§,¢) € dom(¢). If we denote Po = {Out} Ung f ((P,¢)) and Py, = {Out} U

o, (P qb/ )) we have Po oper. P,
Since Ty, (P¢)) = P U {out(cax,, ax;0).0}7;, we can successively apply the rule

(ComMm) on caxl, .., Cax, 10 Obtain that Po == 0pyfout(¢po.cpo).(Frametos0)} With o = p~1¢.
By hypothesis, {¢ = u and Msg((¢). Hence we can apply the rule (COMM) on u to obtain
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'PO ——T_>r 67’1U{P{Cd)/x}}U{(Frame+0.50)}}- Finally, we apply the rules (PCHOICE) and (PAR),
we have the following:

Po ==+ 0.5 0p,uP(eé /. } out(ok.ok).0} T 0-5 - Op,UEP(Co/e JUF(GNT,)

By denoting Dy =0.5- 5731U{{P{4¢/z};out(ok,ok).O]} +0.5- (5731U{p{<¢/1}}}uj:(¢7/\/c/h), we deduce from

Po Opobs P., that there exists F; such that P, ==, F; and D, opﬁ's E,. Thanks to
Lemma [44] we can assume w.l.o.g. that no rule (PAR) or (NIL) is applicable on E.

Let us analyse E;. We consider the following processes:

° Aj’k(Q/) = {lin(cax;, 25)- - - ... iN(Cax,,, Tn)-0ut(Epoj, Cpo;).(Frameo;_y +¢5 out(ok, ok)) }U
U {out(cax;, axi¢") O}, U foRr

. A’gm( Q') = {out(¢p, Cpo;).(Frameo,, +¢ 5 out(ok, ok).0)} U Q" U {0},
o Ak (Q') = {Frameo, +o5 out(ok,ok).0} U Q U {0}~ ,

. Ai,f,(?)}}: flout(ci;, ax;¢).0}_, U fout(ch,,,»axj+1¢).0 | ... | out(c}y,, ax,¢').0} U
"U {0},

o A* (Q') = {out(ok,0k).0} UQ U {0}~
where o = {*¢'/, }_,.
Let us denote A}" = {A3"(Q) | Q € SPu(¢/,Nuw) A fn(Q) NN}, = @}. Similarly, we

define A, Aﬁ, Ach/ and A¥,. We define a measure function m on processes from A%",
Ak AR AP and AF, as follows: For all Q,

out?’

QEA]kim(Q):(57]>k) Qerut (Q):(47k70) QEAﬁ_im(Q):C%,k,O)
Q € Ach’ = m(Q) = (2,71 _ja k) Q S Aok = m(Q) = (1,]€,O)

Moreover, we consider a function corr : SP +— SP, such that for all (Q, ¢') € 877@( Nen)
with fn(Q) NN, = o, corr(Ai;k(Q)) = corr(Ak,(Q)) = corr(A*(Q)) = corr(AZF(Q)) =
corr(A%,(Q)) = (Q.¢).

Since P, ==, E,, we know that there exists an infinite scheme

5736 =E; + E(;r

T

Ey L E7 + E]
B Dy B+ El;rﬂ

such that Ey = >, v B[
First notice that P/, = A;T(;me(P’ ) and corr(P,) = (P',¢’). Second, by a simple case
analysis, we deduce the following statements for all Q@ — D
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Qe Ajc’k implies either supp(D) C Aifl’kﬂ U A]]'c,k "U AMEL and corr(D) = corr(do);
or supp(D) C Ai;’k and corr(Q) = corr(D).

Q € A%, implies either supp(D) C A%, and corr(D) = corr(dg); or supp(D) C AL

and corr(Q) KON corr(D); or supp(D) C A%, and corr(Q) = corr(D)

Q € A% implies either supp( ) € AU A% U AR, and corr(D) = corr(8g); or
supp(D) C A* and corr(Q) = corr(D)

Q ¢ .Ajh, 1mphes either supp( ) C Ai;{,““ U .Ai:, " and corr(D) = corr(dg); or
supp(D) C AZF and corr(Q) = corr(D)

Q € Ak, implies either supp(D) C A*" and corr(D) = corr(dg); or supp(D) C A%,
and corr(Q) = corr(D)

One of the direct property we deduce from these is that for all k € N, for all o € {—, T},
supp(Ef) € Uizo Uiz 47" FUAl, U AR UATE U A,

We proved that D, opobs E,. Consider E,; the largest sub-distribution of F; such that
for all P € supp(E,;), Py U {P{?/.},out(ok, ok).0} op%r. P”. Notice that RProbg, (P U
{P{%?/,},out(ok, ok).0}, L ok) = 1. Hence, supp(En) C {A* (Q") | (Q",¢') € SPi(¢', Ner) }-
Similarly, if we denote E.; the largest sub distribution of E; such that for all P” €
supp(Een ), PrULP{Co/} JUF (P, NV}) opobs P”, we obtain that supp(FE.n ) C {Ai,f,(Q”) |

(Q",¢") € SPu(¢',Ne)}. However, Dy opobs E implies that Dy (P,U{P{*?/,}, out(ok, ok).0}) =
0.5 < > pv Eoi(P”) and Dy(Py U {{P{(j(b/x}}} UF(o,N)) = 0.5 <> 0, Egy(P”). Since
supp(Een) N supp(Lor) = @, we conclude that £y = Egy + Eo, with Y 5, Eqp (P") =

> pin Eok(P") = 0.5. Flnally, since no rule (NIL) or (PAR) is applicable on Fy, we deduce
that supp(E) € A% o and so supp(Eey) € SP(¢',NL,).

Note that by construction of E.p/, 0p,ugpice/.} Jur(sN

Ch) opz)%s 2 - E. Thus, by denoting
E = 2. E, and by Lemma , we obtain that D = 7r¢, N’ (0P, UgP{CH/a}JUF(GNT,)) E;

o, (E).

It remains to show that (P’, ¢') &r N Wg,_;f}, (E): Consider the predicate 7 such

that 7°(Q) holds iff @ C |J;_, A%, U’ i1 .,4] ¥ We also consider the predicates 7;* and
77 on — such that n; (Q — D) holds iff @ € A%, for some k and supp(D) C A*; and

77(Q — D) holds iff 75(Q) and either corr(dg) = corr(D) or corr(Q) = corr(D). Notice
that 75, 7> and 7" satisfy the conditions of Lemma Therefore, A, A", B,B",C €

C

D=!(Sy) such that
Opy = A+ A Er, (A5, B+B')En, B=.C

with By = C + BT + AT, Note that we already proved that Ey = E,, + E,; and so we
deduce that AT = BT = &
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Notice that by definition of 7>, A =, B implies A = B. Moreover, 7;"(Q =+ D) also

implies corr(Q) &), corr(D). Therefore, corr(A) RUCON corr(B).

Let us focus on (0p; == A) = 7,’. We define the predicate 7, such that 7,(Q — D)
holds iff corr(Q) —»ye¢ corr(D). By construction, notice that (A =,y B) E -7l A 77
implies corr(A) = corr(B) and either A = & or m(A) > m(B). Similarly, by construction,
(A S, n B) = 7. A w7 implies corr(A) Sy corr(B) and m(A) = m(B). This allows us to
apply Lemma |60/ on (6p; =, A) |= w7, Therefore, corr(dp;) ==, n¢ corr(A).

Let us summarize what we have proved so far: corr(dp,) ==, corr(A) &), corr(B)

with B ==, E; with supp(B) C J;_, A%. Let us redefine the predicate 75 such that 75(z)
holds iff x € |J;_, A’i. We redefine 7. and 7, such that 7.(x — D) holds when 7°(D) and
corr(x) = corr(D); and 7,(z — D) holds when corr(D) = corr(d,) and m(z) > m(D). By
applying Lemma [58 on B ==, E;, we deduce that there exists (B ==, B; + B]) |= .,
(By = By + By) |E 7, By ==, B3 with E; = B3 + B] + B . Once again we know that
E, = E., + E,; and so we deduce that B, = @.

By definition of 7., we deduce that corr(B) ==, y¢ corr(B;). Moreover, by definition of
g, the transition By =, By + B, correspond to the execution of the probabilistic choice
in the process Frame +¢ 5 out(ok, ok).0. Thus, there exist two sub distributions By, Bey
such that By+ By = 0.5 By + 0.5 By, supp(Box) € Ur_g A¥,, supp(Bey) C UZ:oAgf’ﬁ and
corr(By) = corr(B,y) = corr(Bg). By applying Lemma , we deduce that 0.5- B,y :T>r,No
Eok and 0.5 - Bch’ :T>r7|\|o Ech’7 1mply1ng that Bok ér,No 2- Eok and Bch’ ér,No 2- Ech’

We will finally show that corr(B.,) ==, n¢ corr(2 - Eg) by applying Lemma |60 with
predicate 7 on Syo and predicates 7y, T. on — o defined as:

o m5(x) holds iff x € Up_ Un_o A%
e 7.(x —no D) holds iff m(x) = m(D) and corr(x) —ye corr(D).
e T,y is always true.

in(£,9)

This complete the proof of §¢pr 4y === n¢ cOrr(2 - Egp) = qus:)/\efcfh (E).
Let us now consider the case of the output action a = out(,ax). By definition,
(P, ) out(&:2) ne D implies that P = Py U {out(u,t).P}, u = ¢, ax = ax,41, Msg(t),

vars(§) € dom(p) and D = d(gpyup, ¢faxst})- Compare to the input case, we consider a
sequence of public name A, with one additional channel, i.e. N, = [c, ]**!'. Moreover,
we consider the following process In instead of the process Out:

In :=in(Caxy, 1) - - - IN(Cax,, , Tn)iN(EP, Tpi1).(Frame +q 5 out(ok, ok).0)
Frame = out(cl,,,21).0 | ... [out(ch s Tnt1).0

Thus the initial processes Po and P/, used in the proof are defined as Po = {In} U
Tont, (P,¢)) and Py, = {In} Uny % ((P',¢')). Executing the process Po allows us to
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obtain:
Po ==, 0.5 - 6p,uPout(ok,ok).0p + 0.5 - OP UL PYUF (dlaxn 12} N,)

Then when we analyse the support of E, we consider the following processes:

Aj’k(Q/ ¢') = {in (caxj,xj) ..... iN(Caxy,» Tn)-0Ut(EPTj, Tppr).(Frameo;_y +¢5 out(ok, ok)) }U

U fout(cax,, axi¢’). 0}}?=]+1 U {{0}}5:1
. Afn(Q’ @) = {in(ép, xpi1).(Frameo, +o.5 out(ok, ok).0)} U Q' U {0},
o Ak (O, ¢) = {Frameo, 1 +o5 out(ok,ok).0} U Q" U {ORF,

. Ai;f/(%’}} ') = fout(ch,,. ax;¢/). 0} Ufout(c,, ,,, ax11¢).0| ... | out(c),, ., ax,/).0}U
0

o AF (O ¢') = {out(ok,0k).0} UQ U{O}E,

where o; = {>¢'/,. 7_,. Notice here that a frame is given as argument since it will be
augment once the process in({p, z,+1) is executed. As such, the set .Ai;’k is defined as
{Ai}k(Q’,gb’) | (9, ¢) € SPu(¢', New) A fn(Q) NN, = @}. Similarly, the correspondence
function corr : SP — SP, is defined as for all (Q',¢') € SPy(¢',Noy) with fn(Q) N
Ny, = @, com(A}(Q,¢/)) = corr(Af,(Q,¢)) = corr(AL(Q, ) = Corr(Aif/(Q’ ¢')) =
corr(A’O“k(Q’ ¢)) = (Q,¢). The measure function m only differ on A7" as follows: if

Q¢ .A]h, then m(Q) = (2,n+ 1 — j,k). The rest of the proof follows by using the same
reasoning. O

F.4 Simulation implies observational preorder

For this direction of the equivalence, we define the relation R,, with op € {<,~} on multi-
sets of processes as follows: For all P, P’ € SP, P R,, P'if and only if there exist a multiset
of processes Pay, a renaming of variables p, two extended processes (Q, ¢), (Q', ¢') € SP,
such that:

o [ =|¢|=n

dom(p) € Ny img(p) € Ny img(p) Omames(Q, €'.6.6') =
fo(Paw) C {z1,..., 2.} and fan(Pas) C Npw

P = QpUPan{™/s, }iip

P = QpUPu{>? /s }i1p

e (Q,0) op" (2,9

Lemma 62. For all op € {<,~}, for all P,P' € SP, if P R,, P’ then for all closed
Pan € SP such that fn(Paw) C Npw then Payy UP Ry Paw UP'.
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Proof. Trivial by definition of R,,. O

Lemma 63. Let op € {<,~}. Let D, D’ € D=}(S\¢). Let n € N. Let p be a renaming
such that dom(p) C Npw, img(p) C Npriw and for all (P,¢) € supp(D) U supp(D’),
img(p) Nnames(P,¢) = @ and |¢| = n. Let Pay € SP such that fo(Pau) C {z1,..., s}
and fTL (PAtt) - A@mb-

——Z

If D opN D’ then

Y. DAL ) doppumitseyie Bon DL D'((Q.0)) doumanmesyi,e
(Q.6)Esupp(D) (Q.6)Esupp(D)

Proof. Given a frame ¢ of size n, we denote by o4 the substitution {*1?/, }" ,. We denote

by E and E’ the sub-distributions } ¢ 4 cqupp(p) D((Q: @) - 00puPanogp A0 D (0 4)csupp(p)
D'((Q,9)) - 00puPauosp Tespectively. Let S C SP. Let us denote Sy = {(Q, ¢) € supp(D)

(Qp U PAttU¢>p) c S}

Let 8" = {(Q', ¢') € supp(D') | (QpUPanosp) € SNsupp(D) and (Q, ¢) op"* (Q,¢/)}.
By definition of E, we have:

E(S)= Y  D(29)

(Q,¢)€supp(D)

|QpUP artoppES
= D(5) by definition of S
< D'(op™ (S))) by D opN* D'

< > D'((Q,¢))
(Q",¢")€supp(D')
[(Q.6)€S1A(Q,9)0pN (Q',¢)
Z D'((Q,¢")) by definition of R,,

(Q',¢')esupp(D’)
[(QpUPattogp)ES
/\(QPUPAttU¢p)R0p(Q/pUPAttO'¢/ p)

< E'(Rop ()

IN

This allows us to conclude that F R; E. O

Lemma 64. For all op € {<,~}, for all P,P' € SP, if P R,, P’ and P Sno D then
P =N D' and D R,, D' (and D' R,, D when op = =).

Proof. By definition of P R,, P’, we know that there exist (Q, ¢), (Q’,¢') € SPy, Pau €
SP, a renaming of variables p and two substitutions o, ¢’ such that (Q, ¢) opN’ (Q,¢),
P = QpUPanop, P' = Q' pUPud'p, |9| = |¢'|, fv(Pan) C {$1, . ,!En}, 0= {aXi¢/$i i=1P;
o' = {9 [o. }io1p, dom(p) C Npwp, img(p) € Nopriy and img(p) N names(Q, Q') = @

Let us do a case analysis on the rule applied in P Zsno D.
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Case of a rule solely applied on Qp: In such a case, Qp —sno Dy such that D = > aresp D1(Q")-
00"UP o+ Notice that Qp —no Dy implies that (Q, @) —ne Do gresp D1(Q"0) - d(arg) = D2
and for all (Q",¢) € supp(D,), img(p) N names(Q") = @. By hypothesis, (Q,¢) op'
(Q',¢). Hence there exists (Q',¢') ==, n¢ D4 and Dy opN* D)y (and D}y opN° Dy when
op = ~). By the semantics of ¢ in Figure |10 and by Lemma we obtain that for all
(Q",¢") € supp(Dj}), ¢ = ¢" and we can assume w.l.o.g. that img(p) N names(Q") = &
(i.e. when the rule (NEW) generates a new private names, we can always pick one that is
not in img(p)).

Hence, we also deduce that Q'p ==rne X (0r ¢esupp(py) P2(Q", @) - dgvp.  There-

fore @'p U Pawo’ == no Z(Q"7¢')ESUPP(D/2) Dy(Q", ") - 0grpupayer- Let us denote D' =
Z(Q//7¢/)esupp( DL D5(Q", ") 007 pup 40~ We conclude by applying Lemmathat D R,, D'
(and D' R,, D when op = =).

Case of a rule solely applied on Payo: In such a case Payo —no Dp such that D =
ZPAH csp D1(Plhy) - 0grpupy,,,- We first show that there exists a renaming p’ with dom(p') C

Nopus img(p') € Npriw and img(p’) N names(Q, Q') = & such that :

e for all P, € supp(D1), there exists a multiset of process P/, such that P, =
Pl /w3 iaps (Phy) © Nowp and fo(Plhy) € {2, .. 20}

r T /
* Pano’ —ne ZP{’%tEsupp(Dl) Dy (PAtt) ' 5P£4tt{axi¢,/zi}?:1p/

We do a case analysis on the rule applied in Payo —sno Dp. The cases of the rules (NULL),
(PAR), (REPL), (CHOICE-1), (CHOICE-2) and (PCHOICE) are trivial by taking p/ = p.
Note that in all these cases but (PCHOICE), D; is in fact a dirac.

Let us now look at the rule (CoMM): In such a case, Pay = {out(u,t).P,in(v,z).Q} U
Pastgs Py = {P0,Qo{"/o}} U Puyo, D1 = op, , Msg(to) and uc = vo. Note that
to = top, uoc = upp and vo = vep. Since both = and Msg(-) are closed under renaming,
we deduce that u¢ = v¢ and Msg(t¢). Furthermore, fn(t,u,v) C N, meaning that
t,u,v are recipes. Since we know by hypothesis that (Q, ¢) op* (Q',¢), we deduce that
u¢p = v implies u¢’ = v¢', and Msg(t¢) implies Msg(t¢'). Once again, by the closure
under renaming argument, we obtain that u¢’'p = v¢'p and Msg(t¢'p). This allows us to
deduce that Paso’ e OgPar Qo' {t' 1, }pUP),0» A s0 we conclude by taking p" = p and
Pau =P, Q'/.1 U Patt,-

The cases of the rules (THEN) and (ELSE) are done similarly since the condition to
apply the rule only depend on the success or not of an equality =.

Finally, let us consider the rule (NEW): In such a case, Pay = {new a.P} U Pay 1,
P = {Po{¥/a}} UPayr0 and Dy = opy,, where o' is fresh. W.lo.g., we can take o’
such that a' & names(Q, Q', ¢, ¢'). We take a new fresh name a,,, € Ny and we conclude
by defining p’ = p{apu — @'} and Py, = P{%* /. } 3 U Pas.1.

We have therefore proved that:

T /
o Pupo —no ZpgttESupp(Dﬂ D, (PAtt) . 5P:4tt{aXi¢/xi}?=1pl
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* Pand’ e 3oy conpton) Dr(Pa) o7 o/,

Since Qp = Qp' and Q'p = Q'p’, we obtain:
* Pano U Qp 2o Ypr coupp(on) D1 (Plawe) - S ome = D
¢ PAttOJ Y Q/p ;NO Zp;;ttGSupp(Dl) Dl (,Pfl‘ltt) 69'/’ 'UPy {axz¢ [ Yiar!

Note that for all P, € supp(D;), by (Q,¢) opN' (Q',¢') and by construction of p' and
Py, we have that:

Qp'U PAtt{aXZd)/zz 1:0 Rop Qp'U pAtt{aXZ¢ /i z:lpl

Note that when op ==, (Q, ¢) opN’ (Q',¢) implies (Q',¢') opN’ (Q,¢) and so we also
have:

Q'p'U ,PAtt{ade) Jai iz p R+ Qp'U Pf‘ltt{axm)/mi ?:1Pl
By denoting D’ = ijm csupp(Dy) D1(Plag) 0o P!, qn - We conclude that D R, D’
and Payo’ U Q'p == no D' (and D' R,, D when op = =)

Case of rule (CoOMM) between an output on Qp and an input on Payo: In such a case

= {{OUt(U,t).P}} U Ql? Paw = {{in<vax>'Q}} U PAtt,l? D = 5{P97Q0{tp/x}HUPAtt,IUUQIP7
Msg(tp) and vo = up. Note that fn(v) C Ny and fo(v) C {z1,...,z,}. If we denote
pax = {x; — ax;};, we obtain that vp 4y is a recipe with fu(vpax) C dom(¢). Note that
since Msg(-) and = are closed by renaming, we deduce from Msg(tp) and vo = up that
Msg(t) and vpaxd = u. Thus, (Q, @) wﬂ\w d(gPYUQL dlaxnsimt}) = D1

Let @41 be a fresh variable. If we define ¢1 = ¢p{ax,11 — t}, Pano = {Q{*" /.}} U
Pawa and oy = {91/, "*1p then we obtain that D = O({PYUQ1)pUP A 20~ Notice that
f’U(PAtt,2) - {xl, e 7$n+1} and fn<PAtt 2) C Npub

By hypothesis, we have (Q o) opN' (2, qﬁ’) Thus, there exists D such that (Q', ¢')

out(

WA:XM>F ne D} and Dy opN D} (and Dj OpN Dy when op = ). By definition, there

exists £ and F such that (Q',¢') =, ¢ E, E w)w F and F == y¢ D).

By the semantics of —y¢ in Figure and by Lemma, we obtain that for all (Q", ¢") €
supp(F), ¢’ = ¢” and we can assume w.l.o.g. that img(p) N"names(Q”) = & (i.e. when the
rule (NEW) generates a new private name, we can always pick one that is not in img(p)).
Hence, we also deduce that Q'p ==, no Z(Q,, #esupp(i) E((Q", ")) - dgrp. Therefore Q'pU
Pauo’ :T>r,N° Z(Q” ¢")esupp(E) E(Q",¢)-0 Q" pUP a0’

Note that D, ole D} and D; being a distribution imply that F,F and D} are
also distributions. Thus for all (Q”,¢') € supp(E), there exist u/,t', P, Q" such that
Q" = {out(v/,t").P'} U Q" such that v = vpaxr¢’, Msg(t') and (Q", ¢') OUtUpA—XaX"Jrl)me
SgPIUQ" ¢ faxn sty With ({ P FUQ"™, ¢'{axns1 +— t'}) € supp(F). Since u' = vpx¢’ and
Msg(t') imply u'p = vo’ and Msg(t'p), we deduce that Q" pU{in(vo’, z).Q0" FUP Ay 10" Tne
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O P10 {10 JUQ pP s 1o+ 1 WE denote ¢ = ¢'{ax, 11+ t'} and o] = {291/, Y"1 p then

we obtain Q"p U {in(ve’, 2).Q0'} U Pay10’ rne O P YUY pUP Art 20,
We have therefore proved that:

Z E<<Q”7 ¢/))'5Q”pu7’mt0’ :T>r,N0 Z (( ”7 (b”)) Q' pUP ase 2 {9 /2 3100

(Q",¢")€supp(E) (Q",¢"")€supp(F)

Note that F' :T>,7Ne D4, Once again by the semantics of Zy¢ in Figure and by Lemma
we can easily show that:

Z(Q” ¢'")esupp(F) ((Q” gb/)) Q" pUP att, z{axzd’ [eYiip rN°
"o
Z(Q” ¢")€esupp (D7) Di((Q",¢")) -0 Q" pUP At 2% [u; Y12 p

Let us denote D' =3 5 4 supp(D}) Di((Q"¢")) 0 gmpup a4 yr+1,- We conclude by
applying Lemma |63| that D Rop D’ (and D' Rop D when op = =).

Case of rule (COMM ) between an input on Qp and an output on Pauo: In such a case Q =
{in(v,x).Q}} U Q1, Pau = {{out(u,t).P}} U Pawi, D = 5{PU7Qp{t0/I}}UpAtt,lauglp, MSg(tU)
and vp = uo. Note that fn(u,t) C Ny and fo(u,t) C {z1,...,z,}. If we denote psr =
{z; = ax;}I';, we obtain that up 4y and tpx are recipes with fo(upax,tpax) C dom(p).
Note that since Msg(-) and = are closed by renaming, we deduce from Msg(to) and vp = uo

. in(u ,t
that Msg(tpax®) and v = upsx¢. Thus, (Q, @) MNZ d(gQqteaxs /ypuone) = D1-
If we define Pay o = { P} U Pau, then we obtain that D = O(fQUtPAx® /. }UO)

Notice that fU(PAttQ) Q {ZEh e ,l’n} and fn(PAtt 2) C -/V;mb
By hypothesis, we have (Q,¢) opV' (2, gb’) Thus, there exists D such that (Q', ¢')

%r ne DY and Dy opN* DY (and Dj opN Dy when op = =). By definition, there

exists £ and F such that (Q',¢') =, E, E M)Ne Fand F ==y D].

By the semantics of —ye in Figure|10/and by Lemma , we obtain that for all (Q", ¢") €
supp(E), ¢ = ¢” and we can assume w.l.o.g. that img(p) Nnames(Q") = @ (i.e. when the
rule (NEW) generates a new private name, we can always pick one that is not in img(p)).
Hence, we also deduce that Q'p ==, no > (0 ayesupp(r) E((Q"¢)) - 6grp. Therefore Q'pU
PAttU/ ——T_>r,NO Z(Q” #")esupp(E) (Qlla (b/) ’ 6QIIPU7)Att0'/'

Note that D, opNe D} and D; being a distribution imply that E,F and D) are
also distributions. Thus for all (Q”,¢') € supp(FE), there exist v/, 2’,Q’, Q" such that
Q" = {in(v/, 2").Q" FUQ” such that v/ = upaxd’, Msg(tpax¢d') and (Q", ¢') TMN@
St oans oo Wit (RQ4¥ LY} U Q" of) € supp(F). Since o = up.xdf and
Msg(tpax®d') imply v'p = uc’ and Msg(to'), we deduce that Q"p U {out(uo’,tc’).Po’'} U
Par10’ Srne 5{{%,7@,[){%//1/}}}UQ,,,pUpAMU,. Therefore Q" pUfout(uo’, to’). Po' }UPasy 10" <N
D@ (2ax?' 1} }UQ ) pUPAr 20

We have therefore proved that:

Z E((QH7 (b/)) ’ 6Q”PU77AttU' =T>rvN° Z F((QH7 ¢/)) : 69"PUPAtt,2<T’

(Q",¢")esupp(E) (Q",¢")esupp(F)

pPUP At 20"
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Note that F' =T>,’Nz D}. Once again by the semantics of "5y in Figure and by Lemma
we can easily show that:

Y. FUQ.9) darppaae = Y DH(Q76)  00rpuman e

(Q",¢")€supp(F) (Q",¢")€supp(D1)

Let us denote D' = 3~ o1 4)esupp(py) P1(Q",¢)) - 007p0p s 20~ We conclude by applying
Lemma |63| that D ﬁo\p D' (and D' }/%O\p D when op = =). O

Lemma 65. For all op € {<,~}, for all P,P’ € SP, if P R,, P’ then for all ¢ € Ny,
RProbg. (P, | c) < RProbg. (P, lc).

Proof. By Lemma |52, RProbge (P, c) = sup{ D(l¢) | §p ==, D with finite support}.
Let P ==, D with finite support. By Lemm and Property [4al of Lemma 48] we
deduce that there exists P’ ==, D’ such that D R,, D'

By definition of D Eo\p D', we know that for all P; € supp(D), P; € supp(D’), there
exist Pay, a renaming of variables p and two extended processes (Q, ¢) and (Q', ¢') such
that:

o] =19/ =n

(Q,0) op™ (2, ¢)

Pr = QpUPu{™/a }irp
P = QpUPau{™ [0 }{1p

out(c,axn+1

By construction, if Pay €] ¢ then Py, P; €] c. Otherwise, if (Q, ¢) \ B then by
Figure , we know that F is a dirac. But (Q, ¢) opN* (Q',¢') implies that there exist
(Q,¢) ==, Fy and F; 2297 1 and Fy =, E' such that E opV' E. By definition of
opN’ and since F is a dirac, we deduce that E’ is a distribution, which implies that both F}
out(exn+1) Fy tells us that 375, F1(Q") = 1.
Note that the 7 on (Q’, ¢') carries over P;. Thus, there exists H such that P} ==, H and
H(lc)=1.

Finally, let S = supp(D)N | c. Since, D R,, D', we deduce that D(S) < D'(R,, (5)).
As we have just show that for all P, €R,, (S), there exists H such that P} ==, H with
H(lc) =1, we deduce that there exists D" such that D’ ==, D" such that D(S) < D'(R,,
(5)) < D"(Lc).

To summarize, we have show that for all P ==, D with finite support, there exists
P’ ==, D" such that D(}.c) < D"(}.c). Hence sup{ D(l¢c) | dp ==, D with finite support} <
sup{ D(l¢c) | 6p ==, D}. We conclude by applying again Lemma . ]

and Fy are distributions. In particular, Fj
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F.5 Main result
Proposition 5. Let P, Q two processes in MP.

P<R 9 if (Po)<N (Q@) and PR Q iff (P,o)x) (0 0)

—obs —sim

Proof. The proof of observational preorder (resp. equivalence) implying simulation (resp.
bisimulation) is directly given by application of Lemmas , and .
Lemmas and [65| directly gives that simulation (resp. bisimulation) implies <!}
). We conclude by Lemma .

T1

(resp. ~ ;1

]

G Non probabilistic processes

G.1 Hennessy-Milner’s Logical caracterisation
We split the proof of Lemma [12]in two lemmas: Lemmas [66] and [68] below.

Lemma 66. Let P a non-probabilistic process, ¢ a frame. Let F' € F. Let ok € Nyup
such that ok & fn(P,¢, F'). If (P,¢) = F then there exists a resolution R = (Y, corr,r),

and s € Y such that corr(s) = (P U {Adv%]f|¢|gb}}) and RProbpg(s, corr~'({ok)) = 1.

Proof. Let n = |¢|. We do the proof by induction on the structure of the logical formula
F.

Case F = T: Adv¥, € ok hence the result directly holds.

Case F' = a.F’: we suppose that (P,¢) = F. Then by definition of formula validity, we

know that there exists a state (Q,v) such that (P,¢) 5 55" (Q,v), and (Q,v) = F'.
Using the induction hypothesis, we can deduce from (Q,v) |= F’ that there exists a pair
(Ry,s1), where Ry = (Y1, corry,ry) is a resolution on the NPLTS N° s; € Y] such that
corr(s1) = Q | Advg 1) and RProbg, (s1, corr;*(} ok)) = 1 (where n’ = n + 1 when a is
an output and n’ = n otherwise).

Moreover, we can deduce from (P, ¢) = =5 (Q, 1) that AdvgF, # 0 and there exists
a sequence of steps:

(P.d) = (P1,¢)... = (Ph,¢) = (P1, ) ... = (P, ¥) = (Q,0)

Looking at the way we define the adversary Adv%’fn in Definition , we see that we can
deduce:

(P U {Advit, 0}) = (Pi U {Advih o)) = ... = (P U {Advih o)) ©
(PYUfAdvgh o}) = ... = (P UfAdvg: o)) = (QU {Advik v })

We build a resolution R = (Y, corr,r) on the NPLTS N° as follows (our construction is
graphically represented in Figure :
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o YV =Y U{l(0),...,l(k)}u{q(1),...,q(m)}, where LI models disjoint union, and the
I(.), q(.) are simply two disjoint copies of natural numbers;

e corr : Y — MP is defined as corr(y) = corri(y) when y € Y7, corr(l(0)) = (P U
{AdveE o}), corr(l(i)) = (P {{Adv L0F) for 0 < i < k; corr(q(j)) = (P} U

{{AdvFi?m Y}) for 1 <j <m.

o r:Y = D(Y) is defined as r(y) = ri(y) when y € Y1, r(l(i)) = §q1) for 0 <@ <
k=1, 7(U(k) = dg), 7(q(5)) = dg(j41y for 1 <7 <m —1, r(q(k)) = b,

We can check that R is indeed a resolution in the sense of Definition [} and that moreover:

RProbg(1(0), corr*(J ok)) = RProbg(sy, corry (] ok))
= RProbg, (s1, corry (L ok)) =

Case F = F| A\ Fy: we suppose that (P, ¢) = F. Then by definition of formula validity, we
know that (P, ¢) = F1 and (P, ¢) | F». By applying the induction hypothesis on F; and

F,, we obtain two resolution Ry = (Y7, corry, ), Ry = (Ya, coer, r9), and s € Yy, 59 € Y5
with corry(sy) = (PU{AdvEr ,¢}) and corry(sz) = (PU{Advg ,¢}) such that moreover:

RProby, (s1, corry *(1.ok))
RProbg, (s2, corry ' (. ok))

We now build, using the resolution R, and R,, a resolution R as represented in Figure
e Y =Y UY,U{l(0)};

e corr : Y — MP is defined as corr(y) = corri(y) when y € Yy, corr(y) = corrs(y)
when y € Y3, corr(1(0)) = (P U {{Adv%’fnqﬁ}}),

r:Y — D(Y) is defined as r(y) = r1(y) when y € Y1, r(y) = ra2(y) when y € Ys,
r(1(0)) = 365, + 305,

We can check that R is indeed a resolution in the sense of Definition [} and that moreover:
1 1
RProbg(1(0), corr~* (L ok)) = 3 RProbg(sy, corr™ (| ok)) + 3 RProbg(sy, corr (] ok))

1 1
=5 RProbg(sy, corry*({ok)) + 3 RProbg(sy, corry (1 ok))
=1
This allows us to conclude. ]

*

Lemma 67. Let (P, ¢) be a non-probabilistic extended process. Let F' € F. If (P, ¢) =
(P',¢) and (P',¢) = F' then (P, ) = F.
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PUfAdvgk ¢} P U fAdvgE ¢} PpUfAdveE 6} PP UfAdu v} Pr U fAdvgl 0}

q(1)

T T T T

1(0)

(1)

(k)

q(m)

Figure 11: The resolution R for the formula a.F’.

(P | Advr o)

1(0)

Figure 12: The resolution R for the formula F] A Fj.
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Proof. By induction on the structure of F' and by noticing that if (P, ¢) % (Q, ¢') in the
LTS L¢ then we also have (P, ¢) = (Q, ') in the LTS L*. O

Lemma 68. Let P a non-probabilistic process, ¢ a frame. Let F € F. Let ok € Ny, such
that ok & fn(P, ¢, F'). If there exists a pair (R, s) with R = (Y, corr,r) € RY,, such that

nr’

corr(s) = (P U {Adv%’jqﬂ(ﬁ}}) and RProbg(s,corr™1(lok)) =1 then (P,¢) = F.

Proof. Let n = |¢|. We do the proof by induction on the structure of F.

Case F = T: we can see immediately that the result holds as the formula T holds for all
extended processes.

Case F = a.F': Since RProbg(s,corr~1(lok)) = 1 and ok & fn(P, ¢, F), we deduce that
AdvgF, # 0 and Advg¥ ¢ |ok. Thus, using Lemma [34] and the fact that P is a non-
probabilistic process and the fact that R is a non-randomized resolution, we deduce that
there exist Py, ..., Py, Q, ¢ and the following sequence

5§10, 51 = 0gy  ...Sk_1 l>5sk Sp — O,
such that
o foralli e {1,...k}, corr(s;) = P; U {AdviF o}
e P 5 ip
foralli€ {1,....,k—1}, Pi 5 dp,.,
corr(s,) = QU {[Adv?ﬁ,wqb']}

(Pr. &) = dia.¢)
e RProbg(s,,corr~(lok)) =1

Note that here, k can be equal to 0 and in that case s — d,,. We deduce that (P, ¢) —
(Q,¢') in the LTS L*. Using our inductive hypothesis on I’ and the pair (R,s,), we
deduce obtain that (Q,¢’) = F'. By definition of the validity of a formula, we conclude
that (P, ¢) = a.F".

Case F' = Fy A Fy: Since Advgh, = Advgy,, +1 Advg,,, Advgh, ¢ |ok. Hence, using
Lemma and the fact that P is a non-probabilistic process and the fact that R is a
non-randomized resolution, we deduce from RProbg(s, corr=t(] ok)) = 1 that there exist
Pi1,..., P, Q, ¢ and the following sequence

B} o1 1
§— 05, 81 —>0sy, ...S4-1—>0s, Sp— 56% + §5sa2

such that

o foralli e {1,...k}, corr(s;) = P; U {AdviF, o}
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P op,

forallie {1,...,k —1}, P; = 6p,

i+1

o corr(sq,) = P U {Advi¥ o}

)

) = Pk: U {{Adv%];,ngb}}
e RProbg(s,,,corr='(lok)) =1

(

e corr(sq,

e RProbg(s,,,corr~'(lok)) =1

By applying our inductive hypothesis on F and the pair (R, s,, ), we obtain (Py, ¢) = Fi.
Similarly, we also obtain (Py,¢) = F». As (P, ¢) Sy (Px, @), we conclude by applying
Lemma [67] that (P, ¢) = Fi A F. O

Lemma 12. Let P € MP™ and ok € N, such that ok & fn(P). For all formula F € F,
we have

(P,@) = F iff  RProbg (P U {Advyy}, Lok) =1
Proof. Direct from Lemmas [30] [66] and [68] O

G.2 Proposition [6]

Lemma 69. Let (P,¢) and (P’,¢') be two extended processes such that dom(¢) =
dom(¢'). Let A € MP such that fn(A) C N,y and fu(A) C dom(¢). If PU A —* Q
then there exists (P, ¢1) € SPy, an adversarial process A; for dom(¢;) and a trace w such
that Q = PLUA ¢4, (P, ¢) = (Py1, ¢1) and for all recipes &, ¢, if vars(€,¢) C dom(¢;) and
§¢1 = (¢ then

(P'.¢)) 5 (P}, &) =z (P}, 6) implies P U A¢/ —* P} U As)

Proof. We prove this lemma by induction on the length of the derivation P U A¢ —* Q.

Base case ¢ = 0: In such a case, @ = P U A¢p. We take w = ¢ and A; = A. Let £,
be recipes such that vars(&,¢) C dom(¢') and £&p = (¢. We conclude by noticing that
(P, ¢') = (P, ) ez, (Py, @) implies ¢' = ¢} and P’ —* P;. Therefore, P’ U Ap —*
P U A Q.

Inductive step ¢ > 0: In such a case, we have P U A¢p —* Qs — Q where the length
of the derivation P U A¢p —* Qs is strictly smaller than /. We can apply our inductive
hypothesis to obtain that there exist (P2, ¢2) € SPy, an adversarial process Ay for dom(¢s)
and a trace wy such that Qy = Py U A, (P, d) — (Pa, ¢2) and for all recipes &', (', if
vars(', () € dom(¢z) and 'y = ("¢ then

(P',¢) 2 (Ph, %) =2, (P}, ¢%) implies P'U A¢/ —* P} U Ax
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By taking & = (" € N,u, we have that (P, ¢') = (P4, ¢5) implies P’ U A¢' —* PyU Azl
We do a case analysis on the rule applied in Py U Ay¢pg — Q.

Case of an internal reduction on Py: In such a case P, — Py and Py = Py U Asgy. Let
Ay = Ay, ¢1 = @9 and w = ws. Note that Py — Py implies (Pa, ¢p2) —» (P1, ¢1) hence

(Pa ¢) E} (Pb ¢1)
Let &, ¢ be recipes such that vars(&,¢) C dom(¢y). If (P, ¢') = (P, ¢) ez, (P, #1)

then we can directly rely on our inductive hypothesis to conclude.

Case of an internal reduction on Aspy: In such a case, there exists an adversarial process
Ay such that Aspy — A1¢e and Py = P1 U A1¢2. To define the trace we need to consider,
let us look at the rule Aspy — Ajs.

e Rule THEN: In such a case, Ay = AU {if u = v then P else Q}} and A; = A/U{P}.

We define w = ws.(u < v).

e Rule ELSE: In such a case, A; = AU {if u = v then P else Q} and A; = AU {Q}.
?
We define w = ws.(u # v).

e Otherwise, we define w = wy

Let ¢ = ¢o and P; = Ps. In the case of the rule Then (resp. Else), Aspo — Aj¢o implies
that ugy = vy (resp. udy # vey). Hence (Pa, ¢2) (k) (P1, ¢1) (resp. (P, d2) —>( ?

uFv)
(P1,é1)) and so (P, ¢) = (P1, é1).
Let us now take &,  recipes such that vars(f () C dom(qﬁl) and (P', ¢') == (Ps, ¢h) =4

(P, 9) ez, (Py, #}) with a being either (u =v) or (u 7£ v) or 7 following the rule applied

on Aypy — Aj¢y. If a = 7 then we trivially have that (P5, ¢%) = (P;, ¢}) and Ay¢l, — A1¢).
Hence, P) U As¢y, — P U A1¢) and so the result holds.

?
Ifa = (u=0v) (resp. (uv)) then (P}, ¢}) —a (P}, ¢,) implies that (P}, ¢) = (P}, &)
and ug| = v} (resp. ud) # ve)). Hence, Ay¢y — A1¢] which allows us to conclude.

Case of the rule (COMM) between Psy (input) and Aspe (output): In such a case, we
have Py = P3 U {in(c,z).P} and Ay = Az U {out(u,v).Q} with Msg(veds), ups = c,
P =PsU{P{r = vps}} and Ay = A3 U {Q}. Therefore by denoting ¢; = ¢, we have
(P2, ¢2) —=in(uw) (P1,¢1). We define w = ws.in(u,v).

Let us now take &, ¢ recipes such that vars(¢,¢) € dom(¢,) and (P',¢') =2 (Ph, ¢bh)
—in(uw) (P1,01) ez (Py,#,). By definition, we deduce that ¢] = ¢, Py = P, U
{in(d,x).P'}, P{ = PLU{P{z—ve}}, ¢ = ug) and Msg(ve)). This allows us to
conclude that P U As¢l, — Py U A9

Case of the rule (COMM) between Py (output) and Asps (input): In such a case, we have
Py = PsU{out(c,t).P}} and Ay = AsU{in(u, ax,+1).Q} (w.l.o.g. we rename the variable to
axy41 if [dom(¢1)| = n) with Msg(t), ¢ = ugy, Py = PsU{P} and A; = A;U{Q{x — t}}.
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As Msg(t) and ¢ = u¢y, we can notice that (Pa, 2) = out(u,axms1) (PgU{{P}} ba{ax,1 — t}).
By defining w = ws.out(u, ax, 1), ¢1 = ¢o{axns1 — t}, we have (P, ¢) = (P1, ¢1).

Let us now take &, ¢ recipes such that vars(€,¢) C dom(¢y) and (P, ¢') 2 (Ph, ¢h)
—out(uwaxns) (P1s @) ez (P, ¢}). By definition, P' = P, U {out(d,t').P'}, Msg(t'),
d =ug), Py = P,U{P} and ¢} = ¢4{ax, 1 — t'}. This allows us to obtain Py U Ay¢), —
P U A4 O

Proposition 6. Let P, Q € MP".

VAdv € MP™ s.t. fn(Adv) C Ny Ve € Npwp.

2) <y (Q,2) iff
(P.2) S (Q@) I g e (P U Adu, L¢) < RProbr(Q U Adv, L ¢)

Proof. To show that may-testing implies trace equivalence, we rely on Lemma [12] Indeed,
a trace w = a; ...a, can be seen as a formula F' = a;.as. ...a,.T. In particular, (P, @) =
(Py, ¢1) if and only if (P, @) = F. Hence, by taking ok € Npub such that ok & fn(w,P, Q),
we can apply Lemma to obtain that RProbg, (P U AdvFO, lok) = 1. By hypothesis, we
deduce that RProbg, (Q U Advg, L ok) = 1 and so (Q, @) ): F once again by Lemma

This allows us to conclude that (Q, @) = (Qy, ¢}).

To show that trace equivalence implies may-testing. Let us consider a non-probabilisitic
A € MP such that fn(A) C Npw. Let ¢ € Npup.

Assume that RProbg. (P U A, ] ¢) # 0 (otherwise the result trivially holds). Thus
RProbgre (PUA, lc¢) =1and so PUAdv — P’ €| c. By Lemma , there exists (Py, ¢1) €
SPy, and adversarial process Adv; for dom(¢;) and a trace w such that P’ = P; U Advi ¢y,
(P, @) = (P1, ¢1) and for all recipes &, ¢, if vars(&,¢) C dom(¢y) and £¢y = C¢y then

(Q,2) 5 (Q1,¢) —z (Q1,¢1) implies Q U Adv —* Q; U Adv, ¢, (20)

If Advigpy € lc then Adv; = Advy U {out(u,t). P} with u¢; = c¢. Consider the trace
w = w.(u = ¢). We thus have (P, @) N (P1, ¢1). Since (P,9) <, (Q,9) then there

exists (Q, @) —— (Qa, ¢h). Therefore, we have (Q, @) — (Q1, @) — 2+ (Q1,91) =
(Qa, ¢5). We deduce that QU A —* Q; U A9 and u¢) = c¢. Therefore, A;¢] € | ¢ and so
Q1 UA;¢) € Lc. This allows us to conclude that RProbgre (QU A, lc) = 1.

If Py €lcthen Py = PoU{out(u,t). P} with u = c and Msg(t). Hence (P1, 1) = out(c,axms1)

(PoU{ P}, pr{axnt1 — t}). Smce (P,2) <,, (Q,2) then there exists (Q, @) o),
(Qs,6}). Therefore, (Q,2) % (Q1, ) —oueamsn) (Q2.05) = (s, dh). But (1,6})
—out(caxnsy) (Do, @) implies that Q) = Q' U {{out(u’,t’).P'}} with ¢ = «' and Msg(t').
Hence Q; € | ¢. By applying Equation (20) with £ = { = ¢, we deduce that Q U Adv —*
Q1 U Adv, ¢, which allows us to conclude that RProbg. (QU A, l¢c) = 1. O]

wuc)
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H Fully probabilistic processes

Lemma 16. Let ok € N,,. Let (P, ¢) be a purely probabilistic process. Let Adv be a
fully determinate adversarial process such that fv(Adv) C dom(¢).

RProbg, (noy(P U Advg, L ok) = RProbg, (ne)(P, L ok) + (1 — RProbg, (ney (P, ok))x
2 (@) eTrok (Adv,|dom(s)) @ * PTODR, (ney (P ¢), w)
Proof. Using the property of maximal schedulers of Proposition [I0} we know that there
exists a maximal scheduler (corr, R) in R, (N°) such that RProbg, noy(P U Adve, | ok) =
RProbg(s, corr™1(}ok)) where corr(s) = P U Advg.

Moreover we can suppose that corrg is simply the identity. It is because, we can see
that there always exists a maximal resolution where corrg is the identity. Hence, we obtain:

RProbg, (noy(P U Adve, | ok) = RProbr(P U Adve, | ok)

We will show in fact that from R, we can build a maximal resolution in R, (N°), that we
denote By(R) such that:
RProbr(P U Advg, | ok) = RProbg, ne)(P, L ok) + (1 — RProbg, (ne) (P, | ok))x
Z(a,w)eTr”k(Adv,|dom(¢)\) a - Probg,r)((P, ¢), w)

Finally, as we only consider finite processes without replication, if we restrict the sets of R
to the processes reachabable from P U Advg, i.e. P U Advgp —* P’ then R is finite. Thus:

1 ifseT
RProbg(s,7)=4¢0 if s ¢ T Atrans(s) =«
Zuesupp(D) D(u) : RPrObR(uy T) lf S g T A trans(s) = D

We do a proof by induction on the sub-scheduler starting from P U Adve.

Case PU Advg € ok: In such a case, either there exists out(u, v); P € P such that u = ok
or Adv = out(u',v'); Adv’ with w'¢ = ok. In the former case, we deduce that for any
maximal scheduler R’ starting from P, RProbg (P, ok) = 1. By taking B,(R) = R’ and
B¢(R) any maximal scheduler starting from (P, ¢), we conclude. In the latter case, we

have by construction that Tr°¢(Adve, |dom(¢)|) = {(ps, (v’ + ok).in(u', axp41).w;) f, U
{1, < ok)} when Tro*(Adv,n) = {(p;, w;) } .. As /¢ = ok, we deduce that for all
i € {1,...,m}, Probg o ((P,¢), (v ] ok).in(u, ax,+1).w;) = 0. Hence, by taking any
maximal scheduler B;(R), we have:

Z - PrObBe(R)((PJ (b)v w) = PrOsz(R)<<7D7 ¢)7 (u/ = Ok)) =1
(a,w)€Trok (Adv,|dom(¢)|)

By taking any maximal scheduler B,(R) and by denoting 8 = RProbg,r)(P, | ok), we
have:

RProbr(P U Adve, Lok) = B+ (1= B) * 3 (0 w)error(Advdom(s)) @ 108, (r) (P, 6), w)
B+ (1-f) =1
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Case PUAdve €l ok and trans(PUAdvg) = *: As R is maximal, we deduce that there is no
possible transition on P U Advg. Hence, all processes in P starts by an input or an output
(no 7 transition) and either Adv = 0 or Adv = in(c,z); Adv' or Adv = out(c,u); Adv'
with c¢¢ # ¢; for all i € {1,...,n}. Moreover, when Adv = out(c,u); Adv', c¢ # ok. By
construction, we deduce that for all (o, w) € Tr*(Adv, |dom(¢)|), Probg,, ey (P, ¢), w) =
0. Hence by taking any maximal scheduler as B;(R), we deduce that:

Z a- PrObBZ(R)((Pa ¢)7 w) =0

(a,w) €Tk (Adv,|dom(¢)])

Moreover, since all processes in P starts by an input or an output (no 7 transition) and
they have distinct channels, we deduce that for any maximal scheduler B,(R) from P with
transition function trans’, we have trans’(P) = . Hence, RProbg, g (P, | ok) = 0 which
allows us to conclude.

Case P U {Advo} & ok and trans(P U {Advg}) = D: In such a case, we have four
possibilities with respect to the transition trans(P U {Advo}}) = D:

e 7 transition on P: In such a case, we have either D = dgugadvey Where P 50
is either conditional or a name restriction; or P = {P, +, P} UP and D = p -

5Q1u{Adv¢} + (1 — p) . 592u{Adv¢}} with Ql = {{Pl}} U P’ and QQ = {PQB’ up.

In the first case, by definition, RProbgr(QU{Advo}, | ok) = RProbgr(PU{Adve}, |
ok). Moreover, by applying our inductive hypothesis, we deduce that there exist a
scheduler R, such that

RProbr(Q U {Advo}, | ok) = RProbg, (ne)(Q,lok) + (1 — RProbg, ey (Q, | 0k)) x
Z(a,w)eTrOk(Adv,|dom(¢)\) a - Probg, ((Q, ¢), w)

By taking the maximal scheduler B,(R) that connects (P, ¢) to (Q, ¢) by the tran-
sition (P, ®) — (g (and behaves as Ry everywhere else), we deduce that for all
(o, w) € Tro*(Adv, |dom(¢)]), Probg,((Q, ¢),w) = Probg,)((P,¢),w). Similarly,
by Proposition [10, RProbg,, (o) (Q,) 0k) = RProb(Q,] ok) for some R’ maxi-
mal. By taking the maximal scheduler R” that connects P to Q by the transition
P 5 §g (and behaves as R’ everywhere else), we deduce that RProbg (Q, | ok) =
RProbg/ (P, | ok) = RProbg,, noy(P, L ok). This allows us to conclude that.

Consider the second case i.e., P = {P +, P} UP" and D = p-dg,ugadawey + (1 —p)-
d0,ufAdve}- In that case, RProbg(P U {Advel}, L ok) = p - RProbg(Q; U {Adve}, |
ok)+(1—p)-RProbg(QoU{ Advg}, | ok). Moreover, (P, ¢) = p-d(0, 6)+(1—p)0(0,.4)-

By inductive hypothesis, for all ¢ € {1,2}, there exist schedulers R;, Ry such that:

RProbr(Q; U {Advo}, L ok) = RProbg, ne)(Qs, L ok) + (1 — RProbg, (ne)(Qi, L ok)) X
Z(a,w)ETTOk(Adv,|dom(¢)\) o - PrObRi((Qi7 ¢)7 U))
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Actually, since by Proposition , all maximal resolutions on N’ lead to the same
probability of reaching a trace, we can suppose R; = R,. By taking the sched-
uler B;(R) that connects (P, ¢) to (Qi,¢) with probability p and (P, ¢) to (Qs, @)
with probability 1 — p, (and behaves as R; = Rs elsewhere) we deduce that for
all (a,w) € Tro*(Adv, |dom(¢)|), Probg,r)((P,®),w) = p - Probg,r)((Q1, ¢), w) +

(1 —p) - Probe,(r)((Q2, ¢), w) = p - Probg, ((Q1,¢), w) + (1 — p) - Probg, ((Q2, ¢), w).
Similarly, we have that RProbg, ve)(P, | ok) = p - RProbg, (noy(Q1, L 0k) + (1 —p) -

RPl"Ome(No) (QQ, \LO]{?) .

To summarize, we have

— 2 (aw)eTrok (Ado jdom()) © - PTObB(R) (P, @), w) =p- B1+ (1 —p) - B
= Bi = D (aw)error (Adv jdom(s))) @ * PTODR,((Qis ), w) for i = 1,2

— RProbg,, ey (P, dok) =p-m+ (1 —p) -7

— 7 = RProbg, (no)(Qi, L ok) for i = 1,2

As RProbg(PU{Adve}, L ok) = p-RProbr(Q1U{Advo}, | ok)+(1—p)-RProbg(QoU
{Advo}, L ok) = p-(Bi+m)+(1=p)-(B2+72) = (p-Bi+(1=p)-B2) +(p-1+(1—p)12),
we conclude.

Probabilistic choice on Adv¢: In such a case, Adv = Adv, 4, Advy and Tr"k(Advl +p

Advs,n) = {(p - pi wi) 1L V(1 = p) - o, w) B2y when Tro¥(Advs, n) = {(p),, wi) Bils
for + = 1,2. Moreover, by definition:

RProbr(PU{Advo}, L ok) = p-RProbgr(PU{ Advi¢}, | ok)+(1—p)-RProbr(PU{ Advep }, | ok)

By inductive hypothesis, for all i € {1,2}, there exist two maximal schedulers Ry, Ry
such that:

RProbr(P U {Advig}, | ok) = RProbg, ey (P, Lok) + (1 — RProbg,, (ne) (P, | 0k)) x
2 k1 Py - Probe (P, ¢), wh)

Note that thanks to our lemma on maximal resolutions, we can in fact suppose
that Ry = Ry since Probg, ((P, ¢),w') = Probg,((P,¢),w’) for all w’. Let us take
B¢(R) = Ry. Thus, we obtain that:

RProbg(P U {Advo}, | ok) = RProbg,, ey (P, ok) + (1 — RProbg, (ney(P, Lok)) x
(P - 3251 Py - Probe,r) (P, @), wi)+
(1 - p) ' 22:1 pi : PrOng(R)((P7 §b), wl%))

Since Tro*(Advy 4, Adva,n) = {(p- pi, wi) i1, U {((1 —p) - pi,wi) P2, we con-
clude.
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e Name restriction on Adv¢: In such a case, Adv = new a; Adv’ with Tro*(Adv,n) =
Trok(Adv'{®/,},n) and b € N, fresh. Moreover, by definition:

RProbz(P U {Adve}, | ok) = RProbg(P U {Adv'{®/,} ¢}, | ok)
By applying the inductive hypothesis on P U {Adv'{®/,}¢}, we directly conclude.

e Conditional branching on Adv¢. We focus on the case where the transition corre-
sponds to the rule THEN (the case of the rule ELSE is similar). Thus Adv = if u =

v then Adv1 else Advy and Tr" (if u = v then Adv, else Advy,n) = {(pl, (u = v).wl)}r,U
{(p3, (u # v).wi)}r2,. Since the rule THEN was applied, we have that ugp = ve.
Hence, for all k € {1,...,na}, Probg, o ((P,9), (u 775 v).wi) = 0 and for all
ke {1,...,n1}, Probg, o ((P,¢),w;) = Probg, e ((P, ), (u < v).wl). By ap-
plying our inductive hypothesis on P U { Adv, ¢}, we directly conclude.

e Internal communication with output on Adv¢ and input on P: In such a case, Adv =
out(u,v); Adv’ and Tr°%(Adv,n) = {(p;, (u % ok).in(u,v).w;) i, U {(1,u < ok)}
when Tro*(Adv',n) = {(p;, w;) },. Moreover, P = P’ U {in(c, z); P} with u¢ = c.
Finally, we deduce that D = dougaaey where Q = P'U {P{**/,}}. Hence, by
definition, we deduce that:

RProbg(P U {Advo}, | ok) = RProbr(Q U { Adv'¢}, | ok)
Note that since P U Advep €] ok, we know that ok # ¢ and so ok # c. Thus, by

definition of the labeled semantics, we have (P, ¢) M) (@, ®). By applying
our inductive hypothesis, we deduce that there exist a scheduler R, such that

RProbr(Q U {Adv'¢}, Lok) = RProbg, (noy(Q, L ok) 4+ (1 — RProbg,, (ne)(Q, L ok))x
Z(a,w)eTrOk (Adv' |dom(e)]) & Probg, ((Q, ¢), w)
Recall that ok # c. Hence, by definition of purely probabilisitic processes, RProbg,, ne)(Q,
ok) = RProbg,, oy (P, | 0k).
By taking the scheduler B,(R) that connect (P,¢) to (Q,¢) by the transitions
(P,p) —=> e, (Q ¢) and then executes R@, we deduce that for all ¢ € {1,...,m},

Probg,((Q, ¢),w;) = Probg,r)((P, ®), (ok * w).in(u,v).w) which allows us to con-
clude.

e Internal communication with input on Adv¢ and output on P: In such a case,
Adv = in(u,x); Adv' and Tro*(Adv,n) = {(ps, (u % ok).out(u, ax,41).w;) }, when
Trok(Adv',n+1) = {(pi, w;) }7,. Moreover, P = P'U{out(c,v); P} with u¢ = c. Fi-
nally, we deduce that D = dgugadrgy Where @ = P'U{P} and ¢’ = ¢{ax,41 — v}
Hence, by definition, we deduce that:

RProbg(P U {Advo}, | ok) = RProbr(Q U { Adv'¢'}, | ok)
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Note that since P U Advep ¢ ok, we know that ok # ¢ and so ok # c¢. Thus,
(ok:;?éu).out(u,axn+1)

by definition of the labeled semantics, we have (P, ¢) 8. By
applying our inductive hypothesis, we deduce that there exists a scheduler R, such
that

RProbr(QU {Adv'¢'}, Lok) = RProbg, ney(Q, ) 0k) + (1 — RProbg, (no)(Q, L ok))x

Z(a,w)eTrok(Adv/,\dom(qsf)n a - Probg,((Q, ¢'), w)

Recall that ok # c. Hence, by definition of purely probabilisitic processes, RProbg,, ne)(Q, 1
ok) = RProbg,, (o) (P, | ok).
By taking the scheduler B,(R) that connect (P,¢) to (Q,¢') by the transition

(P, ®) outluniy), (Q, ¢') and then executes R;, we deduce that for all i € {1,...,m},
Probg, ((Q, ¢'), w;) = Probg,r)((P, ¢), (ok # w).out(u, ax,+1).w;) which allows us to

conclude.

[
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